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Disclaimer of liability

The information contained in these instructions corresponds to the technical status at the time of printing of it and is passed on with the
best of our knowledge. Softing does not warrant that this document is error free. The information in these instructions is in no event a
basis for warranty claims or contractual agreements concerning the described products, and may especially not be deemed as warranty
concerning the quality and durability pursuant to Sec. 443 German Civil Code. We reserve the right to make any alterations or

improvements to these instructions without prior notice. The actual design of products may deviate from the information contained in
the instructions if technical alterations and product improvements so require.

Trademarks

PROFINET is a registered trademark of PROFIBUS Nutzerorganisation e.V. (PNO)

OpenSource

To comply with international software licensing terms, we offer the source files of open source software used in our products. For details
see https://opensource.softing.com/

If you are interested in our source modifications and sources used, please contact: info@softing.com

Softing Industrial Automation GmbH

Richard-Reitzner-Allee 6
85540 Haar / Germany
https://industrial.softing.com
‘. +49 89 4 56 56-340

= info.automation@softing.com
support.automation@softing.com

[E7 https://industrial.softing.com/support/support-form

Scan the QR code to find the latest documentation on the product web page under Downloads.
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Chapter 1 - About this guide

1 About this guide

1.1 Read me first

Please read this guide carefully before using the device to ensure safe and proper use. Softing does not
assume any liability for damages due to improper installation or operation of this product.

This document is not warranted to be error-free. The information contained in this document is subject to
change without prior notice. To obtain the most current version of this guide, visit the product website.

1.2 Target audience

This guide is intended for experienced operation personnel and network specialists responsible for
configuring and maintaining field devices in process automation networks. Any person using a smartLink
SW-PN must have read and fully understood the safety requirements and working instructions in this guide.

1.3 Typographic conventions

The following conventions are used throughout Softing customer documentation:

Keys, buttons, menu items, commands and other Open Start > Control Panel > Programs
elements involving user interaction are set in bold font
and menu sequences are separated by an arrow

Buttons from the user interface are enclosed in Press [Start] to start the application
brackets and set to bold typeface

Coding samples, file extracts and screen output is set ~ MaxDl sapAddr essSuppor t ed=23
in Courier font type

Filenames and directories are written in italic Device description files are located in C:
\<Application name>\delivery\software\Device
Description files

C CAUTION
CAUTION indicates a potentially hazardous situation which, if not avoided, may result in
damage or injury.

Note

This symbol is used to call attention to notable information that should be followed during
installation, use, or servicing of this device.

Hint

2 ) This symbol is used when providing you with helpful user hints.

V1.04-EN/2025-11-05 5


https://industrial.softing.com/products/docker/smartlink-sw-pn.html

smartLink SW-PN - User Guide

1.4 Document history
Document version Changes since last version
1.00 . First version
1.01 =  Minor editorial changes. New description of the Live List.D®
1.02 =  Minor editorial changes
1.03 =  User interface chapter Settings = CertificatesD” added.
=  Userinterface chapter OPC UA > SecurityDZl added for OPC UA
encryption.
. o042
=  adminUl Chapter updated.
1.04 = Support of Emerson AMS Device Manager added.
= Support for APL switches added: aplSwitch Field ((Softing), Ethernet-APL
Rail Field Switch (Pepperl + Fuchs) and Ethernet-APL Field Switch (R.Stahl)
1.5 Related documentation
The following link directs you to additional product information:
https://industrial.softing.com/products/docker/smartlink-sw-pn.html
1.6 Document feedback
We would like to encourage you to provide feedback and comments to help us improve the
documentation. You can write your comments and suggestions to the PDF file using the editing tool in
Adobe Reader and email your feedback to support.automation@softing.com.
If you prefer to write your feedback directly as an email, please include the following information with
your comments:
= document name
= document version (as shown on cover page)
. page number
6 V1.04-EN/2025-11-05
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Chapter 2 - About smartLink SW-PN

2 About smartLink SW-PN

The smartLink SW-PN is a software solution for accessing PROFINET communication systems via OPC-UA.

2.1 |

ntended use

Using standardized technologies like FDI (OPC UA), smartLink SW-PN can be used to mange your network
assets and configure and monitor network devices , including device identification, health, diagnostics, and
process data.

2.2 Features and benefits

Parameterization, Plant Asset Management and Process Data Provision using Standard Industry Tools

Independent of configuration tools

Centralized and time-saving parameterization of PROFINET and PROFIBUS field devices directly from

the control room

Access from Plant Asset Management applications for field devices configuration

Ethernet Access Point to PROFINET networks

Provides 2nd channel to access the field devices

Acts as a PROFINET supervisor

Support of multiple PROFINET networks

Needs only standard Ethernet (UDP) connection to the PROFINET networks

Key Component for Transition to State-of-the-Art Technology

Re-use of existing PROFINET networks without requiring modification

Access to acyclic data via FDI communication server (OPC UA)

2.3 System requirements

To parametrize PROFINET devices with your smartLink SW-PN you will need an asset management
application.

2.4 Technical data

Supported Communication
Protocols

Supported
PROFINET/PROFIBUS Proxies

Minimum Hardware
Requirements

Licensing

PROFINET, PROFIBUS

FDI communication server (OPC UA)
PROFINET PROFIBUS Proxies

Asset Management Applications

Softing: pnGate PA, pnGate DP, aplSwitch Field PA
Pepperl+Fuchs: Ethernet-APL Rail Field Switch (as of version 1.31 or higher)
R.Stahl: Ethernet-APL Field Switch

Docker Container: 200 MB free disk space, 500 MB RAM
Virtual Machine: VMware 3 GB free disk space, 2 GB RAM
Hyper-V 5 GB free disk space, 2 GB RAM

Node locked license for Docker container

V1.04-EN/2025-11-05
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2.5 Software interfaces

25.1 OPC UA
The smartLink SW-PN has an OPC UA server integrated. This server implements the TCP based binary OPC UA
protocol and allows OPC UA clients to connect to it.

2.5.2  FDI communication server
The FDI communication server supports both PROFINET (FCG_TS62769-103-4) and PROFIBUS (FCG_TS62769-
103-1) profiles.
The OPC UA server of the smartLink SW-PN complies with the OPC 30080-7 / FCG TS62769-7 specification V1.3
"FDI Communication Devices". This specification can be found on the FieldComm Group web page
(www.fieldcommgroup.org) and for download on the OPC Foundation web page (www.opcfoundation.org).
An example of an FDI communication client written in Python is available at:
https://github.com/Softinglndustrial/FDICommClient.

8 V1.04-EN/2025-11-05
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Chapter 3 - Installation

3.1

3.2
3.2.1

Installation

The smartLink SW-PN product can be installed in two ways. You can either use the virtual machine images
for download from the product website or install the Docker image directly on a Docker enabled system.

Network architectures

This Section describes the use of smartLink SW-PN in the network.

Controller smartLink SW-PN

Switch

I

PN Device PN Device

The smartLink SW-PN is connected to the control network below the controller and has direct access to
the PROFINET network and PROFINET devices.

Software installation

Docker container

The software of the smartLink SW-PN is executed within a Docker container. A Docker container is a self-
contained software package that includes everything needed to run an application.

Note
You must have working knowledge of the concept of Docker containers, how they are
deployed and run.

The smartLink SW-PN docker image is available on Docker Hub
(https://hub.docker.com/r/softingindustrial/smartlink-sw-pn) or as download from the product website.

You can pull the image from Docker Hub with the following command:

docker pull softingindustrial/smartlink-sw pn

To create and configure Docker container you can use the following commands:

nkdir -p /var/lib/smartLi nkSW PN

docker create --nane snartlink-sw pn -e SMARTLI NK_HOST=<host nane> -e
SMARTLI NK_| P=<I Pv4 address> -e PNS_| NTERFACE NAME=<i face> -p 80:80 -p
443: 443 -p 4840: 4840 -p 49152: 49152/ udp -p 49154: 49154/ udp -

v /var/lib/smartLi nkSWPN:/var/lib/smartLi nkSWPN --restart=al ways
sof tingi ndustrial/smartlink-sw pn

V1.04-EN/2025-11-05
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The environment variables are:

Variable name Variable value
SMARTLI NK_HOST Name of the host
SMARTLI NK_I P IP address of the smartLink

PNS_| NTERFACE_NAME  Name of network interface for PROFINET communication
(e.g. "eth1"). If not provided or empty the first network
adapter on the machine is assumed.

The following ports are used by smartLink SW-PN:

Port Service

80 HTTP Web Server

443 HTTPS Web Server

4840 OPC UA Server

49152 PROFINET Controller (UDP)
49154 PROFINET Supervisor (UDP)

These ports are mapped in the docker create call above 1:1 to the ports of the host system. Of course, you
can map them to different ports on the host system by changing the first number on the -p option
(example: -p 1443:443).

To disable HTTP or HTTPS you can call the docker create call without port mapping for port 80 or 443.

@ Note
You will need access to the Web server to configure the smartLink SW-PN.

smartLink SW-PN creates outgoing TCP connections to the controller or remote 1/0 devices using the
default PROFINET ports 49152/49154 and ports 5000/5001.

The directory /var/lib/smartLinkSW-PN is used to persist the configuration of the smartLink SW-PN
container. Of course, you can store it in a different folder on the host system by changing the first folder
on the -v option (example: -v /home/xxx/sl:/var/lib/smartLinkSW-PN).

If you have more than one network card, the communication over PROFINET has to be assigned to a
network card. You must add the environment variable PNS_INTERFACE_NAME with the name of the
interface (example: -e PNS_INTERFACE_NAME='ens192').

The option —restart=always will start the container on the startup of the system or restart it on failure.
With the following command you can start the container:

docker start snmartlink-sw pn

With the following command you can stop the container:

docker stop smartlink-sw pn

With the following command you can remove the container:

docker rm-f smartlink-sw pn

Please refer the official Docker documentation for more Details on the Docker command line.

10
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3.3 Virtual machine image

This Section describes the installation with VMware Workstation Pro, VMware Player, VMware ESXi and

Hyper-V for Windows 10 Professional. The Virtual machine images should only be used if you run smartLink
SW-PN on a Windows machine.

33.1 Hyper-V

If you are using Windows 10 Professional or another version of Windows follow these steps to install

Hyper-V:
1. Create the folder smartLink SW-PN in the directory This PC\Documents\Hyper-V\Virtual Hard Disks.
2. Download the smartLink_SW-PN_Hyper_V_V1.04.zip file from the product website and save it in the
created folder.
3. Unzip the file to the folder and delete the zip file.
4.  Start the Hyper-V Manager application.
5. Select the Action - New - Virtual Machine.
::::'mm ;!:'.:.“.." 16
{£3 == o » ?;:';“
Dripheys the hew Vitual Machine Wieard
6. Enter smartLink SW-PN as the name of your virtual machine.
7. Select the location where you want to store the VM and click [Next].
=]
4 Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name:  [smartlink SW-HT
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,
Installation Options [ store the virtual machine in a different location
Summary C:\ProgramDataMicrosoft\Windows\Hyper-V |
. ‘
|
‘ e =t T
8. Choose Generation 1 and click [Next].
9.

Enter 2048 MB in the Startup memory input field, disable Use dynamic memory and click [Next].

V1.04-EN/2025-11-05
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10. Choose Default Switch from the Connection dropdown and click [Next].
11. Select the radio button Use an existing hard disk and [Browse] to the location of the extracted
Debian.vhdx file an click [Finish].

Now you are ready to start the virtual machine and use smartLink SW-PN. If you want to access the Linux
console you have to connect to the virtual machine by selecting Connect... in the Action menu.

3.3.2 VMware Workstation / Player
smartLink SW-PN supports only version 10 or later of VMware Workstation Pro and VMware
Player.
1. Create the folder smartLink SW-PN in the directory This PC\Documents\Virtual Machines.
2. Download the the latest software version contained in the smartLink_SW-PN_VMware_V1.04.zip file
from the Softing download area and store it in the created folder.
3. Unzip the contents of the zip file to the folder.
Then delete the zip file.
4.  Start the VMware Workstation Pro or VMware Workstation Player application.
Workstation Pro
If you are using Workstation Pro:
1. Select File > New Virtual Machine.
2. Select Custom (advanced) and click [Next].
>
Welcome to the New Virtual
VMWARE Machine Wizard
WORKSTATION
PRO™
15- 5 What type of configuration do you want?
() Typical (recommended)
Create a Workstation 15.x virtual machine
in a few easy steps.
(® Custom (advanced)
Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products,
< Back Mext = Cancel
3. Select the hardware compatibility and click [Next].
12 V1.04-EN/2025-11-05
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Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?
Virtual machine hardware compatibility
Hardware compatibility: | Waorkstation 15.% ~
Compatible with: ESX Server
Compatible products: Limitations:
Fusion 11.x 64 GB memory
Workstation 15.x 16 processors
10 network adapters
8 TE disk size
3 GB shared graphics memory
Help < Back Mext = Cancel

4. Select the Guest Operating System Installation and accept the option | will install the operating

system later.

5. Select Linux - Debian 10.x 64-bit as your guest operating system.
If you cannot select the Debian 10 take the highest Debian number with 64 bit.

6. Enter the smartLink SW-PN as the name of your virtual machine and click [Next].

7. Enter 1for Number of Processors, and 1for Number of cores per processor and click [Next].

8.  Enter 2048 MB for Memory for this virtual machine.

9. Select Use network address translation (NAT) - LSI Logic - SCSI in the next three setup wizards.

10. Select Use an existing virtual disk in the Select a disk window.

11. Select the extracted Debian.vmdk file in the Select a disk window.

12. Check the summary of your settings and click [Finish] if you want set up a virtual machine based on

these entries.

10.x 64-bit.

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Debian

The virtual machine will be created with the following settings:

MName:

Location:

Version:

Operating System:

Hard Disk:
Memory:
Network Adapter:
Other Devices:

smartlink SW-HT ~
C:\Users'rt\Documentsirtual Machines\smartlink 5...
Workstation 15.x

Debian 10.x 64-bit

Existing disk C:\WM\WMware'smartLink SW-HT DEV'D...
2048 MB

MAT

CD,/DVD, USE Controller, Printer, Sound Card W

Customize Hardware...

< Back Finish Cancel

V1.04-EN/2025-11-05
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Workstation Player

If you are using Workstation 16 Player:

1. Select Create a New Virtual Machine.

VMware Woristation 16 Player (Non-commergial use only =)

Player =

_ Welcome to VMware Workstation

16 Player

! iy ary,

D’I ©Open a Virtual Machine
["lj pen s axisting vrtusl machine, which wil then be sdded to

the top of your Ebrary.

Ta Upgrade to VMware Workstation Pro
1

t Get nchenced fnstares such s napbcta, virtual netuert
- MANBZEMANT, B0 Mare

2. Choose I will install the operating system later and click [Next].

3. Select Linux - Other Linux 5.x kernel 64-bit.

If you cannot select version 5.x take the highest number with 64 bit and click [Next].

4. Enter the smartLink SW-PN as the name of your virtual machine, select the path where the smartLink

SW-PN .vmdk file is located and click [Next].

5. Enter 20 GB as the maximum disk size and select Store virtual disk as a single file.

6. Check the summary of your settings and click [Finish] if you want set up a virtual machine based on

these entries.
The newly created virtual machine opens.

Select Edit virtual machine settings.
Player = B =

anad Inter kernel 64-b

7. Click [Add..] in the Add Hardware wizard.

8. Select Hard Disk - SCSI - Use an existing virtual disk - Browse.

9. Select the extracted Debian.vmdk file and click [Finish].

14
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10. After linking to the smartLink SW-PN virtual hard disk remove the default hard disk.

F
Virtual Machine Setings
% Hoardware  Ogbors

| ter Sumenary Wi
| mstemory S Tk ST e

| casaty

Cuerent wme: 1 1ME
Srulen Fee: 20368
M e 808

fik infermaton
Dk sppiace & 1ol preadocated fof U hied dsk.
Herd disk eontents are stored i munge fles

Pesktines

M | Mg,

iefragement et and ennanbdate e T

iy k.

Fapand dsk capacty, e

Compeact dek T rédaim uused soece. Comoact
fne——

Now you are ready to power on the virtual machine and use smartLink SW-PN.

V1.04-EN/2025-11-05 15



smartLink SW-PN - User Guide

3.3.3 VMware ESXi

1.

2.

Connect to the administration web page of your ESXi server.
Select the Storage menu in the navigator and open the Datastores tab.

Create a directory named smartLink SW-PN for one of your datastores and a temp sub-directory in
your smartLink SW-PN.

Download the latest software version contained in the smartLink_SW-PN_VMware_V1.04.zip file
from the Softing download page and upload the contained .vdmk files to the created folder.

Select the Debian.vmdk file in the temp folder and right-click your mouse to copy and paste it to the
smartLink SW-PN folder.

This copy action in the Datastore browser is needed to convert the disk file to the correct
format.

Select the temp folder and right-click to delete it.

Ciose I

Select the Host menu in the navigator and click [Create/Register VM] to create the virtual machine.

16
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8.

9.

10. Select the datastore to which you copied the disk files previousl

I

5 Ot o S | Crome it | [l St e [l Banor

o0 type
2 Sebect & name and guest 05

Select creation type

How would you ik 10 create a Virtual Maching?

This eption guites you P¥ough cresting & new virtual
maching You will b able 10 CUSIOMTE DIOCEISONS, Memary,
atercee connections, and storage. You wil nosd 1o nstal 3
uBS! oparatng sysiem afer croation

Creats & new yirual maching
Depioy a virtusl machine from an OVF or OVA fie

Regiser an gsting virtual maching

Insert smartLink SW-PN as name, select Linux and Debian GNU/Linux 9 (64-bit) in the dropdown

menus and press [Next].

Select a name and guest OS

2 Select a name and gues1 05 Spacily & unkus name and 03

Hame

Virtual maching names can contain up 1o 80 charactens and they must b urigue Wit each ESX0 mstance

Mdaniifying the guest eperating Eysien: Pire allows the wiZard 10 provise the ADErOpAATE 084ty fof the DpErAINg Syslem
Instalistion

Compatibity ESXI 7.0 U1 virzal maching

Debian GNULnu § [54-0

Guast OF famity

Guast OF version

[ [ ]

Cancel |

y and click [Next].

51 Weow virtaal meschine - smartLink SW-HT (ESX1 7.0 Ut virtual machine)

+ 1 Select creation type
2 Select a name and guest 08

Select storage
Select ™a MoTage tyDe and datasione

Seiect a datasiore fof i viMual maching's configuration et and all of A" viruad sk

HName w | Capacty ~  Free » Tyme w | Thinpro..~  Atcess
datasiorel MBTSGE WTMGE VWFSE Supoted  Srgle
datasiore? 18278 1218 VAFSE Supported | Single.
datastored 102TE 12978 VMFSE Suppored | Sngle
3 ems
| Back | Ned ; Cancel

V1.04-EN/2025-11-05
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11. Pressthe ' iconto remove Hard disk 1.

T New virtual maching - smartLink SW-HT (E5X) 7.0 U1 virtuai maching} |

+ 1 Select c

o
' 2 Select 3 name and guest 05

3 Select slorage

B 4 Customize settings rm-l N

O Addmaid sk W Add network adacter S Add other device

Configure the virtual maching hastware and vitual maching addiional options

» APy 1 o
+ I Memary 2048 ™
23 Hard disk 1 ™ P

%W ECE: Coery Vitwrare Paravriual

1R SATA Controfier 0
&8 USE controler 1 usE20
» 1 Natwork Adapler 1 1A T Mtk Connect

12. Select Add hard disk - Existing hard disk and select the copied Debian.vmdk in the datastore
browser dialog.

1 Mew virtual machine . smartLink SW.HT {ESXI 7.0 U1 virtual machine)

¥ 1 Sebect creation type Customize settings
' 2 Satect o name and guest 05
+ 3 Seboct storage
b 4 Customize settings

Config ching hardware and ‘addtional options

+ I 521 Controtier 0
I SATA Controlier 0
= LS8 controfar 1 usazo

sttt i 1A T Natwork [ Connect

13. Now you have the New Hard disk in the settings. Ensure that the Controller location is set to SCSI
(0:0).

41 Mew virtual machine - smartLink SW-HT (E$X3 7.0 U1 vitual maching)
1 Soloct croation type Customize settings
V2 Seloct a name and guest 05 Configure the virtual machine hardware and vitual machine addtional opbions
3 Seloct storage
L Cosomzeseimnas e R
5 Roady et
3 Addhard disk BN Add network adagter S Add oifver device
» @ cru 1 0
» il Mesnory (o1 ui
= ) Mo Hard disk
Maxomum Size EET]-
Type Thick provisioned, [aziy zerosd
Dk File |estsztone ] smaitiink SW-HT/Debisn vindk
Shaees Normal
Lima - K0P Uniited
Controfler k<ation SCSi controber 0 SCS 00
Desk mode pemmem———
Sharng
'Y
EBack Hent Fir | Cancel

14. Press [Next] and [Finish] to complete the installation.
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3.3.4 Good to know

=  After VM import
After the import of the VM you should change the default passwords and the host name in the user
interface of the virtual machine.

Default User Default Password
root Softing1!
softing Softing1!

*  Finding the hostname or IP address of your smartLink SW-PN
The IP address and hostname are printed in the Linux console window on startup. If you installed the
Hyper-V VM and are using the Default Switch you can use the hostname smartlink-sw-pn.mshome.net
to access the IP interfaces of smartLink SW-PN.

=  Accessing smartLink SW-PN outside of the VM host
To get access to the interfaces of smartLink SW-PN from outside the host running the VM you must
change the network type of the VM.

VMware
Change the network connection in the Network Adapter settings to Bridged.

Hyper-V
Create a new virtual switch which is connected to an external network. Change the virtual switch in
the Network Adapter settings to this switch.

= Adding a second network card
To add a second network card you first have to add it to the VM in the settings of VMware or Hyper-V
and connect it to the correct network. In addition, you must configure the network settings in the
user interface of the virtual machine.

=  Starting smartLink SW-PN with Windows system

Hyper-V
Select Always start this virtual machine automatically in the Automatic Start Action of the virtual
machine settings.
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3.4 Commissioning

smartLink SW-PN comes with an integrated web server which is used to configure the software.

34.1 Prerequisites

=  The smartLink SW-PN is connected with a PC which runs a Chrome, Microsoft Edge or Firefox web
browser supporting JavaScript.

3.4.2 Login to user interface

1. Openyour Internet browser and enter the IP address of the smartLink SW-PN.

Note
If you are using VM images and you can't recall the IP address, open the VM console

window to get the IP address.

2. Enter administrator in the user field and enter SLadmin!1 in the password field.

optimize!

L . softiig

Ut naamee:

Password: |

The web-based interface opens with the information page.

3.4.3 Configuring PROFINET

See Section PROFINETD® in Cha pter Working with the user interface for more details.
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4 Security

The security requirements of the smartLink SW-PN follows the Purdue Reference Model, dividing a system
into five levels (0 through 4).

smartLink SW-PN is installed in level O (Physical Process) of the Purdue reference model. This level includes
the physical equipment, such as sensors, actuators, and other field devices that directly interact with the
production process (e.g., temperature sensors, valves, and motors).

The north-side of smartLink SW-PNis providing Software interfaces for asset management applications
running in level 3 (Operations Management). This level is used to manage production workflows,
scheduling, and coordination of resources.

smartLink SW-PN north-side Ethernet services

Service Port Description

OPC UA 4840 | TCP | OPC UA Server
Only this port of the device should be accessible from level 3

HTTP 80 | TCP HTTP Server of integrated web server
HTTPS 443 |TCP HTTPS Server of integrated web server
HTTPS 5000 |[TCP | HTTPS Server of the virtual machine administration (adminUl)
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5 Working with smartLink SW-PN
See Section Log in to user interfaceD” for details on how to access the interface.
5.1 smartLink SW-PN user interface
5.1.1 General functions
The banner bar of the user interface displays theses functions:
, optimizel 0
Logout Auto logout ! 7]
e Auto log soft ing
administrator 5 in 9 min s -
Logout
Select this function to log out as the active user.
Auto logout
This default setting logs out the current user from the web server if it has been inactive for 10 minutes.
5.1.2 Information
The Information window shows product-related information. See the pages System, License and About
for details.
smartLink m Seftings  Diagnesis OPCUA  PROFINET
Views Software | System
Software Version 1.04.01.34210
System ID smartLink SW-PN
License Host ID #c0144d56-2270-bbI7-68c8-51aT75a505Tea#
About
5.1.2.1 System
Select Information > System to view the hardware and software details of your device.
Software Version Version number of the software
System ID Device model
Host ID This is the ID you will need to request a licence.
5.1.2.2 License
Select Information - License to see the licenses used by under an open source license.
5.1.2.3 About
Select Information &> About to show information about Softing and other useful information.
22
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5.1.3  Settings

5.1.3.1 User accounts

In this section you will learn how to change accounts and passwords.

1. Select Settings > User Accounts.
As administrator you can create and delete user accounts and also change passwords.

smartLink Information Diagnosis ~ OPCUA  PROFINET

Views User Accounts

User Accounts Create account

Certificates User role v
Administrator
Licensing User name Maintenance
Observer

New password

Change password

Qld password l:l
New password l:l
Confirm new password l:l

Delete account

No messages

2. Select a user role in the dropdown menu, assign a user name and enter a New password in the
corresponding fields.

3.  Retype the password in the Confirm new password field and click [Create] to save the user and
password settings.

Password rules

A password must contain between eight and 128 characters, including at least 1 lower case letter, 1 upper
case letter, 1 number and 1 special character: "#5%&'()*+,-./:;<=>?@[\]*_{|}*

Changing the password
Enter the user name of the account for which you want to change the password.
Enter the Old password.

Enter the New password.

R

Retype the password in the Confirm new password field and click [Change] to save the new
password settings.
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Deleting an account

1. Enterthe user name of the account which you want to delete.

2.  Click [Delete] to erase the account settings and all remove the user.

The following table shows the user roles and corresponding permissions:

Permission Administrator Maintenance Observer
Create and delete accounts %}

Change all passwords |

Change own password %} | 4}
Configuring gateway %} 4}

Reading configuration %} | 4}
Reading diagnostics %} | 4}

The user role Diagnostic is not required for daily operations. It is reserved for internal purposes
such as troubleshooting. Softing Support may ask you to add a user with this role to obtain
more details of your smartLink SW-PN.

24

V1.04-EN/2025-11-05



Chapter 5 - Working with smartLink SW-PN

5.1.3.2

Certificates

A certificate is a digital document that is needed to identify and authenticate a website or server and to
establish a secure communication (HTTPS) with the OPC UA server of the smartLink SW-PN.

Select Settings - Certificates to see the smartLink SW-PN X.509 server certificate and load issuer
certificates which are used to validate the server certificate. The tables display the subject name and the
expiration timestamp of the server and the issuer certificates. The first column either shows a checkmark
indicating the certificate's status (v = valid, & = expired/not valid).

In the Server Certificate section you can create a new self-signed certificate, upload a new certificate and
download the currently installed server certificate or a Certificate Signing Request (CSR). The downloaded
server certificate can be passed on to the OPC UA client application to enable secure communication. The
CSR can be forwarded to a Certificate Authority (CA) which may create a matching signed server
certificate.#

If you create a new self-signed certificate or change the existing server certificate, a pencil icon # is
shown in the right-most column of the server certificate list (see screenshot below). The icon indicates that
the certificate settings have been changed but have not yet been applied and still need to be executed by
clicking [Apply] in the top right corner.

— . T
Curtificatas @
B
T ] z

= smariivk TP RS WA

T Fame Ve Unel (0T CT

In addition, intermediate issuer certificates can be uploaded to the Issuer Certificates section to configure
a chain of trust for the issuer specified in the server or other intermediate certificates.

Note

Ensure that the clock on the smartLink SW-PN is properly set. Otherwise this could result in the
creation or usage of certificates that have already expired. See Settings > Time & date for
details.

=

Note
Your changes are not executed immediately but have to be confirmed by clicking [Apply] in the
top right corner of the page. This will restart the OPC UA server component of smartLink SW-

PN. Any clients connected at that time will lose their connection but typically will automatically
reconnect.

V1.04-EN/2025-11-05 25



smartLink SW-PN - User Guide

Parameter

Server Create self-signed
Certificate

Download CSR

Upload

Download
Issuer Upload
Certificate

Delete

Creates a new self-signed certificate.

Sends a Certificate Signing Request (CSR) for a new server certificate.
The signed server certificate must then be upload.

Uploads the a signed server certificate to the smartLink SW-PN.

Downloads the server certificate currently used by the smartLink
SW-PN and upload it to e.g. an OPC UA client.

Uploads the an issuer certificate to the smartLink SW-PN.

Deletes the an issuer server certificate from the smartLink SW-PN.

26
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5.1.3.3 Licensing

Licenses are needed for PROFINET Device Support by any Asset Management Tool to parameterize and
monitor PROFINET devices and to retrieve process data and diagnosis data via OPC UA. Each license is tied
to one PROFINET slave and can be used for Asset Management and for OPC UA at the same time.

You will most likely have purchased your smartLink SW-PN with one or more PROFINET licenses installed.
You will need a license for each field device to which you wish to connect over the PROFINET network. A
license is a unique key tied to the serial number of your gateway. It cannot be migrated or run on another
smartLink SW-PN.

If your smartLink SW-PN has no license or you wish to connect to more PROFINET devices than previously
licensed, please contact Softing Support.

How to activate a license

1. Go to the Softing Industrial website and click the 2, icon in the upper right corner to register yourself
or select this My Softing Portal link. When you are registered and logged in you are directed to the My
Softing Dashboard.

2. Select Licenses = Activate License in the side menu.

3.  Enter the license key from your License Certificate in the license key input field.
You will find the license key on the certificate you have received by email.

Activate License

Flzase enter your License Fey and your Host 12, f you want to pet notified in case of new releases, just check ensble releasze info.
Host ID examples:
BIOS: Wiware, Inc. - INTEL - 040000 |BICEWNware-534d0181ccbe2387-8deB37c83d 10ecET

1cf54d56-caBE-2b8a-8aT8-120e4 345080d0
#bd984d56-deTe- -f2552-bfaBd =

12345-ABCOE-GTEI0-FGHL

Enabie Refease Info

Activate License
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4, Select Information > SystemD22

5.  Highlight and copy the Host ID from the Device/System table.

6. Paste the Host ID into the Host ID field of the Activate License form.

7.  Click [Activate License].
Alicense file is generated.

8. Click [Download] to save the license file to your PC.

@ Note
The license file is assigned to the device and can therefore only be used with this device.

How to install a license

To install a license file follow these steps:

1. Select Settings > Licensing in the side bar navigation.

smartLink s

Views Licensing

Name I Version [ Options

[ PROFINET and PROFIBUS Skive Diics Suppsr

Lcanse Fila  Na e selecied

2. Click the [Choose License File] button.
Windows Explorer (file explorer) will open.

3. Go to the directory to which you have saved the file.

4. Select the license file and click [Open] in Windows Explorer.

The license file is now shown under the [Choose License File] button.

5.  Click the [Install] button.

When the license has been installed, the following message appears at the bottom of the window.

Update License Info 1055: The license has been successfully updated.

In the Licensing window, the table entries for PROFINET Device Support will have changed.

Licensing

Name Version Options

End date

Description

Status

Hart Device Support 2 ()

unlimited

Hart Device Support

installed

Choose License File...

License File: No file selected.

28
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Version
Options
End date

Description

Status

A support number (for internal use only).
Total number of supported PROFINET devices.
The date on which the license expires. Generally all licenses are unlimited.

Before a license is installed, this field displays the order number for a license for
this specific gateway.

Before a license is installed, this field displays "not installed".
When a license has been installed it shows "installed" against a green background

V1.04-EN/2025-11-05
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5.1.4 Diagnosis
5.1.4.1 Settings
Select Diagnosis = Settings to view and adapt the settings of the smartLink SW-PN logging feature. The
settings can be viewed in any role. To change the settings you must have administration rights.
When you have changed the settings click [Apply] to confirm.
smartLink Information Settings OPC UA PROFINET
Views Settings
Log File Priority INFORMATION
. Log File Facility 0S(0) € APPL(1) & syslog(5) & cron(9) 8 SCAI(19) @ PN-PNAK(23)
og File
Send Syslog Messages
Live List
Syslog Server [10.20.237.38 |v

Log File Priority Available values: Emergency, Alert, Critical, Error, Warning, Notice, Information,
Debug. All messages with the set priority or higher are logged. The log file is
shown under Diagnosis > Log File.

Log File Facility Tick the checkbox for the protocol layer you want to write to the log file.

Send Syslog Messages Activates additional debug logging and sends the information to the IP address
defined in the Syslog Server. Can be logged with wireshark, Visual Syslog Server
or similar.

Syslog Server IP address to where syslog messages are sent.

Apply Click button to activate your settings.
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5.1.4.2

Log File

Select Diagnosis - Log File to view the log file or to create support data in case you are facing problems.
You can also filter the log file by ticking and unticking the checkboxes of the different priorities. This only
affects the display of the log file and not the setting of the log file priority under Diagnosis = Settings.

ogout Auto logoot g e
smartLink Infoemation Seftngs OPCUA  PROFINET _I_*_-‘_ '. & ‘ b X \. softii: ‘

iows LogFie o - (X CEED

8 EMERGENCY B ALERT B CRITICAL B ERROR B WARNING B NOTICE B INFORMATION B DEBUS
Message
0 [T7caed1bol4? smarLink_SW-PN § - - CPaaCvOpcFdiPbComociMathodCallAction. HandieConnectionSinte connachon state is 1
7 Tl bal'-i?SMa W-PN G - . CReaCvOpchdiPtConnectMathodCatAction: OpanConnaction ragister connection Siate handier

[TTcanaibnias s WPN B - - CPraPnsConnochon Connpe Ter DEVREF=1

SN BFPLLT | 0240 [Tcaedibal smarlink_SW-PN 1 - - PRAICPTBCONnectionHandie OnCannechonSiaeChanged] stats 1> 1 uneg = 0
ATION appm 20240304 15 20 18 CO0000 [T7ea il P nchion  Prociod] St 0 > 1,1 chanks
[7074-03-04 15 20,98 000000 |7 Toae! ConnechonHandie COpan] stale 0> 1, feg = 1
[7024.03.04 15 20 18 (U000 [T7ca BGonnichonPanl GoICann-bon] new cannecion

-03-04 1520 18 000000 [FTcaed 1bef4? smarlin -PraConnochonHaendie OnConnectonSiateChanged| state 1> 1, unreg = 0
NEGRMATH ouhppu 4.00.04 15 20 18 U000 [T7capd1boiAZ smearLink,_SW.EN G - - PRAJGPTaGonnachonHiande Open] stais 0 = 1, fog = 1
INFORMATION P-.PH A1}2024-03-04 152018 000000 |[FTcaed 1bel42 smarlink_SW-PN 9 - - PRAICPraConnochion Proceod] state 0 = 1, 1 chants

Note
If you are facing problems with your smartLink SW-PN, use the button [Support Data] to
create a support file. The information contained in this file helps Softing Support address and

fix potential issues.

EMERGENCY; ALERT, CRITICAL, Tick the check boxes to set a display filter.
ERROR, WARNING, NOTICE,
INFORMATION, DEBUG

Clear Click this button to delete the log file entries.

Refresh Click this button to update the message log entries.

Support Data Click this button to upload a collection of all available logs for support
requests.

Saving a license
1. Click [Refresh] at the top to update the table contents.

2. Click [Support Data].
A zip file containing all data including the licenses of the device data is created.

3. Open the zip file to find the license key file for this gateway.
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5.1.4.3

Live List

Select Diagnosis = Live List to see a table with all PROFINET, APL and PB devices connected to Softing APL
switches, pnGate PA or pnGate DP devices. The table is organized top-down in blocks from general status
information to PROFINET and PROFIBUS devices details.

o
|

Live List Last scan cycle findshed at 19:30:42 and tock 22 seconds m m_e

17 Devicefs) - 17 Licensed - 74 License(s} remaining

9 5 13 PROFINET device(s) - 13 Licensed [F]
< Status: OK

[rype  [TsgFunctien [rgLecation [ipAdarszz  [MAC Acdrszs  |vender

AR || aptwilch-a-function Aplswich-a-lC on 000671730230 50

HW Revizion | SW Revizion| statue

120 L0 QK.

1-80.0 Ok
420 OK
4.20 Ck
OK
2 300 OF
255 210 Ok
Ok

) | prd #1208
prid-e1200sp-2_locaion | 192. 164
192.168.1.12
£92.168.1

1_8oCanon | 192

GmdH & Co. KE (008!

G & Ca. HG

PO-rEi_ o Prd-AEm_ICation

PNgAEDA-FE_IOCAN0N 0401 100 1.31.0 OK

B || pngatena-2x_funct
B85 |[proatepa-ax n

ARER || 3-imS5_function prgatep |a-imS_location 3022.02| 192.168.1

prgatepa-gx_tocanon 100 1310 [+

100 1310

4.90.0 Ok
1023 Ok

5 19| 00.20:45.00.92 40 | PRoénix COMacs GmbH & C0. KIS (0080)| 0013
192 168 1.160{ 00 10.7°02:3C 13 | Stank (009E)

tﬁt‘a"‘-‘\'\'\ﬁ’\l.'ﬂ'\‘-

@) — [i s e i%%ﬂ%“'

Status: A child componant has an arrar

Praxy z1 -2 device(s) - 2 licensed
Status: OK

Addaress | Tag Functon Tag LOCATIon | vendor Device Type | HW Revision SW Revision Stans
B = PA-device-11_lunction SOFTING (0117)_|{0157) commbtod 1.04] V3 40.0 Unversia| Ok
120 RAMC_PA Transmabon (0020){(250A) V102 V2 12ZA10 Ok

Proxy pngatepa-2x: 1 Module(s) - 2 PROFIBUS device(s) - 2 licensed

A & Status: A child component has an srrer

Addrazs | Tag Function| Tag Location| Vendor Cavice Typs| HW Revisien | 5W Revision |Status
SOFTING (0117)](8911) ohi-MBR V1 04| V360 3 27205 |0

|32 3
@ — A (E311) PROFINET service eror =

o MeEsEages. ~

0 Results of the last scan: The general information includes the timestamp and the duration of the last
completed scan, the total number of detected and licensed devices and the number of remaining
licenses.

9 Summary of PROFINET scans: This header represents the number of detected and licensed
PROFINET devices. PROFINET device details can be hidden and displayed by clicking the arrow icon (
¥) to the left of the header text. If the PROFINET communication is not working correctly or an error
occurred while scanning one of the PROFINET devices, the Status shows an error icon 4.

9 Details of PROFINET scans: The table lists the characteristic device properties such as name, type,
function, location, IP address or MAC address. If a scanned device has an error, this is indicated by an
erroricon 4 in the leftmost column and an error message displayed in Status field. The PROFIBUS
icon () in the Type column indicates that the device has a PROFIBUS segment. By clicking the icon the
corresponding proxy section and PROFIBUS device table is displayed.

@ Summary of PROFINET-to-PROFIBUS proxy scans: This header sums up the number of detected and
licensed PROFIBUS devices. If a child component (any underlying PROFINET-to-PROFIBUS proxy)
shows an error this is indicated in the header information.

e Details of proxies: The header view shows all proxies with a PROFIBUS segment.
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@ Details of PROFIBUS devices: The table includes all successfully scanned PROFIBUS devices with
additional properties such as channel number, tag function and location, vendor, device type,
hardware and software revision numbers, status. To the left of the device name you may see one of
the following icons:

+ =device is licensed and 4 = error occurred during scan of the PROFIBUS device

@ Reassign licenses
By clicking [Reassign Licenses] you can reassign all available licenses. This will entail a restart of your
smartLink SW-PN

Scan progress bar (%)
Indicates the progress of a running scan process.
Start Scan

A scan is started cyclically once per minute. By pressing this button you can invoke a manual scan.
When a scan is in progress this button is disabled.

@® Collapse All
Hides all tables with details of connected PROFIBUS devices.

Expand All
Expands all tables with details of connected PROFIBUS devices.
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PROFINET table column headers explained

Name

Type

Tag Function
Tag Location

Address

MAC Address

Vendor

Device Type

HW Revision
SW Revision

Status

The device name of the PROFINET device

Indicates if the PROFINET device has a proxy functionality. If so a corresponding icon is
displayed and by clicking on the icon the browser will move to the corresponding proxy
segment within the Live List page.

Displays the Tag Function contained in the device.
Displays the Tag Location contained in the device.

The Internet Protocol Address is a set of four numbers separated by periods identifying a
device in your network.

The Medium Access Control Address is the unique 12-digit hexadecimal device number
assigned by device manufacturer.

This column displays in brackets the manufacturer Identification code as a hexadecimal
value. A vendor name is shown only if this value can be resolved.

Displays the type of the PROFINET device as a hexadecimal value in brackets. A device
type name is shown if this value can be resolved.

Displays the hardware revision of the PROFINET device.
Displays the software revision of the PROFINET device.

It is either shown as "OK" (when a PROFINET device has been successfully scanned) or
with a red error text describing the error detected during the scan process.

PROFIBUS table column headers explained

Address
Tag Function
Tag Location

Vendor

Device Type

HW Revision
SW Revision

Status

Displays the address of the PROFIBUS device.
Displays the Tag Function contained in the device.
Displays the Tag Location contained in the device.

This column displays in brackets the manufacturer Identification code as a hexadecimal
value. A vendor name is shown only if this value can be resolved.

Displays the type of the PROFINET device as a hexadecimal value in brackets. A device
type name is shown if this value can be resolved.

Displays the hardware revision of the PROFINET device.
Displays the software revision of the PROFINET device.

It is either shown as "OK" (when a PROFINET device has been successfully scanned) or
with a red error text describing the error detected during the scan process.
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5.1.5 OPCUA

All FDI-related instances have a Nodeld with a string identifier. These are located in the OPC UA server
application name space index 1.

5.1.5.1 Identity

Select OPC UA - Identity to see the server endpoint. In the current version of the smartLink SW-PN the
server endpoint has the default port 4840, which cannot be changed in the user interface.

smartLink Information Settings Diagnosis [oX V.M PROFINET

Views OPC UA Server Identity
Identity Server Endpoint opc.tcp://10.20. 237 46:4840
Security

5.1.5.2 Security

Select OPC UA - Security to configure a secure communication between the OPC UA server that is built
into smartLink SW-PN and a client application.

o 8 N
Vidrers OPC UA Socurity “

Sacurity Configuration

Missage Secuity Mods Fooe @ Sign B 5ign and Encrypt

Message Socurly Policy B Baeic2665ha266 B Ase28 Shadhé Realasp Bl AesI56_Sha2é_ResPes

Cerificate Managemant

Trstted Chant Cortificatos Upload m Cadtific 3 Propactias
[ Wame T Vialia Unit (UTCH T Swbjecl R
~ Uatpen@DESKTOP-0ESLOUG 20380703 07 101 -5 MR
k4 cit_app! Z0250417 00 41 26 T

aszend
us

RAcjected Chent Cortificatas

| Naime | Vali Uil {UTCh
NanaUaSarved 203110025 0401 36
203110023 0 4508
2031710728 10.32 07
2031110115 0432 27
) 0L 7 09 11 30
UsServerCpp@Wyo-WiN 10 20ZAMZIN0 13 26,45
UA Local Discovery Server 202311726 10.10:25

_sppT

OPG Founcaton

Ascood
us

gl R RYES RS RN

45392 b3 2d 75 0 48l Sedl 6150
O-LAFTOP OPCFcurdatun UsC omphancaTesTe

Application UAL

In the Security Configuration window frame, smartLink SW-PN offers three encryption modes supported
by three security policies for secure OPC UA communication:

Security Configuration

Message Security Mods: Mone Sign [ Sign and Encrypt £

Message Security Policy: Basic2565ha?56 [ Aes128_Sha256_RsaOasp Aes266_Sha256_RsaPss

If you have changed any of the security configuration setting, a pencil icon # is shown to indicate that the
settings have been changed but have not yet been applied and the changes still need to be executed by
clicking [Apply] in the top right corner.
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Message Security Meaning
Modes

None Don't use any encryption. No certificate exchange is needed between smartLink
SW-PN and a client. Be aware that communication on the network is readable by
others. This might be a security risk.

Sign Messages sent from smartLink SW-PN or the OPC UA client are signed with the
private key of the sender. The receiving entity can validate the origin of the
message using the public key of the sending entity. Nevertheless, messages are not
encrypted.

Sign and Encrypt Messages sent from smartLink SW-PN or the OPC UA client are signed with the
private key of the sender. The receiving entity can validate the origin of the
message using the public key of the sending entity. Nevertheless, messages are not
encrypted.

If you check None, no security policy must be selected. For the modes Sign and/or Sign and Encrypt at
least one policy must be chosen. Although any combination of modes and policies is possible, it is
recommended to restrict the configuration to the one that the OPC UA client application is expected to
use. For further details see the documentation of the client application.

To establish a secure OPC UA communication smartLink SW-PN and the OPC UA client application have to
exchange their public keys. For this they store a certificate of the communication partner in their Public
Key Infrastructure (PKI). The OPC UA client application typically receives the public key of smartLink SW-PN
by calling the OPC UA service GetEndpoints. Alternatively, it can be exported from smartLink SW-PN
(Settings > Certificates > Server Certificate > Download) and imported manually in the client
application. See also the OPC UA client application documentation for more information on how to store
the smartLink SW-PN certificate in the Trusted section of its PKI.

The Certificate Management window frame shows all certificates that are trusted or have been rejected
(as a result of a unsuccessful connection attempt from the client application). When an OPC UA client
application attempts to open a secure connection to a smartLink SW-PN it submits its client certificate.
smartLink SW-PN stores this certificate in the Rejected Client Certificates table (see screenshot above).
Before a connection between the smartLink SW-PN and the client can be established you have to confirm
that you trust this certificate. If the certificate is available as a file, you may upload it directly to the
Trusted Client Certificates.

The tables include the subject name and the expiration timestamp of each certificate. The first column
either shows a checkmark indicating that the certificate's status (v = valid, & = expired/not valid). You

can upload new or delete existing client certificates to the Trusted Client Certificates and move client
certificates from the Rejected Client Certificates table the Trusted section or simply delete them from the
PKI.

Your actions are not executed immediately but have to be confirmed by clicking [Apply] in the
top right corner of the page. This will restart the OPC UA server component of smartLink SW-
PN. Any clients connected at that time will lose their connection but typically will automatically
reconnect.

For a detailed view of the common client certificate properties, select and highlight a certificate in either
table as shown in the screenshot above (example certificate: ctt_appT).

36 V1.04-EN/2025-11-05



Chapter 5 - Working with smartLink SW-PN

5.1.6  PROFINET

This chapter describes how you configure IP address ranges for PROFINET devices.

Note

To keep the scan process as short as possible it is recommended to define short domain
ranges. Also, avoiding adding IP addresses to a scan range that are not assigned to a PROFINET
device in your network.

1. Select PROFINET - Domains

2.  Enter a Domain Name and the IP Address range (a start and an end address) for the PROFINET
devices which are to be included in the cyclic Live List scan.

3.  Click [+] to the right of the IP Address End field to add the configured IP address range.

smartLink

Views

Parameter

Scan cycle time
Domain Name
IP Address Begin
IP Address End

Total number of IP
addresses

Information Settings Diagnosis OPC UA PROFINET

Domains

Scan Cycle Time (minutes): |10 |v

Domain Name IP Address Begin IP Address End

| | & | | A | & +
|PROFINET_Domain_1 |  |192.168.1.100 | v [192.168.1.120 |v x
|PROFINET_Domain 2 | + [192.168.1.150 | v [192.168.1.199 |v x

Total number of IP addresses: 71

Interval in minutes when a new Live List scan is started.
Name identifying your domain.

Address of the first PROFINET device in the domain.
Address of the last PROFINET device in the domain.

The number of PROFINET addresses that will be scanned. Any address that has no
PROFINET device assigned will slow down the scan cycle as the scan will wait for
the address to time out before it will continue with the next address.

V1.04-EN/2025-11-05

37



smartLink SW-PN - User Guide

5.2 Connecting to Emerson AMS Device Manager
The Emerson AMS Device Manager is a software platform used for managing and maintaining field devices
in industrial automation systems. It is part of Emerson’s broader suite of asset management solutions,
designed to help operators and maintenance engineers optimize the performance, reliability, and lifespan
of their instrumentation and control devices.
The following section describes how to configure your network using the Emerson Asset Management
System. For details see also the Emerson installation guide provided with the AMS (Chapter
PrereguisitesD38 ). Changes to the 1&M data (Identification and Maintenance) of PROFINET and PROFIBUS
devices connected to the network are automatically displayed in the Live List?® of the smartLink SW-PN
user interface.
5.2.1 Prerequisites
Emerson AMS
Ll AMS version 15.0 or later must be installed on your PC.
. AMS 15 requires an FDI Communication Server license
Ll The FDI Communication Server must be enabled. See the Installation Guide PDF file for details (AMS
Devices Manager - Installation Guide).
. AMS 15 requires a secure communication via OPC UA.
Note
AMS 15 requires a secure communication via OPC UA.
smartLink SW-PN
. OPC UA Security must be enabled in the user interface. See OPC UA 0® 5 SecuritvD35 .
Note
The time of your smartLink SW-PN must have been updated and the validity of your
server certificate must have been checked before setting up the OPC UA security.
5.2.2 Network configuration
1. Click Windows Start > AMS Devices Manager > About AMS Device Manager.
The following window opens.
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6.

7.

About AMS Device Manager X

Version
€ =]
{g 15.0 Build 048 ﬁ‘
Copryright Emarson ﬂ

All Fights Feserved. Producedinthe US
ghted. Microsofl Corporation.
All Rights Fesered.

Fisher-Rosemount, PlanfWeb, HART Communicator and
SNAF-ON Applicason are marks of one of the Emerson
group of companies. HART is a mark of the HART
Communications Foundation All other marks ame propany
of their respectve owners. The contents of the online help

fori ] anty, and while
every eflor has been made to ensure thes accuracy, ey
are not 1o by d of g 5
express of implied, regording the products or senvices
describad herain or thair use or opplicability. Ve resene
the right to modity or improve the design or specification
of such products at any Sme without notice.

DCMLink SNAP-ON Enabled ~
DeltaV Systom Intedace Ensbled

Endress Hausor Hoartbeat Venfication SMAP-ON Enabled

Engneernng Assistant SNAP-OMN Enabled
Ermerson Handheld Communicators Enabled

HART Mulsplexer interface / Sman Yireless intertoce Enabled
Integration Tools Enabiled
Kengsberg System interace Enabled A

Select FDI Communication Server Enabled in the drop-down list.

Click [OK].

Click Windows Start > AMS Devices Manager - Terminate Servers to stop the AMS Devices

Manager.
Click [OK] in the Warning pop-up window.

AMS Device Manager X

Warning! Your AMS Device Manager application will be shut down.
All open windows will be dosed, and unsaved data could be lost.
SNAP-ON applications that may be running will be unable to get data
from AMS Device Manager.

5.i§

oK | Abbrechen |

Click Windows Start > AMS Devices Manager > Network Configuration.

The AMS network configuration window opens.

Network Configuration X

The following network components are installed :

Add... | | Remove I Properties...

Close Help

Click [Add].
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8. Select the component FDI Communication Server Network from the list.
9. Click [Install...] and follow the on-screen instructions.

10. Enter a unique Network Name.
The name you enter here (e.g. smartLink SW-PN) will later appear under the physical networks the
AMS Device Manager.

11. Click [Next].

12. Enter the DNS or IP address of your smartLink SW-PN.
Keep the default port 4840.

13. Click [Finish].
A dialog window opens.

14. Click [Yes] to confirm that you trust the server certificate of the smartLink SW-PN.
Your smartLink SW-PN is now shown as available network components by the network name you
entered above.

Network Configuration X

The following network components are installed :
smanLink HW-FN

Add.. | Remove Properties...

Close Help

15. Click [Close].
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5.2.3 AMS Device Manager

1. Click Windows Start > AMS Devices Manager > AMS Devices Manager.
The AMS device manager window opens.

2. Expand Physical Networks in the navigation tree on the left.

g;!-.AMS Device Manager - [Device Explorer] Rl M
“if File Edit View Tools Window Help
8R| 4|22 oHa| ¢ we|
[ Current Device
=« AMS Device Manager Tag Name
=-1& Plant Locations 2£192.168.0.10 - Correct the network settings, then Rebuild Hierarchy
@ [ Area

@[] Calibration
-3 User Configurations
@-[i] Device List
=-gi Physical Networks
o= MTV-SLPN-AMS
CRCT smartLink HW-PN
@ 5 AMS Trex Units

3. Expand the node for your local PC under Physical Networks (here MTV-SLPN-AMS).

4. Select the FDI Communication Server Network node name you entered previously (here smartLink
SW-PN).

5. Right-click the node name and select Rebuild Hierarchy.

41 AMS Device Manager - [Device Explorer]
“i% File Edit View Tools Window Help

8R | 1)E] & | ‘sl@)|
| Current Device
=45 AMS Device Manager Tag Name
=-[8 Plant Locations 21192.168.0.10 - Correct the network settings, then Rebuild Hierarchy
@[] Area

- [E] Calibration
- User Configurations
@-[f]] Device List
& #t Physical Netwaorks
=[] MTV-SLPN-AMS
ISR C smartLink HW g ” .
21 19216801 Rebuild Hierarchy

® 7 AMS Trex Uniits Scan 2
Help
Options
|
Note
The connection is rejected by the smartLink SW-PN as it is not yet trusted.

M22

6. Open the smartLink SW-PN user interface="" and log in as administrator.

7. select opc UAD® > SecuritvDss.
In the section Rejected Client Certificates you should now see the new entry FDICommServer.

8. Select FDICommServer and click [Trust].
9. Click [Apply] in the right top corner to confirm the settings on the OPC UA Security page.

10. Returnto the AMS Device Manager and repeat steps 4 and 5 above.
The connection is now established.
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5.3 Virtual machine administrator interface

The administration user interface or adminUl is as the web-based administrative interface included in the
smartLink SW-PN. It can be deployed inside a virtual machine or container and be used to configure field
devices, network interfaces, protocols like MQTT, and license server connections.

53.1 Login
1. OpenanInternet browser on your PC.

2. Enter the URL for the adminUI.
Example: https://< IP address of the smartLink SW-PN:5000

Note
If you are using VM images and you can't recall the IP address, open the VM console

window to get the IP address.

English

Password G e

3. Enterthe default password Softing1! in the Password field.
The credentials you have to enter here are the Linux login credentials of the VM.

4. Click [Login].
If you just logged on for the first time, you are required to change the default password.

5. Enter a New Password, confirm the new password in the field below.

6. Click [Save].
The adminUI opens showing the Application page.
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5.3.2  General navigation
When working with the adminUl interface you will be using the following menus and buttons.

English  The default interface language is English. Select English to choose another language.

E Logout icon: allows the administrator to return to the login page (see Section LoginD42 ) and
login with a different user role.
EE Application menu icon: shows the configured application and allows the administrator to
update the container image.
. Network menu icon: allows the administrator to access and modify network settings of the
. smartLink SW-PN.
E\, Time menu icon: allows the administrator to access and edit the date and time settings of
)

the VM Ul and the NTP Server.

{:}‘ System menu icon allows the administrator to access the adminUI and change the password,
generate certificates or update the applications.

i) Statistics menu icon allows the administrator the most important stats figure such as
system up time, memory or load average at a glance.

Expand / Collapse icon: expands or collapses the sidebar menu.

Ill
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5.3.3  Application page
The Administration User Interface (adminUl) typically opens with the Application page. Here you can
modify the general application settings. These settings are organized by functionality into four main
groups: adminUl, smartLink SW-PN, Ethernet Capture, and Log. This structure allows administrators to
efficiently configure and manage key aspects of the system from a single, centralized interface.
Note
Before you work on your smartLink SW-PN download the most recent firmware of the smartLink
SW-PN from the product website to your PC.
Engiish [
= Application
e adminl
®
Enablad v Open Ul
3] [MFQ] Tags of softingins tshark: [2025.10°, "2025.09 2 ‘202506, "2025.05, "2025.04", "2025.03, 202"
pedtic o 155 ‘2025.06', "2025.05", '2025.04", "2025.03", '2025.0', "2025.(
admin Ul
1. Click [Update from file] to update to the adminUl app using a local .tar.gz archive.
2. Select the installation file in your file explorer and click [Open].
The adminUI update file is installed and the new version will be shown.
3. Click [Update Configuration] to install a configuration file .admin.json which contains details about
smartLink SW-PN and Ethernet Capture containers and which containers the adminUl app works with.
In the above example, these are smartLink SW-PN and Ethernet Capture.
4. Navigate to the file you want to load to update the configuration.
5. Click [Open] to install the configuration on your smartLink SW-PN.
The firmware is installed and the version will be shown.
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Click [Get support data] to download a password-protected .zip file containing the logs of all running
containers.

Send the download zip file to Softing Support for review and further assistance with issues related to
your deployment.

smartLink SW-PN

In the smartLink SW-PN function group you can enable, disable and restart the docker container for the
smartLink SW-PN, open the smartLink SW-PN Ul, update to the latest firmware and make port changes.

1.

8.

Click [Open Ul] to login to the webserver of the smartLink SW-PN. The Open Ul setting is enabled by
default.

Click [Update from file] to update your docker container with a local docker image.
A file picker will appear in order to allow you to select a .tar.gz docker image.

Select the .tar.gz file and click [Open].

Select the desired docker image version to which you wish to update the container.

Click [Update] to pull the desired image and recreate the container with this specific image.
Click [Restart] to restart the container of your smartLink SW-PN.

Click [Advanced settings] to select and deselect the default ports or change their values.

=
Advanced settings

HTTPS: 443 Allinterfaces e

OPC UA: ~ 4340 Allinterfaces =

PROFINET 1: 40152 Allinterfaces =

PROFINET 2 AG154 Al interfaces e
Emvircnment variables

SMARTLINK_IP: ens33 - 10.20.236.42 o

Click [Apply] to confirm your changes.
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Ethernet Capture

Ethernet Capture is a network protocol analyzer used to capture network traffic. The application is
disabled by default but can be quickly enabled if you are running into traffic problems with the smartLink
SW-PN that you want to reproduce and record.

1.

2.

Logs

Tick the Enabled checkbox if you want to debug traffic problems.

Click [Update from file] to update your docker container with a local docker image.
A file picker will appear in order to allow you to select a .tar.gz docker image.

Select the .tar.gz file and click [Open].

Select the desired docker image version to which you wish to update the container.

Click [Update] to pull the desired image and recreate the container with this specific image.
Click [Restart] to restart the container of your smartLink SW-PN.

Click [Advanced settings] to select and set the file size and the number of capture files.

Advanced settings

The Logs view at the bottom of the page shows the results of the actions (such as updates and captures)
you have applied.

46
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5.3.4 Network page

1. Select the Network page icon :f in the sidebar to access the network settings.

adminul e English [ 3

Hastnamea: snartlink-sw-pn

e Mam e

Interface ens33

Type DHCP

Addres: 4 Mrimask: Batewary:

Interface ens37

Type: Static ™

Address. 192166114 Netmask: 205255255.0 Gateway:

K interface enai?

sfiguration ble fos ensi?

nfiguration file for enss?

2.  Enter a new or overwrite an old hostname in the Hostname field.

3.  Enterthe IP address in the Nameserver field. If you have multiple name servers ensure to separate
each server address by a comma and space.

4.  Click [Apply] to save the entries.
5. Inthe Type field select how you want to connect to the network:

0  Select DHCP if you want the DHCP server to assign an IP address and other configuration details
to connect to the network. Do not select this option if you intend to define a gateway address.

0  Select Static if you want to assign a specific IP address. Enter an IP address, a netmask and
gateway.

Note
@ Only one gateway can be configured.

6. Click [Apply] to confirm your changes.
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5.3.5 Time page

The Time page allows you to access and set the time and date of the smartLink SW-PN and synchronize the
data with client devices across the network. You can either set the time and date manually for a particular
time zone or synchronize the internal clocks of client devices using an NTP server (Network Time Protocol
server).

1. Select the Time page icon ® in the sidebar.

adminUl _ english [ 3

+ Og

i u) =
@ Time

Date & Time

Timezone: Eurcpe/Berlin

NTP Server

Type: Default

Address:

Date & Time

2. Use the Date & Time option if no NTP server is available (see NTP Server description below) or if you
only want to change to a different time zone.

3. Select the preferred time zone.

4. Click [Apply] to confirm.
The time is set according to the time zone in the field above.

NTP Server
5. Go to the NTP Server settings.

6. Select one of the options in the Type dropdown list.

Default = This is the current IP address of the time server. It is
automatically assigned by the system and cannot be
changed.

Static = This is the current IP address of the time server. Please
change the IP address in the Address field.

None = This option is used when no time server is available.

When you apply this option, the Time field under Date &
Time is activated. See below for more details.

7. If NTP Server option None is selected, click the calendar icon & in the Date & Time view and choose a
date and time from the calendar.
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Time: 2024-11-07 02:25:03

<  November 2024 >

13:30:00

Timezone:
SU MO TU WE TH FR SA 14:00:00
20
27 28 29 30 3 1 2 _—
15:00:00
NTP Server - 3 4 5 5 7 8 9
15:30:00
11 12 13 14 15 16 16:00:00
Type:
-
17 18 19 a0 21 2 23 165000
17:00:00
24 25 26 27 28 29 30
Address: 17:30:00

8. Inthe Timezone dropdown list, select the time zone for your network.

9. Click [Apply] to confirm the changes.

Logs
The Logs view at the bottom of the page shows the results of the actions applied.
Logs

[2024-11-07 02:25:02] [INFO] Disable ntp
[2024-11-07 22:48:30] [ERROR] Failed to set time: Automatic time synchronization is enabled
[2024-11-07 06:47:57] [ERROR] Failed to set time: Automatic time synchronization is enabled
[2024-11-07 06:43:21] [INFO] Disable ntp
[2024-11-07 06:42:34] [INFQO] Enable ntp
[2024-11-07 06:42:14] [INFO] Disable ntp
[2024-11-04 16:43:38] [ERROR] Failed to set time: Automatic time synchronization is enabled
[2024-10-29 09:51:45] [ERROR] Failed to set time: Automatic time synchronization is enabled
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5.3.6 System page

Select the System page icon  in the sidebar to restart and shut down the smartLink SW-PN system
hosting the adminUl application, to change the adminUI access credentials and display the self-signed SSL
certificate.

The buttons on this page are Quality of Life (QoL) features designed to make it easier for the user to
perform actions without needing to restart the system through the Linux command-line interface.

Note
You need to be logged in as administrator to perform the functions on the System page.

Englsh [3

System

Subject Altenative Name

Expires At

fesuer

Ofedd3ee0f3b830042116bed 261013267 Tb74aedcc8 2082 1890a987bE0Tc

Thumbprint

05 updates

APT Update Repositary:  httpu/deb.debian.org/debian

Status

1. Click [Restart] to reboot the smartLink SW-PN and click [Yes] to confirm.
The device and all applications are rebooted.

2. Click [Shutdown] to close the smartLink SW-PN and click [Yes] to confirm.
The device and all applications are shut down.
One possible reason for shutting down the system is to prepare it for dismounting and sending it to
support for repair.

Password
1. Enter a New Password in the password field.
2.  Enter the new password again in the Confirm New Password field.

3. Click [Save] to confirm your changes and save the new password.
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HTTPS

In the HTTPS view of the system page you can manage self-signed SSL browser certificates used by the
adminUl application. The system checks automatically if the used browser certificate has expired. If it is no
longer valid, you can either create a new self-signed certificate or upload and existing certificate.

1. Click [Generate] to create a generic, localhost certificate for the app, valid for 1 year from the date
of generation.
This can take a few seconds. When the certificate has been generated a message will appear
informing you that the page will reload.

Certificate generation successful.

The page will reload.

Note
You will need to restart the application and return to the system page.

The HTTPS view now shows the thumbprint of the new certificate.

Thumbprint fff8958610c50196967908a114cfb3ff475b601f9545c1e90912ach492795301

2. Click [Upload] to add a certificate from your PC.
After the upload, the application will restart to enable the server to use the new certificate.

OS updates

In the OS updates view you can specify the location of the APT repository.

. Change the URL to the APT repository and click [Apply].

Logs
The Logs view at the bottom of the page shows the results of the actions applied.

Logs

[2024-11-07 06:11:58] [INFO] Change apt mirror to http://deb.debian.org/debian
[2024-10-22 09:41:10] [INFO] Change root password

[2024-10-22 09:41:10] [INFO] Change softing password

[2024-10-22 09:31:36] [INFO] Change root password

[2024-10-22 09:31:36] [INFO] Change softing password
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5.3.7  Statistics page

Select the System page icon (@ in the sidebar to view the general stats information of your smartLink SW-

PN.

% Statistics
General

System up time

System memory

N +« D3 (o 1931.85 MB
01:23:56

Tuesday, Oct 07 2025, 01:09 PM

Containers

smartlink-sw-pn

N

CPU

Memoary

g

MEM

2025.69 MB

System load average

engiish 3
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54

Console

Disable/Enable HTTPS VM administration GUI

The HTTPS VM administration GUI is enabled by default.

1. Call the following command to disable the HTTPS VM administration GUI login as root to the VM
console:
/ honme/ sof ti ng/ di sabl e- admi n-gui . sh

2. Call the following command to enable it:
/ honme/ sof ti ng/ enabl e-adni n-gui . sh

Note
If you are not using a NAT network in the VM we recommend to disable the HTTPS VM

administration GUI. The HTTPS VM administration GUI gives you administrative access to the
VM.

Disable/Enable SSH server

@ Note
The SSH server is disabled by default.

1. To disable the SSH server login as root to the VM console and call the following command:
systenct| disable ssh
systenct|l stop ssh

2. To enable it you have to call the command:
systenct| enable ssh
systenctl start ssh

CAUTION
& If you are not using a NAT network in the VM we recommend to disable the SSH server. The
SSH server gives you remote access to the VM.

Change keyboard layout

The VMs are configured for an English keyboard by default and can be changed in these steps:
1. Loginto the VM console as root and enter: nano /et c/ defaul t/ keyboard

2. Change the locale to XKBLAYOUT="de" for a German keyboard layout.

3. Press CTRL-x to save the file.
4

Enter set upcon to apply the changes.
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6 Glossary
APT Advanced Package Tool
CA Certficate Authority
CSR Certificate Signing Request
DHCP Dynamic Host Configuration Protocol
DP Decentralised Peripherals
ETH Ethernet
Ex Explosion protection
FDI Field Device Integration
GUI Graphical User Interface
HTTPS Hypertext Transfer Protocol Secure
/0 Input/Output
IP Internet Protocol
NTP Network Protocol Time
OPC UA Open Platform Communications Unified Architecture
PA Process Automation
PKI Public Key Infrastructure
PLC Programmable Logic Controller
PN PROFINET
pnGate Softing PROFINET Gateway
RIO Remote Input / Output
ul User Interface
54
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