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1 About this guide
   

1.1 Read me first
Please read this guide carefully before installing or operating plantPerfect Monitor . Following the
instructions in this guide willto install, configure, operate, and maintain plantPerfect Monitor correctly.

Softing accepts no liability for damage resulting from improper installation, configuration, or operation of
the software or its host system. Although every effort has been made to ensure the accuracy and
completeness of this document, it cannot be guaranteed to be entirely free of errors. The information
provided is subject to change without prior notice.

For the latest version of this guide and the most up-to-date product information, please visit the product
website.

1.2 Target audience
This guide is intended for system administrators, automation engineers, maintenance personnel, and
network specialists who install, configure, or operate  plantPerfect Monitor in PROFIBUS and PROFINET
environments.

Readers who install or administer the system should be familiar with Windows administration, Hyper-V,
TCP/IP networking, TLS certificates, MQTT, and the connected smartLink products. Operators who use the
monitoring functions should understand the plant's PROFIBUS or PROFINET network structure and
diagnostic conventions.

1.3 Typographic conventions
The following conventions are used throughout Softing customer documentation:

Keys, buttons, menu items, commands and other
elements involving user interaction are set in bold font
and menu sequences are separated by an arrow

Open Start à  Control Panel à  Programs

Buttons from the user interface are enclosed in
brackets and set to bold typeface

Press [Start] to start the application

Coding samples, file extracts and screen output is set
in Courier font type

MaxDlsapAddressSupported=23

Filenames and directories are written in italic Device description files are located in C:
\<Application name>\delivery\software\Device
Description files

CAUTION
CAUTION indicates a potentially hazardous situation which, if not avoided, may result in
damage or injury.

Note
This symbol is used to call attention to notable information that should be followed during
installation, use, or servicing of this device.

Hint
This symbol is used when providing you with helpful user hints.

https://industrial.softing.com/products/network-management-tools/plantperfect-monitor.html
https://industrial.softing.com/products/network-management-tools/plantperfect-monitor.html
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1.4 Document history

Document version Changes since last version
1.00 Initial version
1.20 § Network view for PROFIBUS devices connected to the bus added.

§ Network statistics and device bus interface statistics added.
§ Device and network status information updated.

1.21 § TLS/SSL support for MQTT added.
§ MQTT broker configuration added.

2.00 § Chapter and descriptions on PROFINET support added.
§ Chapter Connecting to smartLink HW-PN  added.
§ Chapter Working with the plantPerfect Monitor   updated and new

sections added.

1.5 Related documentation and videos
See the product website and links for related product information:

§ Datasheet

§ Device Connectivity and Plant Asset Management

§ Training

1.6 Document feedback
We would like to encourage you to provide feedback and comments to help us improve the
documentation. You can add comments to the PDF in Adobe Acrobat Reader and email the annotated file
to support.automation@softing.com.

If you prefer to write your feedback directly as an email, please include the following information with
your comments: 

§ document name 

§ document version (as shown on cover page)

§ page number

25

29

https://industrial.softing.com/products/network-management-tools/plantperfect-monitor.html
https://industrial.softing.com/products/gateways/gateways-for-network-access-parallel-to-the-controller/smartlink-hw-dp.html
mailto:support.automation@softing.com


Chapter 2 - About plantPerfect Monitor

V2.00-EN/2026-08-24 9

2 About plantPerfect Monitor
plantPerfect Monitor is a web application for remote tracking of your physical assets and network health.
It can be installed and run on your  PC or in a cloud. 

Using customized dashboards you can track network assets and network communication to detect
anomalies in your network, help schedule maintenance work to minimize network downtime and maximize
the service life.

2.1 Intended use
plantPerfect Monitor is a monitoring software designed to support plant operators and maintenance
personnel in monitoring and optimizing the performance of network assets.

2.2 Technical data
  

Supported Industrial Networks PROFIBUS and PROFINET

Supported Network Access
Products 

smartLink HW-DP, smartLink HW-PN

Supported Web Browsers Google Chrome, Firefox
Communication Protocols MQTT
Virtual Machine Requirements Virtual Machine: Hyper-V 20 GB free disk space, 4 GB RAM
Licensing Softing licenseServer

2.3 Supported features
plantPerfect Monitor provides the following features:

§ Monitoring of PROFIBUS and PROFINET networks and devices

§ Live views of network devices and their status

§ Storage of network information in a database for historic analysis

§ Tracking of changes over time
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3 Installation
  

3.1 Prerequisites
Before installing plantPerfect Monitor, make sure that your PC meets the following requirements:

§ Hardware virtualization  is enabled in the PC's BIOS/UEFI

§ The PC meets the required host hardware specifications (least 16 GB of RAM).

§ Hyper-V is available and can be enabled on the Windows installation.

§ You have administrator rights on the PC.

§ The required network adapter is available for the VM's external connection.

Note
Contact your IT department if you need assistance enabling virtualization on your PC.

3.1.1 Enabling virtualization in BIOS

Before you install plantPerfect Monitor ensure that virtualization is enabled on your PC. 

1. Press Ctrl+Shift+Esc to open Task Manager.

2. Click the Performance Tab at the top.

3. Select CPU in the right pane.

4. Check the Virtualization status in the CPU details.
If Virtualization is shown as Enabled, no further action is required.

Note
If virtualization is shown as Disabled, enable it in the computer's BIOS/UEFI settings as
described below. 

5. Restart the computer.

6. During startup, press the key or key combination used by your computer to open the BIOS/UEFI
setup. The required key varies depending on the computer manufacturer. Common keys include F1,
F2, F3, F10, Esc, and Delete.

10
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Note
The BIOS/UEFI interface and the procedure for enabling virtualization vary between
computer manufacturers and models. Refer to the documentation provided by your
computer manufacturer if you cannot locate the virtualization setting.

7. When the BIOS/UEFI setup opens, navigate to the Advanced settings.

8. Locate the setting for Virtualization. 
Depending on the manufacturer, it may be named Intel Virtualization Technology, Intel VT-x, AMD-V,
or a similar term.

9. Scroll to System option.

10. Set the virtualization option to Enabled.

11. Save changes and exit the Advanced view and BIOS/UEFI setup.

12. Allow the Windows to restart.

3.1.2 Enabling Hyper-V

1. Open the Control Panel.

2. Select Programs and Features.

3. Select Turn Windows features on or off in the left pane.

4. If prompted by the User Account Control (UAC), click [Yes] to approve.

5. Select  Hyper-V to enable the feature.

6. Click [OK] to confirm and apply the changes.

7. Restart the PC if prompted.
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3.2 Software installation
Download the current Windows installation package from the  plantPerfect Monitor product website. The
complete  plantPerfect Monitor product is bundled in the Windows Installation plantPerfect_Monitor_Vx-
xx.zip. Softing provides a SHA-256 checksum that can be used to verify the integrity of the downloaded
package.

To ensures that the plantPerfect Monitor installation package has not been modified or corrupted
between its release and your download from the website, Softing provides a checksum. You can use the
checksum to verify the integrity of the Windows installation package and any additional files available
under Drivers & Software. 

Note
To run plantPerfect Monitor after the installation is completed ensure that Hyper-V is enabled
on your PC.

3.2.1 Verifying the installation package

The following procedure applies to Windows 11.

Downloading the Installation Package and Checksum

1. Download the file Windows Installation Vx.xx from the plantPerfect Monitor product website. 
The installation file is saved to the Downloads folder on your PC as: plantPerfect_Monitor_Vx-xx.zip 

2. Select Download Checksum Vx.xx from the same product page.
The checksum file is saved to the Downloads folder on your PC as:
plantPerfect_Monitor_SHA256SUM_Vx.xx.txt 
The checksum file contains the SHA-256 checksums for all software files available under Drivers &
Software.

Calculating the SHA-256 Hash

1. Press Windows + X and select  Terminal (or Windows Terminal). 
A terminal window will open. By default, it usually starts in your user folder, for example: C:
\Users\YourName>

Note
Depending on your Windows configuration, Windows PowerShell may be displayed instead.

2. In the terminal window, navigate to the Downloads folder by entering: cd Downloads

3. Press Enter.

4. Calculate the SHA-256 hash of the installation file by entering: Get-FileHash
plantPerfect_Monitor_Vx.xx.zip

https://industrial.softing.com/de/produkte/netzwerk-management-tools/plantperfect-monitor.html
https://industrial.softing.com/de/produkte/netzwerk-management-tools/plantperfect-monitor.html
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5. Press Enter.
The terminal displays output similar to the following: 

Comparing the Checksum Values

1. Navigate to the Downloads and open the checksum file
plantPerfect_Monitor_SHA256SUM_Vx.xx.txt in a text editor such as Notepad.

2. Locate the entry for plantPerfect_Monitor_Vx.xx.zip. 

3. Compare the checksum in the text file with the value shown after Hash in the terminal.

If the two values are identical, the installation file has been downloaded successfully and its integrity is
verified. If the values do not match, do not install the software. Delete the downloaded ZIP file, download
it again, and repeat the verification. If the checksum still does not match, contact Softing Support.
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3.2.2 Installing plantPerfect Monitor

Note
You must have administrator rights to install the application on your PC.

1. In the Downloads folder, right-click the file plantPerfect_Monitor_Vx-xx.zip  and select Extract all....

2. Create or select the directory where the plantPerfect Monitor virtual machine files will be stored.

3. Extract the contents of the ZIP file to that directory. 

4. Verify that the directory contains the VM files and the installation program install.exe.

5. Right-click the install.exe file as administrator to start the installation of plantPerfect Monitor and
enable Hyper-V.
The following wizards appear after another.

 

Note
The plantPerfect Monitor external switch cannot be created on a physical network adapter
that is already connected to another external switch. Before starting the installation, make
sure that no other external Hyper-V switch is configured for the physical network adapter
you want to use for plantPerfect Monitor.

6. Select the physical network adapter that you want to use for the network connection of the
 plantPerfect Monitor virtual machine.
Typically, you can select the network adapter that is currently connected to your network.
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7. Click [OK] to confirm the adapter selection.

8. When prompted for DHCP settings, click [OK] to continue with the installation.

The virtual machine and the external switch connecting the virtual machine to the selected physical
network adapter are created.
If the selected network does not provide DHCP, the virtual machine is connected to the Hyper-V
Default Switch instead.

Verifying the Installation

1. Open Hyper-V Manager.

2. Right-click Hyper-V Manager and select Run as administrator.

3. Verify that  plantPerfect Monitor is displayed as a running virtual machine.
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9. The installation is complete when the  plantPerfect Monitor VM is running in Hyper-V Manager.
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3.2.3 Using a static external IP address

This chapter is only relevant if you want to assign a static IP address to the plantPerfect Monitor
installation.

If the selected network does not provide DHCP during installation, the virtual machine is automatically
connected to the Hyper-V Default Switch instead of the selected network.

To configure a static IP address for plantPerfect Monitor , proceed as follows:

1. Determine the VM's current IP address in Hyper-V Manager.

2. Connect to adminUI  using the IP address displayed in the Networking tab of the plantPerfect
Monitor virtual machine in Hyper-V Manager on port 5000. (example: https://< IP address of the
plantPerfect Monitor>:5000)

3. Select the network page and change the interface type to Static. 

4. Enter the required IP address and netmask. 

5. Enter the gateway and nameserver if required by the network.

6. Click [Apply] to save and activate the changes.

7. Open Hyper-V Manager and select the plantPerfect Monitor virtual machine.

8. In the Actions sidebar, click [Settings...] to open the virtual machine settings

9. Select the  Network Adapter and change the virtual switch to plantPerfect_Monitor_External_Switch. 

59
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10. Click [OK] to save the settings.
The < plantPerfect Monitor virtual machine is now connected to the external switch and uses the
configured static IP address.
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3.3 Updating the application
Before updating, read the release notes and verify that the installed version supports a direct update to the
target version. Create and download a current backup. Ensure that sufficient disk space is available and
schedule a maintenance window because the application and its containers may be unavailable during the
update.

Verify that the configuration file and container images belong to the same release. Do not combine files
from different versions. Make  sure that the machine on which the software is installed has an Internet
connection. 

Note
If the machine does not have an Internet connection, see Updating Without an Internet
Connection below.

1. Download the current application configuration description (plantPerfect Monitor | Application
Configuration Vx.xx) from the plantPerfect Monitor product website.

2. Open the adminUI interface (see Administering plantPerfect Monitor using adminUI )

3. Update the adminUI configuration with the downloaded json file (admin-plant-perfect-
monitor_Vx.xx.json).

4. After the update is complete, verify that the Logs view reports completion without errors.

5. Confirm that all required containers are running.

6. Open plantPerfect Monitor and verify the application version.

7. Confirm that configured data sources are connected.

8. Verify that licensed assets and recent events are visible.

9. If validation fails, collect support data and follow the documented rollback procedure.

Offline update

If the machine on which the software is installed does not have an Internet connection:

1. Download the required Docker image files from the plantPerfect Monitor product website using a
machine with Internet access.

2. Transfer the image files to the machine on which the software is installed.

3. Open the adminUI interface.

4. Upload the Docker image files through the interface.

5. Perform the remaining steps described above for the online update procedure.

59

https://industrial.softing.com/de/produkte/netzwerk-management-tools/plantperfect-monitor.html
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4 Initial setup
After the software installation has completed successfully, perform the initial application setup.

1. Enter the IP address of the virtual machine in the address bar of the  web browser. 
The Initial Application Setup window opens with the default OrgAdmin user setting.

2. Enter a strong password for the OrgAdmin user.
The password must meet the password requirements displayed in the window.

Field Description
Organization Admin Password Password for the default Organization Administrator (OrgAdmin)

account.

Organization Admin email Email address for the default OrgAdmin account.

Application Database Password Password for the application database account. This account is not
intended for direct connections.

Provide information to Softing Allows to send anonymous usage information to Softing.

3. Enter the required information in the remaining fields.

4. Click [Agree & Submit] to complete the initial setup.
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4.1 Activating a license
Before the plantPerfect Monitor user interface can be put into productive use you must activate a licence
for each network device you want to monitor. To activate the licenses, access the Softing licenseServer
directly through a web browser. 

Logging in to the licenseServer
1. Open a web browser.

2. Enter the URL of the licenseServer in the address bar.
For example: https://<plantPerfect Monitor IP address>:8000

3. If you are accessing the licenseServer for the first time, the Register dialog is displayed.

4. Enter your email address and define a password.
The email address must comply with the following format: <local part>@<hostname>.<top-level
domain>
The password must contain at least 8 characters, including one uppercase letter and one digit.

5. Click [Register].
On subsequent visits, the Login dialog is displayed.

6. Enter your registered email address and password, and click [Login].

Activating a license
1. On the licenseServer page, click [Activate License].

The Activate License dialog opens.
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2. Enter the license key provided with your license in the License Key field.

3. Enter the Customer Name, Customer Email, and Company Name as required.

4. If you want to receive release information, select Get release information.

5. Click [Activate].

6. The license is activated and displayed in the licenseServer.

Note
If the  plantPerfect Monitor installation does not have Internet access, refer to the
licenseServer User Guide for information about offline license activation.
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4.2 Creating a user account
After completing the initial setup, log in to the plantPerfect Monitor user interface using the OrgAdmin
account. Create at least one user with the Administrator role to perform the required administrative tasks.

1. Open a web browser.

2. Enter the assigned address of the virtual machine in the browser's address bar.

Note
You can find the IP address in Hyper-V Manager. Select the plantPerfect Monitor  virtual
machine and click [Connect...] to open the virtual machine console. The IP address is
displayed in the console.

3. On the login page, enter OrgAdmin in the User field and the password defined during the initial setup.

4. Select the menu option Users and click [Create User]. 

5. Enter the required information. 

6. Under Roles, select Administrator.
The standard User has limited permissions. See chapter User Roles .

7. Click [Confirm] to create the account. 
The new user is displayed in the Users list.

Note
At least one user with the Administrator role is required to perform the necessary administrative
tasks in the application

27
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4.3 Connecting a smartLink HW-DP
plantPerfect Monitor receives PROFIBUS monitoring data from smartLink HW-DP through MQTT.
Configure each smartLink to publish to the MQTT broker running in the plantPerfect Monitor VM.

Before configuration, verify that the smartLink can resolve or reach the monitor address and that the
required MQTT port is allowed through intervening firewalls.

1. Verify that the smartLink HW-DP runs firmware V1.31 or later.

2. Sign in to the smartLink HW-DP web interface.

3. Select MQTT  à  Settings.
For more information, see the smartLink HW-DP user guide.

4. Enter the IP address of the plantPerfect Monitor virtual machine in the IP Address of MQTT Broker
field.

5. Keep the default values for the settings Transport Protocol, Port of MQTT Broker and Publishing Mode. 

6. Select the Segment DP1 check box to enable the MQTT client and PROFIBUS.

7. Click [Apply] to save  and activate your settings.

8. Repeat this configuration for each smartLink HW-DP device.

48

https://industrial.softing.com/products/gateways/gateways-for-network-access-parallel-to-the-controller/smartlink-hw-dp.html
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4.4 Connecting a smartLink HW-PN
plantPerfect Monitor uses smartLink HW-PN devices to collect the data from PROFINET networks.

To send PROFINET data to plantPerfect Monitor, enable and configure the MQTT publisher on each
smartLink HW-PN device.

1. Verify that the smartLink HW-PN runs firmware V1.00 or later.

2. Open the smartLink HW-PN user interface and select MQTT  à  Settings.
For more information, see the smartLink HW-PN user guide.

3. Enter the IP address of the plantPerfect Monitor virtual machine in the  IP address or Host Name
field.

4. Keep the default value of the MQTT broker port.

5. Select the Secure check box to establish a secure a TLS-protected connection.

6. Select the Activate MQTT check box to enable the MQTT client.

7. Click [Apply] to confirm and activate your settings.

8. Repeat this configuration for each smartLink HW-PN device.

48

https://industrial.softing.com/products/gateways/gateways-for-network-access-parallel-to-the-controller/smartlink-hw-pn.html?setRegion
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5 Security
 plantPerfect Monitor is typically installed at level 3 of the Purdue reference model. 

 plantPerfect Monitor provides the following TLS-protected Ethernet services:

Parameter Port Meaning
HTTPS 443   | TCP plantPerfect Monitor application

MQTT 1883 | TCP MQTT broker

HTTPS 5000 | TCP adminUI 

HTTPS 8000 | TCP licenseServer web interface

MQTTS  8883 | TCP  TLS-protected MQTT broker

The MQTT broker port used by the smartLink devices must be reachable from the networks on which those
devices are installed.

Security recommendation
Restrict access to these ports to the required source networks and use encrypted communication
wherever supported and required by the deployment. 
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6 Understanding the plantPerfect Monitor user interface
plantPerfect Monitor is a role-based access control application. Each user is assigned one of three roles.
The assigned role determines which menus, functions, and settings are available.

The user interface automatically adapts the menu options to the assigned role and hides functions that are
not available to the current role. This helps simplify the user interface while ensuring that only authorized
users can perform administrative tasks.

6.1 User accounts
User accounts determine which data users can access and which actions they can perform in the
application.

See Chapter Creating a user account  to find out how to create an account. For more information, see
also Roles and Permissions .

6.1.1 Organization Administrator

The Organization Administrator (OrgAdmin) is the highest-level user role. This role is intended for users
who are responsible for the overall administration of the organization and the system. The OrgAdmin
performs the initial system setup and manages organization-wide administrative tasks.

Typical responsibilities include:

§ Performing the initial system configuration.

§ Creating and managing all user accounts.

§ Creating additional Organization Administrator accounts.

§ Managing system certificates.

§ Performing backup and restore operations.

Note
The first user account created during the installation of the monitoring tool is always an
Organization Administrator account.

6.1.2 Administrator

The Administrator (Admin) manages the day-to-day operation and configuration of  the plantPerfect
Monitor.

Typical responsibilities include:

§ Managing assets, networks, and events.

§ Configuring data sources and the MQTT broker.

§ Managing licenses, database settings, and logging.

§ Creating and managing Administrator and User accounts.

§ Performing backup and restore operations.

§ Collecting support data for troubleshooting.

23

28
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6.1.3 User

The User role is intended for operators and other personnel who monitor and analyze the system without
performing administrative configuration.

Users can:

§ Monitor assets, networks, and events

§ View application information

§ Manage their own user-specific settings

§ Generate support data when requested

6.2 User roles and permissions
The following table provides an overview of the three user roles and their permissions:

Feature/Permission Org. Administrator Administrator User
Primary purpose Organization and

system admin
System admin
and operation

Monitoring and system
operation

Monitor assets, networks, and events
ü ü ü

Manage system configuration
ü ü û

Manage datasources, MQTT broker,
database, licenses, and logging

ü ü û

Manage certificates
ü û û

Create OrgAdmin account
ü û û

Create Admin account
ü ü û

Create User account
ü ü û

Manage user-specific settings
ü ü ü

Manage backup and restore
ü ü û

View application information
ü ü ü
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7 Working with the plantPerfect Monitor
This chapter describes the functions of the plantPerfect Monitor. It explains how to navigate the user
interface and perform administrative tasks to manage and monitor the network devices. 

7.1 Getting started
  

7.1.1 Login

Before logging in, determine the IP address of the plantPerfect Monitor virtual machine.

1. Open the Hyper-V-Manager.

2. Select the plantPerfect Monitor virtual machine. 

3. Locate the IP address in the Summary tab or Networking tab at the bottom of the VM window.

4. Select the Summary tab and double-click the command prompt window to display the IP address.

5. Open the web browser and enter the IP address in the address bar.
The  plantPerfect Monitor login page is displayed by default in English. 

6. Click the flag icon in the upper-right corner to select another language.

7. Enter OrgAdmin in the User field and the password you defined during the initial setup . 

8. Click [Login].

The OrgAdmin page opens and displays the Settings menu.

20
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7.1.2 Navigation

The user interface consists of a toolbar and a sidebar.  

The toolbar provides access to frequently used functions and displays the current menu path.

User: opens the settings for the currently logged-in user.

Language: opens the language settings for the user interface (click to change
to another language).
Notification: displays current notifications generated by devices (assets) on
the network.
Logout: logs out the current user and returns to the Login  page, where
you can log in with a different user account

The sidebar provides access to the main menu options.

Assets: displays detailed information about the connected assets

Networks: displays the devices connected to the network

Events: displays current and historical network event messages

Settings: opens the Settings menu and provides access to its submenus

Application: displays information about the application

29
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7.2 Assets

Click the Assets icon to display the assets page. This page lists  monitored PROFINET and PROFIBUS
network devices (assets). You can configure the page to display a specified number of rows. If the total
number of assets exceeds the selected row limit, pagination controls appear in the lower-right corner of
the page.

Select an asset u from the list to view detailed information or use the search function v to locate devices
by name, manufacturer, model, or other supported attributes.

See below a description of what is shown on this page.

Parameter Description
Name Name of the device. 

For PROFIBUS devices the name follows this schema:
DP<number of PROFIBUS network in the smartLink>.Device-<PROFIBUS address of the
device>
For PROFINET devices the name follows this schema:
DP<number of PROFINET network in the smartLink>.Device-<PROFIENT address of the
device>

Type Type of the asset. Supported types: Device = Field device
Server ID of the server (smartLink) providing the information.
Protocol Network communication protocol of the asset. Supported protocols:

PROFIBUS and PROFINET
Tag Tag of the asset configured during network engineering. For PROFIBUS and PROFINET

devices the I&M parameters Tag Function and Tag Location are used.
Manufacturer Manufacturer of the asset.
Model Name of the asset product or product family.
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7.2.1 Status icons

This chapter describes the status icons used throughout the plantPerfect Monitor user interface. These
icons provide a visual indication of the current status of networks, devices, and connections, enabling users
to quickly assess the operational condition of monitored components.

The status icons indicate normal operation, warnings, faults, maintenance conditions, and communication
issues, allowing users to identify and prioritize potential problems at a glance. The following tables
describe the meaning of each status icon and explain the conditions under which it is displayed.

Connectivity

Icon Meaning Description

Connection down The connection between the application and the device (e.g.a smartLink) has
been lost. Communication is unavailable until the connection is restored.

Removed The device or network has been removed from the project or is no longer
available for monitoring.

OK No issues detected.

Network health

Icon Meaning Description

Network  Error One or more critical faults have been detected. Immediate attention is
required.

Network Warning A non-critical issue or degraded operating condition has been detected. The
network remains operational but should be investigated.

Network OK The network is operating normally, and no issues have been detected.

PROFIBUS device health

Icon Meaning Description

Device network status:
Error

One or more communication-related faults have been detected on the
PROFIBUS network. Immediate attention is required.

Device network status:
Warning

A non-critical communication issue has been detected. The device remains
accessible but should be checked.

Device network status:
OK

The device is communicating normally on the PROFIBUS network, and no
communication issues have been detected.

Device status: Error The device has reported an internal fault or error condition that requires
corrective action.

Device status:  OK The device is operating normally without any reported device-specific faults.
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PROFINET controller health

Icon Meaning Description

Device network status:
Error

One or more critical communication faults have been detected between the
PROFINET controller and its devices. Immediate attention is required.

Device network status:
Warning

A non-critical communication issue has been detected. The controller remains
operational but should be investigated.

Device network status:
OK

Communication between the PROFINET controller and its devices is operating
normally.

PROFINET device health

Icon Meaning Description

Device network status: 
Error

One or more critical communication faults have been detected between the
device and the PROFINET network.

Device network status:
Warning

A communication warning or degraded network condition has been detected.
The device remains operational.

Device network status:
OK

The device is communicating normally on the PROFINET network.

Device online status:
Error

The device is offline or cannot be reached over the network.

Device online status: OK The device is online and responding to network communication.

Device status: Fault The device has reported a fault condition that affects normal operation and
requires attention.

Device  status:
Maintenance demanded

The device indicates that maintenance is recommended. Operation is not
immediately affected, but maintenance should be scheduled.

Device  status:
Maintenance 
required

The device requires maintenance to maintain proper operation. Delaying
maintenance may affect functionality.

Device  status: Normal The device is functioning normally and has not reported any diagnostic
conditions.

Device  status: OK The device is operating correctly with no active faults, warnings, or
maintenance requests.

PROFINET diagnosis 

Icon Meaning Description

Fault The device has reported one or more active faults that require immediate
attention.

Maintenance
demanded

The device recommends maintenance. Operation is still possible, but
maintenance should be planned to prevent future issues.

Maintenance required The device requires maintenance to ensure reliable operation. Corrective
action should be taken as soon as possible.

Normal No diagnostic events are active. The device is operating normally without
faults or maintenance indications.
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7.2.2 PROFIBUS device details

The Asset à  PROFIBUS device à  Details view provides an overview of the device’s PROFIBUS
identification and Identification & Maintenance (I&M) data. It displays general device information, such as
the device status, manufacturer, model, and software and hardware revisions, as well as PROFIBUS-
specific identification and I&M parameters.

The information in this view can be used to identify the device, verify its configuration and revision, and
support commissioning, diagnostics, and maintenance activities.

The following table describes the information displayed in the Asset à  Details view.

Parameter Description
Status Current device status.
Name Name assigned to the device.
Server Data source from which the device information is received
Tag User-defined identifier for the device.
Manufacturer Manufacturer of the device.

Model Device model or type designation.
Last time
updated 

Date and time when the device information was last updated.

Vendor Id Unique identifier assigned to the device manufacturer.
Order Id Manufacturer's order or part number.
Serial Number Unique production number of the device manufacturer.
Hardware
Revision

Installed hardware revision.

Software Revision Installed firmware or software revision.
Revision Counter Counter indicating changes to the device hardware or I&M parameters.
Profile Id PROFIBUS profile identifier of the device. Devices not following any PROFIBUS application

profile must use 0x0000 (Non-Profile Device – preferred) or 0xF600.
Profile Specific
Type

Information identifying the device type according to the definitions of the applicable
PROFIBUS application profile.

Version Version of the I&M data.
Date Installation or commissioning date of the device.
Signature Value read or written during device parameterization.
Descriptor User-defined comment or additional information about the device.
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7.2.3 PROFIBUS device diagnosis

Select Asset à  PROFIBUS device à  Diagnosis view provides an overview of the diagnostic entries
reported by the selected PROFIBUS device. It displays the current diagnostic information and helps identify
faults or diagnostic conditions associated with the device, a specific module, or an individual channel.

The view includes general asset information as well as details about each diagnostic entry, such as the time
the event was reported, the affected slot and channel, the diagnostic type, and any available error text.
This information can be used to analyze device conditions and support troubleshooting and maintenance
activities.

The following table describes the information displayed in the Asset à  Diagnosis view.

Parameter Description
Status Current status of the diagnostic entry (for example, active or cleared).

Name Name of the device. For PROFIBUS devices, the name is generated using the format
DP<network number>.Device-<PROFIBUS address>, where network number is the
PROFIBUS network in the smartLink and PROFIBUS address is the device address on
that network.

Server Identifier of the smartLink server that collected and provides the diagnostic
information.

Tag User-defined tag assigned to the asset, if configured.

Manufacturer Manufacturer of the PROFIBUS device.

Model Product name or product family of the PROFIBUS device.

Last Time Updated Date and time when the information displayed in the Diagnosis view was last
refreshed.

Time Date and time when the PROFIBUS device reported the diagnostic event.

Slot Slot number of the module to which the diagnostic entry applies. This field is
available for modular PROFIBUS devices.

Channel Number Channel number within the specified slot. This field is only available for channel-
specific diagnostic entries.

Type Type or category of the diagnostic entry (for example, Unspecific, 1Bit, 2Bit, 4Bit,
Octet,  Word, 2Words, ChannelDiagnosis, DeviceDiagnosis).

Error Text Clear-text description of the diagnostic event, if available. Displays N/A when no
error text is provided by the device.
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7.2.4 PROFIBUS device interface

Select Asset àPROFIBUS device à  Interface view provides an overview of the communication statistics
for the selected PROFIBUS device. It provides information about the communication quality between the
smartLink and the PROFIBUS device and can help identify communication problems or irregularities on the
PROFIBUS network.

In addition to general device information, the view displays communication-related counters and timing
values. These values can be used to assess bus communication performance and support troubleshooting
of communication errors.

The following table describes the information displayed in the Asset à  Interface view.

Parameter Description
Status Current communication status of the PROFIBUS device.

Name Device name. For PROFIBUS devices, the name follows the format DP<network
number>.Device-<PROFIBUS address>.

Server Identifier of the smartLink server that collected and provides the interface. 

Tag User-defined tag assigned to the asset, if configured.

Manufacturer Manufacturer of the PROFIBUS device.

Model Name of the asset product or product family.

Last Time Updated Date and time when the information displayed in the Interface view was last
refreshed.

Address Network address of the device.

Retry counter Number of times the smartLink had to retransmit a request because the device
didn't respond correctly.

Invalid diagnosis
counter

Number of times the device sent invalid or corrupted diagnostic data.

Cycle time (ms) Time required by the smartLink to poll all devices once during the configured
PROFIBUS bus cycle. Values include Average, Minimum, and Maximum.
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7.2.5 PROFINET device details

The Asset àPROFINET device à  Details view provides an overview of the device's PROFINET
identification and Identification & Maintenance (I&M) data. It displays general device information, such as
the device status, manufacturer, model, and software and hardware revisions, as well as PROFINET-
specific identification and I&M parameters.

The information in this view can be used to identify the device, verify its configuration and revision, and
support commissioning, diagnostics, and maintenance activities.

The following table describes the information displayed in the Asset à  Details view.

Parameter Description
Status Current status of the device.
Name Name assigned to the device.
Server Data source providing the device information.
Tag User-defined identifier for the device.
Manufacturer Manufacturer of the device.

Model Device model or type.
Last time
updated 

Date and time when the device information was last updated.

State Current PROFINET communication state of the device
Vendor Id Unique identifier assigned to the device manufacturer.
Order Id Manufacturer's order or part number.
Serial Number Unique production number of the device manufacturer even.
Hardware
Revision

Installed hardware revision.

Software Revision Installed firmware or software revision.
Revision Counter Counter indicating changes to the device hardware or I&M parameters.
Profile Id PROFIBUS profile identifier. Devices without a PROFIBUS application profile use 0x0000

(preferred) or 0xF600.
Profile Specific
Type

Device type identified by the applicable PROFIBUS application profile.

Version Version of the I&M data.
Date Installation or commissioning date of the device.
Signature Value read or written during device parameterization.
Descriptor User-defined comment or additional information about the device.
Annotation Additional user-defined information about the device.
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7.2.6 PROFINET device diagnosis

The Asset àPROFINET device à  Diagnosis view provides an overview of the diagnostic entries reported
by the selected PROFINET device. It displays current diagnostic information and helps identify faults or
diagnostic conditions associated with the device, a specific module, or an individual channel.

The view includes general asset information as well as details about each diagnostic entry, such as the time
the event was reported, the affected API, slot, subslot, and channel, and any available diagnostic message
or help text. This information can be used to analyze device conditions and support troubleshooting and
maintenance activities.

The following table describes the information displayed in the Asset à  Diagnosis view.

Parameter
Description

Status Current status of the diagnostic entry (for example, active or cleared).

Name Name assigned to the PROFINET device.

Server Identifier of the smartLink server that collected and provides the diagnostic
information.

Tag User-defined tag assigned to the asset, if configured.

Manufacturer Manufacturer of the PROFINET device.

Model Product name or product family of the PROFINET device.

Last Time Updated Date and time when the information displayed in the Diagnosis view was last
refreshed.

Time Date and time when the PROFINET device reported the diagnostic event.

API Application Process Identifier associated with the diagnostic entry.

Slot Slot number of the module to which the diagnostic entry applies.

Subslot Subslot number to which the diagnostic entry applies.

Channel Number Channel number associated with the diagnostic entry, if applicable.

Message Description of the diagnostic event reported by the PROFINET device.

Help Text Additional information or guidance for interpreting the diagnostic event, if available.
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7.2.7 PROFINET device interface

The Asset àPROFINET device à  Interface view provides an overview of the network interface
configuration of the selected PROFINET device. It displays information such as the station name, device
role, MAC address, IP address, subnet, gateway, and DHCP status.

This information can be used to identify the device on the PROFINET network, verify its network
configuration, and support commissioning, diagnostics, and maintenance activities.

The following table describes the information displayed in the Asset à  Interface view.

Parameter Description
Model Product name or product family of the PROFINET device.

Name of Station PROFINET station name assigned to the device.

Device Role Role of the device in the PROFINET network.

MAC address Unique MAC address of the device's network interface.

Address IP address assigned to the PROFINET device.

Subnet Subnet mask configured for the device.

Gateway Gateway address configured for the device.

DHCP Indicates whether the device obtains its network configuration automatically using
DHCP.
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7.2.8 PROFINET device port

The Asset àPROFINET device à  Port view provides an overview of the network ports available on the
selected PROFINET device. It displays the current link and port status together with traffic and error
statistics for each port. This information can be used to monitor network communication, identify inactive
or disconnected ports, and support troubleshooting of communication and network-related issues.

The view includes general asset information as well as details for each individual port, such as the station
name, port name, link state, port state, transmitted and received traffic, discarded packets, and
communication errors. The port statistics provide an indication of the communication activity and can help
identify potential network problems such as excessive errors or discarded packets.

The following table describes the information displayed in the Port view.

Parameter Description
Name of Station Name of the PROFINET station associated with the port.

Name Name or identifier of the individual PROFINET port, for example, P1, P2, or P5.

Link State Current state of the physical network link for the port, indicating whether the link is
up or down.

Port State Current state reported for the port. The displayed value depends on the information
provided by the PROFINET device.

In Octets Number of octets (bytes) received through the port.

Out Octets Number of octets (bytes) transmitted through the port.

In Discards Number of received packets or frames that were discarded and therefore not
processed.

Out Discards Number of transmitted packets or frames that were discarded and therefore not
sent successfully.

In Errors Number of errors detected on received traffic for the port.

Out Errors Number of errors detected on transmitted traffic for the port.
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7.3 Networks
Click the Networks icon  to display the Networks page showing all configured networks and their current
status. For each network, the page provides information such as the network name, protocol, associated
smartLink server, and the number of connected devices. To view detailed information and statistics for a
network, select the network name in the Name column.

7.3.1 PROFIBUS network devices

The Devices page displays all devices detected on the selected PROFIBUS network. For each device, the
page provides information such as the device status, name, address, tag function, tag location,
manufacturer, model, and role. Use the Search field to quickly locate a specific device. Select a device
name in the Name column to view detailed device information .

PROFIBUS parameters

Parameter Description
Status Current status of the selected PROFIBUS device. See  Status Icons .
Name Name of the smartLink device (DP1).
Number of  devices Number of devices linked to selected smartLink.
Protocol Protocol used for communication.
Last time updated Represents the last time plantPerfect had contact with selected smartLink.

Network parameters

Parameter Description
Status Current status of the selected network. See Status Icons .

Name Name of the network device connected to the smartLink.
Address PROFIBUS station address.
Tag Function Unique tag identifying the device function or task.
Tag Location Unique tag identifying the device location.
Manufacturer Manufacturer of the device.

Model Device or product family name.

34
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7.3.2 PROFIBUS network statistics

The Statistics page displays communication statistics for the selected PROFIBUS network. 

The Bad Frame Counter indicates the total number of corrupted communication frames detected on the
PROFIBUS network. A bad frame is a communication message that contains errors and cannot be
processed correctly. Monitoring this counter can help identify communication issues or network problems
that may affect device performance.

Parameter Description
Status Current status of the selected PROFIBUS network. See Status Icons .

Name Name of the smartLink device (DP1).

Server The server (smartLink) providing the information.

Number of  devices Number of devices linked to selected smartLink.

Last Time Updated Represents the last time plantPerfect had contact with selected smartLink.

Bad Frame Counter Total number of corrupted communication frames

32
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7.3.3 PROFINET network devices

The Devices  page lists all devices detected on the selected PROFINET network. It provides their status,
name, address, tags, manufacturer, model, and role. Use the Search field to quickly find a specific device.

The top of the page displays information about the selected network, including its status, name, smartLink
server, number of devices, and last update time.

PROFINET parameters

Parameter Description
Status  Current status of the selected PROFINET network. See Status Icons .

Name Name of the selected PROFINET network, for example PN1
Server smartLink providing the PROFINET network information,.

Example: smartLink HW-PN 2xP 2338000036
Number of  devices Number of devices associated with the selected PROFINET network. 

Example shown: 5 (8 licensed).
Last time updated Date and time the plantPerfect Monitor last received information from the

selected smartLink.

Network parameters

Parameter Description
Status Current status of the PROFINET device. Multiple indicators may be shown. See

Status Icons .

Name Name or identifier of the detected PROFINET device.

Tag Function Tage identifying the device's function or task. Displays N/A if not configured.

Tag Location Tag identifying the device location. Displays N/A if not configured.

Manufacturer Manufacturer of the device.

Model Device model, product name, or product family. Displays N/A if unavailable.

Role Device's role in the PROFINET network, e.g., Device or Controller

32
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7.3.4 PROFINET network topology

The Topology page displays a graphical overview of the selected PROFINET network and provides
information about the network status, the selected smartLink, and the connected PROFINET devices. The
page allows the user to see how the devices are connected and which communication ports are used.

The top of the page shows  general information about the selected PROFINET network. In the example
shown, the selected network is PN1. A status indicator  shows the current network status. The name of
the selected network, the smartLink server providing the information, the number of connected devices,
and the time when the information was last updated are also shown.

The main area of the page contains the PROFINET topology diagram. The connected devices are
represented as individual nodes. The device names are displayed within the nodes, and the available
communication ports are shown as numbered ports. Lines between the nodes represent the network
connections to the devices. This provides a visual representation of the network structure and helps the
user identify the devices and their connections.

Parameter Description
Status Current status of the selected PROFINET network. See Status Icons .

Name Name of the selected PROFINET network.
Server The server (smartLink) providing the PROFINET network information, for

example smartLink HW-PN 2xP 2338000036.
Number of  devices Number of devices detected or linked in the selected PROFINET network.

Last time updated Date and time when plantPerfect last received updated information from
the smartLink.
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7.4 Events

Click the Events icon  to display the Events page showing all detected changes in chronological order,
allowing users to review the app’s full activity history and track actions performed during operation.

Parameter Description
Name Text description of the event

Timestamp Time the event was detected

Type  = Asset installed: An asset was added to the network

  = Asset removed: An asset was removed from the network

 = Asset reconnect: 
An previously removed asset was again connected to the network

 = Diagnose added: A diagnosis entry was added at the device

 = Diagnose removed: A diagnosis entry was removed at the device
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7.5 Settings

Click the Settings icon  to display the Settings page. The settings are displayed according to the user's
role .

7.5.1 Organization Administrator

The OrgAdmin Settings  provides access to the administrative functions required to manage the
plantPerfect Monitor. The available menu items allow the OrgAdmin to manage user accounts, system
certificates, personal settings, and backup and restore operations. 

The following menu items are available:

7.5.1.1 Users

The Users menu is used to manage user accounts for the monitoring tool. The Organization Administrator
can create, edit, and delete user accounts and assign the appropriate user role. Only the Organization
Administrator can create additional Organization Administrator accounts.

7.5.1.2 Certificates

The Certificates menu is used to manage the certificates required by the monitoring tool for secure
communication. This function is available exclusively to the Organization Administrator.

27
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7.5.1.3 User-specific settings

The User-specific settings menu allows users to configure their personal application settings. These
settings affect only the currently logged-in user and do not impact other users or the system configuration.

7.5.1.4 Backup and restore

The Backup and restore menu is used to create backups of the system configuration and restore previously
saved configurations. This function helps protect the system configuration and simplifies migration or
recovery after a system failure. Backup and restore operations can be performed by both the Organization
Administrator and the Administrator.
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7.5.2 Administrator

Click the Settings icon to display the Settings page of the Admin account. 

Note
The menu options of the Settings page vary depending on the role of the user (OrgAdmin,
Administrator or User). See also section Creating a user  above and section Users
below.

7.5.2.1 Data source

In the Data Source menu you can connect your plantPerfect Monitor to a new MQTT broker for
communicating with additional smartLink devices.

Creating a data source connection

1. Click [Create Connections]. 
A new window appears.

2. Fill in the input field for the new MQTT connection.

3. Click [Create] to save the configuration data and establish the connection.

23 53
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Editing a data source connection
1. Select the data source under Client Type in the Data Source window.

Either select the linked type name or check the box  next to it and then select the Edit menu.
The Edit data source window appears

2. Modify the data in the input field.

3. Click [Save] to apply the new data for this connection.

Export
1. Select the Export menu to write the information about the current data sources to a .csv or a .xlsx

file.

2. Select the preferred file type.

3. Click [Export].
All relevant information about the data sources is downloaded and saved to your PC.
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Delete

1. Check the box  next to the connection you want to delete.

2. Select the Delete ... Data Source menu.

3. Click [Delete].
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7.5.2.2 MQTT Broker

plantPerfect Monitor comes with an integrated MQTT broker. The MQTT Broker page allows you to
configure the broker settings and define its logging behavior. The following settings are available:

Max. queued messages
Specifies the maximum number of messages that can be queued by the broker. Messages are queued only
if the MQTT connection uses an appropriate Quality of Service (QoS) level.

Minimum log level
Specifies the minimum severity level of messages recorded in the MQTT broker log. Select the desired
logging level from the drop-down list.

7.5.2.3 Licenses

The licenses page allows you to connect plantPerfect Monitor to the Softing licenseServer and manage the
licenses required for each network device. 

The license management application is automatically installed on the virtual machine (VM) and connected
to the plantPerfect Monitor instance. 

For more information about the licenseServer, including its configuration and administration, see the
licenseServer page and the corresponding user manual.

Licensing devices
To view and interact with network devices in plantPerfect Monitor, each device must have a valid license.
Devices that do not have a license are listed in the Unlicensed Devices table at the bottom of the page.

Connecting to a licenseServer

1. Start the licenseServer.

2. Enter the DNS name, IP address or container name of the licenseServer in the Host field.

3. Enter the port number used by the licenseServer in the Port field.
For the licenseServer in the VM use the following default settings:
Host:  license-server
Port:  6200
The licenseServer in the VM runs on the host license-server. The default port number is 6200.

https://industrial.softing.com/products/licenseserver.html?setRegion
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Note
The  licenseServer user interface is also available on port 8000. This interface is essential for
managing  plantPerfect Monitor licenses. Devices without a valid license are not displayed in
other plantPerfect Monitor views.

Assigning a license

You can assign a license to an asset from the Unlicensed Devices section.

1. Check the box  next to the asset to assign a license.

2. Click [Assign licenses].

3. When prompted to confirm the action, click [Yes].
A notification appears at the bottom of the window confirming that the license has been
assigned. The corresponding asset now appears under Licensed Devices.

Removing a license

You can remove an assigned license from an asset in the Licensed Assets section.

1.  Select the checkbox  next to the asset whose license you want to remove.

2. Click [Remove licenses].

3. When prompted to confirm the action, click [Yes].
A notification appears at the bottom of the window confirming that the license has been
removed. The corresponding asset now appears under Unlicensed Devices.
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7.5.2.4 Database

The Database page allows you to define the number of months after which removed assets are
permanently deleted from the database. This function helps clean up the database by deleting older data,
including events and notifications.

Parameter Description
Enable Enables or disables monthly database cleanup.
Save Saves changes to the database cleanup settings.

Delete runtime
data

Immediately deletes all stored runtime data while retaining the system configuration
and asset definitions.

7.5.2.5 Users

On the Users page, you can create, edit, and delete accounts with the User and Administrator roles.

Parameter Description
Create User Side modal that allows you to input all needed information to create a new user.
Edit Side modal that allows you to update user information.
Delete (x) User Deletes a selected user.
Id Displays the login user name
First Name User's first name
Last Name User's first name
Roles Assigned user roles.
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7.5.2.6 Logging

The Logging page allows you to configure how long log files are retained.

Parameter Description
Lifetime Number of days logs are stored
File size (MB) Max file size of logs
Maximum log level Log verbosity: ERROR, WARNING, INFO, DEBUG

Audit log

The audit log displays the number of days the settings logs are stored. 

Parameter Description
Lifetime Number of days logs are stored

File size (MB) Max file size of logs

7.5.2.7 User-specific settings

In this window you can modify user-specific settings and change the user password. These settings affect
only the currently logged-in user and do not impact other users or the system configuration.
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7.5.2.8 Support data

By clicking [Get support data] you generate a support date file which is automatically zipped and saved to
the Downloads directory on your PC. Be sure to have enough disk space available.
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7.5.2.9 Backup and restore

On this page you can backup the database in the top view of the window and then restore the database
using the same file by dragging from the Downloads directory on your PC and dropping it into the Restore
file field at the bottom of the page.

Alternatively you can click the arrow in the Restore file field and select the file from Downloads directory
in your Windows Explorer.
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7.6 User

Click the Settings icon  to open the Settings page for the User account. 

7.6.1 User-specific settings

In this window you can modify user-specific settings and change the user password. These settings affect
only the currently logged-in user and do not impact other users or the system configuration.

7.6.2 Support data

Use this window to collect network data that can help Softing diagnose network-related issues. If you
encounter a network problem that you cannot identify or resolve, collect the relevant support data and
send it to Softing for further analysis.
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7.7 Application information

Click the Application icon to display Application information showing the version details of your
plantPerfect Monitor application. 
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8 Administering the plantPerfect Monitor using adminUI
plantPerfect Monitor includes a web-based administration application called adminUI. It provides a
centralized interface for managing the containerized environment in which plantPerfect Monitor is
deployed. 

The plantPerfect Monitor containerized environment is hosted on a virtual machine (VM). Within this VM,
adminUI runs as a Docker container and can be accessed through a standard web browser. It provides
system administrators with a graphical user interface for managing the underlying system and application
environment without requiring direct interaction with Docker or the command line.

Unlike the plantPerfect Monitor which provides role-based access for Organization Administrators,
Administrators, and Users, adminUI is intended exclusively for system administrators. These administrators
are responsible for deploying and maintaining the plantPerfect Monitor installation and its underlying
infrastructure. 

adminUI is an advanced administration tool and is not intended for the day-to-day operation of the
monitoring application.

Main functions
The primary functions of adminUI include:

§ Managing the plantPerfect Monitor environment - update and maintain the containerized
 plantPerfect Monitor application and its components.

§ Managing license server connections – configure and maintain connections to the license server.

§ Configuring communication protocols - configure services and communication protocols, such as
MQTT.

§ Monitoring the system - view system information and key performance statistics.

§ Maintaining the system - perform system administration tasks required to keep the VM and
plantPerfect Monitor environment operational.

This chapter explains how to access adminUI and provides an overview of its user interface. It also
describes the administrative tasks required to configure and maintain the plantPerfect Monitor 
environment running on the virtual machine.

8.1 Login
1. Open your Internet browser and enter the following URL: https://< IP address of the plantPerfect

Monitor>:5000. 

Note
If you are using VM images and you can't recall the IP address, open the VM console window
to see the IP address.
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2. Enter the default password Softing1! in the password field. 
The credentials you have to enter here are the Linux login credentials of the VM. 

3. Click [Login]. 
If you just logged on for the first time, you are required to change the default password.

4. Enter a New Password, confirm the new password in the field below.

5. Click [Save].
The adminUI opens showing the Application page.

8.2 General navigation
The user interface of the Virtual Machine has three menu options. 

Application: allows the administrator to access the application page to perform
updates and advanced settings to the plantPerfect Monitor database, MQTT
broker and client, license server etc. 

Network: allows the administrator to access, define and change the hostname
and network interface settings of the plantPerfect Monitor.

Time: allows the administrator to access and edit the date and time settings of
the VM UI and the NTP Server

System: allows the administrator to access the system to change the password,
generate certificates, update the application etc.

Statistics: allows  the administrator the most important stats figure such as
system up time, memory or load average at a glance.
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8.3 Application page
Select the application icon in the navigation bar to open the Application page. Here you can modify the
general application settings. These settings are organized by functionality into four main groups: adminUI, 
plantPerfect Monitor, plantPerfect Businiss Logic. This structure allows administrators to efficiently
configure and manage key aspects of the system from a single, centralized interface.

Note
Before you customize your plantPerfect Monitor download the most recent firmware of the
plantPerfect Monitor from the product website to your PC.

8.3.1 adminUI

1. Click [Update from file] to update to the adminUI app using a local .tar.gz archive.

2. Select the installation file in your file explorer and click [Open].
The adminUI update file is installed and the new version will be shown.

3. Click [Update Configuration] to install a configuration file .admin.json which contains details about 
plantPerfect Monitor and Ethernet Capture containers and which containers the adminUI app works
with. In the above example the plantPerfect Monitor.

4. Navigate to the file you want to load to update the configuration.

5. Click [Open] to install the configuration on your plantPerfect Monitor.
The firmware is installed and the version will be shown.

6. Click [Get support data] to download a password-protected .zip file containing the logs of all running
containers.

7. Send the download zip file to Softing Support for review and further assistance with issues related to
your deployment.



plantPerfect Monitor - User Guide

62 V2.00-EN/2026-08-24

8.3.2 plantPerfect Monitor

In the plantPerfect Monitor function group you can enable, disable and restart the docker container for the
plantPerfect Monitor, open the  plantPerfect Monitor UI, update to the latest firmware and make port
changes. 

1. Click [Open UI] to login to the webserver of the plantPerfect Monitor as OrgAdmin using the initial
password you selected. The Open UI setting is enabled by default.

2. Click [Update from file] to update your docker container with a local docker image. 
A file picker will appear in order to allow you to select a .tar.gz docker image.

3. Select the .tar.gz file and click [Open].

4. Select the desired docker image version to which you wish to update the container. 

5. Click [Update] to pull the desired image and recreate the container with this specific image.

6. Click [Restart] to restart the container of your plantPerfect Monitor. 

7. Click [Advanced settings] to select and deselect the default ports or change their values.
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8.3.3 Further applications

Further plantPerfect application include:

plantPerfect Database
Database used to store all information shown in plantPerfect Monitor.

plantPerfect Broker
MQTT broker for collection of data send by the Softing smartLinks.

plantPerfect MQTT Client
MQTT client used for collecting the data from the broker.

plantPerfect Business Logic
Business logic working on collected data and generating additional information.

plantPerfect Filebeat
Application collecting logs from all parts of the application into the database.

licenseServer
Standard Softing license server used to license plantPerfect Monitor.

8.3.4 Logs

The Logs view at the bottom of the page shows the results of the actions applied.
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8.4 Time page
The Time page allows you to access and set the time and date of the plantPerfect Monitor and synchronize
the data with client devices across the network. You can either set the time and date manually for a
particular time zone or synchronize the internal clocks of client devices using an NTP server (Network Time
Protocol server).

1. Select the Time page icon in the sidebar.

Date & Time
2. Use the Date & Time option if no NTP server is available (option None, see NTP Server description

below) or if you only want to change to a different time zone.

3. Select the preferred time zone.

4. Click [Apply] to confirm.
The time is set according to the time zone in the field above.

NTP Server
5. Go to the NTP Server settings.

6. Select one of the options in the Type dropdown list:

Default = This is the current IP address of the time server. It is
automatically assigned by the system and cannot be
changed.

Static = This is the current IP address of the time server. Please
change the IP address in the Address field

None = This option is used when no time server is available.
When you apply this option, the Time field under Date &
Time is activated. See below for more details.

7. If NTP Server option None is selected, click the calendar icon  in the Date & Time view and choose a
date and time from the calendar.
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8. In the Timezone dropdown list, select the time zone for your network.

9. Click [Apply] to confirm the changes.

Logs
The Logs view at the bottom of the page shows the results of the actions applied.
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8.5 Network page

1. Select the Network page icon  in the sidebar to access  the network settings. 

2. Change the default Hostname in the input field.

Note
Each network interface has its own interface area (in the screenshot above shown as
Interface ens18).

3. Select the address type of the interface in the Type field. 
If you select DHCP the DHCP mechanism will be used to retrieve the address information from the
DHCP server of the network. 
 

If you select Static you must enter the IP address in the Address field and the Netmask of the IP
address in the Netmask field. 

Note
Changing from DHCP to Static will not affect the data in the remaining input fields.

4. If a gateway is available in the network enter the IP address of the gateway in the Gateway field.

5. Enter the IP address or DNS name in the Nameserver field. 
If you have multiple nameservers ensure to separate the names by a space.

6. Click [Apply] to confirm the changes.
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8.6 System page

Select the System page icon in the sidebar to restart and shut down the plantPerfect Monitor system
hosting the adminUI application,  to change the adminUI access credentials and display the self-signed SSL
certificate. 

The buttons on this page are Quality of Life (QoL) features designed to make it easier for the user to
perform actions without needing to restart the system through the Linux command-line interface.

Note
You need to be logged in as administrator to perform the functions on the System page.

Note
After shutting down the plantPerfect Monitor system, it cannot be restarted in the adminUI.
To restart the device, you must manually disconnect and reconnect the power connector.

Status
1. Click [Restart] to reboot the plantPerfect Monitor and click [Yes] to confirm.

The device and all applications are rebooted.

2. Click [Shutdown] to close the plantPerfect Monitor and click [Yes] to confirm.
The device and all applications are shut down. 
One possible reason for shutting down the system is to prepare it for dismounting and sending it to
support for repair.

Password

1. Enter a New Password in the password field.

2. Enter the new password again in the Confirm New Password field.

3. Click [Save] to confirm your changes and save the new password
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HTTPS
In the HTTPS view of the system page you can manage self-signed SSL browser certificates used by the
adminUI application. The system checks automatically if the used browser certificate has expired. If it is no
longer valid, you can either create a new self-signed certificate or upload an existing certificate.

1. Click [Generate] to create a generic, localhost certificate for the app, valid for 1 year from the date
of generation.
This can take a few seconds. When the certificate has been generated a message will appear
informing you that the page will reload.

Note
You will need to restart the application and return to the system page.

The HTTPS view now shows the thumbprint of the new certificate. 

2. Click [Upload] to add a certificate from your PC. 
After the upload, the application will restart to enable the server to use the new certificate.

OS updates
In the OS updates view you can specify the location of the APT repository.

§ Change the URL to the APT repository and click [Apply].

Logs
The Logs view at the bottom of the page shows the results of the actions applied.
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8.7 Statistics page
Select the System page icon  in the sidebar for a general overview of system resources — including
uptime, memory usage, and load average. The page also displays detailed container statistics, showing CPU
and memory usage for each container, along with their respective memory limits.
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9 Glossary
Terms & Abbreviations Definition
AMS Asset Management System is the process of operating and maintaining

physical network infrastructure assets (devices and components).
Asset Here the term refers to network assets (hardware and software) such

routers, switches, hubs, firewalls, servers and wireless access points and
applications.

GSD General Station Description (a file containing the manufacturer's device data
base)

HART® Highway Addressable Remote Transducer: HART® is a bi-directional
communication protocol used in many factory automation and control
systems providing data access between intelligent field instruments and host
systems.

HART-IP Refers to HART at Ethernet speed.  The FieldComm Group developed HART-
IP to allow users to take advantage of available Ethernet infrastructure at
Level 2 and Level 3 of the plant network.

HW-DP Refers to smartLink HW-DP. A hardware (HW) gateway providing PLC
independent access to PROFIBUS DP Networks. 

IP Internet Protocol
I&M Identification and Maintenance
MAC Media Access Control is a network data transfer policy used to control

access to a communication medium in a computer network. It is a sublayer
of the Data Link Layer in the OSI model and is responsible for the
transmission of data packets over a shared network medium.

MQTT Message Queuing Telemetry Transport (messaging protocol for the Internet
of Things (IoT)).

MQTT broker An MQTT backend system which coordinates messages between clients
(identifying and filtering vulnerable and insecure client connections).

OPC Open Platform Communications refers to a series of standards and
specifications for industrial communication. 

OPC UA OPC Unified Architecture (OPC UA) is a machine-to-machine communication
protocol used for industrial automation and developed by the OPC
Foundation

TCP Transmission Control Protocol
UI User Interface
URL Uniform Resource Locator:  a unique identifier of a resource which can be

located on the Internet (also referred to as web address).
VM Virtual Machine



This page is intentionally left blank.

V2.00-EN/2026-08-24 71



Richard-Reitzner-Allee 6
85540 Haar / Germany
https://industrial.softing.com

Softing Industrial Automation GmbH

info.automation@softing.com

+ 49 89 45 656-340

 
 


	Contents
	1 About this guide
	1.1 Read me first
	1.2 Target audience
	1.3 Typographic conventions
	1.4 Document history
	1.5 Related documentation and videos
	1.6 Document feedback

	2 About plantPerfect Monitor
	2.1 Intended use
	2.2 Technical data
	2.3 Supported features

	3 Installation
	3.1 Prerequisites
	3.1.1 Enabling virtualization in BIOS
	3.1.2 Enabling Hyper-V

	3.2 Software installation
	3.2.1 Verifying the installation package 
	3.2.2 Installing plantPerfect Monitor
	3.2.3 Using a static external IP address

	3.3 Updating the application

	4 Initial setup
	4.1 Activating a license
	4.2 Creating a user account
	4.3 Connecting a smartLink HW-DP
	4.4 Connecting a smartLink HW-PN

	5 Security
	6 Understanding the plantPerfect Monitor user interface
	6.1 User accounts
	6.1.1 Organization Administrator
	6.1.2 Administrator
	6.1.3 User

	6.2 User roles and permissions

	7 Working with the plantPerfect Monitor
	7.1 Getting started
	7.1.1 Login
	7.1.2 Navigation

	7.2 Assets
	7.2.1 Status icons
	7.2.2 PROFIBUS device details
	7.2.3 PROFIBUS device diagnosis
	7.2.4 PROFIBUS device interface
	7.2.5 PROFINET device details
	7.2.6 PROFINET device diagnosis
	7.2.7 PROFINET device interface
	7.2.8 PROFINET device port

	7.3 Networks
	7.3.1 PROFIBUS network devices
	7.3.2 PROFIBUS network statistics
	7.3.3 PROFINET network devices
	7.3.4 PROFINET network topology

	7.4 Events
	7.5 Settings
	7.5.1 Organization Administrator
	7.5.1.1 Users
	7.5.1.2 Certificates
	7.5.1.3 User-specific settings
	7.5.1.4 Backup and restore

	7.5.2 Administrator
	7.5.2.1 Data source
	7.5.2.2 MQTT Broker
	7.5.2.3 Licenses
	7.5.2.4 Database
	7.5.2.5 Users
	7.5.2.6 Logging
	7.5.2.7 User-specific settings
	7.5.2.8 Support data
	7.5.2.9 Backup and restore


	7.6 User
	7.6.1 User-specific settings
	7.6.2 Support data

	7.7 Application information

	8 Administering the plantPerfect Monitor using adminUI
	8.1 Login
	8.2 General navigation
	8.3 Application page
	8.3.1 adminUI
	8.3.2 plantPerfect Monitor 
	8.3.3 Further applications
	8.3.4 Logs

	8.4 Time page
	8.5 Network page
	8.6 System page
	8.7 Statistics page

	9 Glossary

