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Disclaimer of liability

The information in this guide reflects the product's technical status at the time of publication and has been prepared to the best of our
knowledge. Softing does not warrant that this document is free of errors. The information in these instructions is in no event a basis for
warranty claims or contractual agreements concerning the described products, and may especially not be deemed as warranty concerning
the quality and durability pursuant to Sec. 443 German Civil Code. Softing reserves the right to revise this guide without prior notice. The
actual design of products may deviate from the information contained in the instructions if technical alterations and product
improvements so require.

Trademarks
PROFINET and PROFIBUS are registered trademarks of PROFIBUS Nutzerorganisation e.V. (PNO)

OpenSource
To comply with international software licensing terms, we offer the source files of open source software used in our products. For details
see https://opensource.softing.com/

If you are interested in our source modifications and sources used, please contact: info.automation@softing.com

Softing Industrial Automation GmbH

Richard-Reitzner-Allee 6
85540 Haar / Germany
https://industrial.softing.com
L  +498945656-340

&% info.automation@softing.com
support.automation@softing.com

Z/ https://industrial.softing.com/support/support-form

Scan the QR code to open the product page. The latest documentation is available under Downloads
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Chapter 1 - About this guide

1.1

1.2

1.3

About this guide

Read me first

Please read this guide carefully before installing or operating plantPerfect Monitor . Following the
instructions in this guide willto install, configure, operate, and maintain plantPerfect Monitor correctly.

Softing accepts no liability for damage resulting from improper installation, configuration, or operation of
the software or its host system. Although every effort has been made to ensure the accuracy and
completeness of this document, it cannot be guaranteed to be entirely free of errors. The information
provided is subject to change without prior notice.

For the latest version of this guide and the most up-to-date product information, please visit the product
website.

Target audience

This guide is intended for system administrators, automation engineers, maintenance personnel, and
network specialists who install, configure, or operate plantPerfect Monitor in PROFIBUS and PROFINET
environments.

Readers who install or administer the system should be familiar with Windows administration, Hyper-V,
TCP/IP networking, TLS certificates, MQTT, and the connected smartLink products. Operators who use the
monitoring functions should understand the plant's PROFIBUS or PROFINET network structure and
diagnostic conventions.

Typographic conventions

The following conventions are used throughout Softing customer documentation:

Keys, buttons, menu items, commands and other Open Start > Control Panel > Programs
elements involving user interaction are set in bold font
and menu sequences are separated by an arrow

Buttons from the user interface are enclosed in Press [Start] to start the application
brackets and set to bold typeface

Coding samples, file extracts and screen output is set MaxDl sapAddr essSupport ed=23
in Courier font type

Filenames and directories are written in italic Device description files are located in C:
\<Application name>\delivery\software\Device
Description files

CAUTION
CAUTION indicates a potentially hazardous situation which, if not avoided, may result in
damage or injury.

Note
This symbol is used to call attention to notable information that should be followed during

installation, use, or servicing of this device.

Hint
29 This symbol is used when providing you with helpful user hints.

V2.00-EN/2026-08-24
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1.4 Document history
Document version Changes since last version
1.00 Initial version
1.20 = Network view for PROFIBUS devices connected to the bus added.
= Network statistics and device bus interface statistics added.
= Device and network status information updated.
1.21 = TLS/SSL support for MQTT added.
= MAQTT broker configuration added.
2.00 = Chapter and descriptions on PROFINET support added.
* Chapter Connecting to smartLink HW-PNO?% added.
* Chapter Working with the plantPerfect MonitorD? updated and new
sections added.
1.5 Related documentation and videos
See the product website and links for related product information:
Ll Datasheet
. Device Connectivity and Plant Asset Management
. Training
1.6 Document feedback
We would like to encourage you to provide feedback and comments to help us improve the
documentation. You can add comments to the PDF in Adobe Acrobat Reader and email the annotated file
to support.automation@softing.com.
If you prefer to write your feedback directly as an email, please include the following information with
your comments:
= document name
= document version (as shown on cover page)
. page number
8
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Chapter 2 - About plantPerfect Monitor

2 About plantPerfect Monitor

plantPerfect Monitor is a web application for remote tracking of your physical assets and network health.
It can be installed and run on your PC orina cloud.

Using customized dashboards you can track network assets and network communication to detect
anomalies in your network, help schedule maintenance work to minimize network downtime and maximize
the service life.

2.1 Intended use

plantPerfect Monitor is a monitoring software designed to support plant operators and maintenance
personnel in monitoring and optimizing the performance of network assets.

2.2 Technical data

Supported Industrial Networks PROFIBUS and PROFINET

Supported Network Access smartLink HW-DP, smartLink HW-PN

Products

Supported Web Browsers Google Chrome, Firefox

Communication Protocols MQTT

Virtual Machine Requirements Virtual Machine: Hyper-V 20 GB free disk space, 4 GB RAM
Licensing Softing licenseServer

2.3 Supported features
plantPerfect Monitor provides the following features:
= Monitoring of PROFIBUS and PROFINET networks and devices
= Live views of network devices and their status

= Storage of network information in a database for historic analysis

= Tracking of changes over time

V2.00-EN/2026-08-24 9



plantPerfect Monitor - User Guide

3 Installation
3.1 Prerequisites
Before installing plantPerfect Monitor, make sure that your PC meets the following requirements:
= Hardware virtualizationDlO is enabled in the PC's BIOS/UEFI
=  The PC meets the required host hardware specifications (least 16 GB of RAM).
=  Hyper-Vis available and can be enabled on the Windows installation.
®=  You have administrator rights on the PC.
=  The required network adapter is available for the VM's external connection.
Note
Contact your IT department if you need assistance enabling virtualization on your PC.
3.1.1  Enabling virtualization in BIOS
Before you install plantPerfect Monitor ensure that virtualization is enabled on your PC.
1.  Press Ctri+Shift+Esc to open Task Manager.
2.  Click the Performance Tab at the top.
3. Select CPU in the right pane.
m Task Manager
= Performance
\ CPU
Performance Mebbpdhn|  45% 1.59 GHz
4.  Check the Virtualization status in the CPU details.
If Virtualization is shown as Enabled, no further action is required.
Utilization  Speed Base speed: 2.30 GHz
100% 269 GHz oo !
Processes  Threads Handles :c-g ca srocessors 4
266 3330 99481 | Virtualization: Disabled |
Up time Hyper-V support: Yes
0:0007:21 ade  snke
L3 cache: 3.0MB
Note
If virtualization is shown as Disabled, enable it in the computer's BIOS/UEFI settings as
described below.
5.  Restart the computer.
6.  During startup, press the key or key combination used by your computer to open the BIOS/UEFI
setup. The required key varies depending on the computer manufacturer. Common keys include F1,
F2, F3, F10, Esc, and Delete.
10 V2.00-EN/2026-08-24



Chapter 3 - Installation

10.
11.
12.

Note

The BIOS/UEFI interface and the procedure for enabling virtualization vary between
computer manufacturers and models. Refer to the documentation provided by your
computer manufacturer if you cannot locate the virtualization setting.

When the BIOS/UEFI setup opens, navigate to the Advanced settings.

Locate the setting for Virtualization.
Depending on the manufacturer, it may be named Intel Virtualization Technology, Intel VT-x, AMD-V,
or a similar term.

Scroll to System option.
Set the virtualization option to Enabled.
Save changes and exit the Advanced view and BIOS/UEFI setup.

Allow the Windows to restart.

3.1.2 Enabling Hyper-V

1.

2.

7.

Open the Control Panel.
Select Programs and Features.

Select Turn Windows features on or off in the left pane.

| m Turn Windows features on or off

Control panel

If prompted by the User Account Control (UAC), click [Yes] to approve.
Select Hyper-V to enable the feature.

Click [OK] to confirm and apply the changes.
] Windows Features —_ O x

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@ [(J° Device Lockdown
(] Guarded Host
a8 Hyper-V
= Hyper-V Management Tools
Hyper-V GUI Management Tools
Hyper-V Module for Windows PowerShell
= Hyper-V Platform
Hyper-V Hypervisor
| Hyper-V Services
@ B Internet Information Services
(] Internet Information Services Hostable Web Core

m [ L enacw Camnanents

Restart the PC if prompted.

V2.00-EN/2026-08-24 11
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3.2 Software installation
Download the current Windows installation package from the plantPerfect Monitor product website. The
complete plantPerfect Monitor product is bundled in the Windows Installation plantPerfect_Monitor_Vx-
xx.zip. Softing provides a SHA-256 checksum that can be used to verify the integrity of the downloaded
package.
To ensures that the plantPerfect Monitor installation package has not been modified or corrupted
between its release and your download from the website, Softing provides a checksum. You can use the
checksum to verify the integrity of the Windows installation package and any additional files available
under Drivers & Software.
Note
To run plantPerfect Monitor after the installation is completed ensure that Hyper-V is enabled
on your PC.
3.2.1  Verifying the installation package
The following procedure applies to Windows 11.
Downloading the Installation Package and Checksum
1. Download the file Windows Installation Vx.xx from the plantPerfect Monitor product website.
The installation file is saved to the Downloads folder on your PC as: plantPerfect_Monitor_Vx-xx.zip
2. Select Download Checksum Vx.xx from the same product page.
The checksum file is saved to the Downloads folder on your PC as:
plantPerfect_Monitor_SHA256SUM_Vx.xx.txt
The checksum file contains the SHA-256 checksums for all software files available under Drivers &
Software.
Downloads
Drivers & Software )
* plantPerfect Monitor [[Windows Installation VZ.DOI
* plantPerfect Monitor ' Download Checksums V2.DO| 2
* plantPerfect Monitor | Docker Image Monitor V2.00
* plantPerfect Monitor | Docker Image Database V2.00
* plantPerfect Monitor | Docker Image Broker V2.00
* plantPerfect Monitor | Docker Image Business Logic V2.00
* plantPerfect Monitor | Docker Image MQTT Client V2.00
* plantPerfect Monitor | Docker Image Filebeat V2.00
s plantPerfect Monitor | Application Configuration V2.00
* Latest licenseServer Version
Calculating the SHA-256 Hash
1. Press Windows + X and select Terminal (or Windows Terminal).
A terminal window will open. By default, it usually starts in your user folder, for example: C:
\Users\YourName>
Note
Depending on your Windows configuration, Windows PowerShell may be displayed instead.
2. Inthe terminal window, navigate to the Downloads folder by entering: cd Downl oads
3. Press Enter.
4.  Calculate the SHA-256 hash of the installation file by entering: Get - Fi | eHash
pl ant Perf ect _Monitor_ Vx.xx. zip
12 V2.00-EN/2026-08-24
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5.  Press Enter.
The terminal displays output similar to the following:

PS C:\Users\rtm\downloads> Get-FileHash plantPerfect_Monitor_V2-80.zip

Algorithm Hash Path

SEBSABCFOUE715DUBA390UDEERE12CB2A3FTEAEEBUC29CEAD19ARRTE9EAI3LDE C:\Users\rtm\downloads\plantP. ..

PS C:\Users\rtm\downloads=>

Comparing the Checksum Values

1. Navigate to the Downloads and open the checksum file
plantPerfect_Monitor_SHA256SUM_Vx.xx.txt in a text editor such as Notepad.

8eb5abcf94e715d48a3904d5820612cb2a3T76aee04C29c8a0190076%e5934d8  plantPerfect_Monitor_V2-8@.zip
36351849195eb925538dc78b22d4a5cdab512c@d855194181de256@3a5d7ad% plantPerfect-Broker_DockerImage_V2.00.tar.gz
574064bcab449e6d76197902b3dcaac4d53742bac69a65d4a9202828827fead43  plantPerfect-BusinessLogic_DockerImage_V2.@@.tar.gz
26dceaadffas6ec0cd42d184c77dea?181Td6874c674c5524302T88403823alb  plantPerfect-Database_DockerImage_V2.00.tar.gz
Gaddc50Tb97dBbet48e2f5ec2adT53bd1bebd9abBa50ba3d1d88327 300284 plantPerfect-Filebeat_DockerImage_V2.080.tar.gz
fdad9e416601Fh523746531c61a8820730c0Fdfd2f26fT43b9838b058002824 plantPerfect-Monitor_DockerImage V2.808.tar.gz
12ceda499796a2b620e8db46a20ach187a81bfbB61Ta4dde54dc0b@92522f9c7  plantPerfect-MgttClient_DockerImage V2.88.tar.gz

2. Locate the entry for plantPerfect_Monitor_Vx.xx.zip.
3. Compare the checksum in the text file with the value shown after Hash in the terminal.

If the two values are identical, the installation file has been downloaded successfully and its integrity is
verified. If the values do not match, do not install the software. Delete the downloaded ZIP file, download
it again, and repeat the verification. If the checksum still does not match, contact Softing Support.

V2.00-EN/2026-08-24 13



plantPerfect Monitor - User Guide

3.2.2 Installing plantPerfect Monitor

Note
You must have administrator rights to install the application on your PC.

1. Inthe Downloads folder, right-click the file plantPerfect_Monitor_Vx-xx.zip and select Extract all....
2. Create or select the directory where the plantPerfect Monitor virtual machine files will be stored.
3. Extract the contents of the ZIP file to that directory.

4. Verify that the directory contains the VM files and the installation program install.exe.

Name Date mcclifizcl Type Size
== plantPerfect Monitor.vhdx 2026-06-17 2:35 PM Hard Disk Image F... 12,554,240 ..,
[ install.exe 2026-06-17 2:33 PM Application 58 KB
[E] uninstall.exe 2026-06-17 2:33 PM Application 50 KB

5. Right-click the install.exe file as administrator to start the installation of plantPerfect Monitor and
enable Hyper-V.
The following wizards appear after another.

B8 plantPerfect Monitor Installe . — O

@

Installing plantPerfect Monitor

Loading.....

install.exe

Enable-Windows O ptionalFeature; Microsoft-Hyper-V
Running

Note
The plantPerfect Monitor external switch cannot be created on a physical network adapter
that is already connected to another external switch. Before starting the installation, make
sure that no other external Hyper-V switch is configured for the physical network adapter
you want to use for plantPerfect Monitor.

6. Select the physical network adapter that you want to use for the network connection of the

plantPerfect Monitor virtual machine.
Typically, you can select the network adapter that is currently connected to your network.

14 V2.00-EN/2026-08-24
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install.exe

Please select your desired netwoark adapter for creating a VM virtual
switch!

7. Click [OK] to confirm the adapter selection.

B Select Metwork Adapter - O *
Name InterfaceDescription

Ethernet @ ASIX USB to Gigabit Ethernet Family Adapter #4

Wi-Fi Intel(R) Wi-Fi 6 AX201 160MHz

Ethernet 5 Realtek USB GbE Family Controller #2

8.  When prompted for DHCP settings, click [OK] to continue with the installation.

install.exe *

DHCP is enabled on the selected adapter. Creating an external virtual
switch,

The virtual machine and the external switch connecting the virtual machine to the selected physical
network adapter are created.

If the selected network does not provide DHCP, the virtual machine is connected to the Hyper-V
Default Switch instead.

Verifying the Installation
1. Open Hyper-V Manager.

2. Right-click Hyper-V Manager and select Run as administrator.

| L¥. Hyper-V Manager
*H cystem I ¢ Run as administrator

[ Open file location
<7 Pinto Start

<7 Pinto taskbar

3. Verify that plantPerfect Monitor is displayed as a running virtual machine.

V2.00-EN/2026-08-24 15



plantPerfect Monitor - User Guide
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plantPerfect Monitor VM is running in Hyper-V Manager.

16

V2.00-EN/2026-08-24



Chapter 3 - Installation

3.23 Using a static external IP address

This chapter is only relevant if you want to assign a static IP address to the plantPerfect Monitor
installation.

If the selected network does not provide DHCP during installation, the virtual machine is automatically
connected to the Hyper-V Default Switch instead of the selected network.

To configure a static IP address for plantPerfect Monitor , proceed as follows:
1. Determine the VM's current IP address in Hyper-V Manager.

2. Connect to adminul%® using the IP address displayed in the Networking tab of the plantPerfect
Monitor virtual machine in Hyper-V Manager on port 5000. (example: https://< IP address of the
plantPerfect Monitor>:5000)

3. Select the network page and change the interface type to Static.

Network

INFC] Change hastrame 1o plantperfest-maniter

4. Enter the required IP address and netmask.

5. Enter the gateway and nameserver if required by the network.

6. Click [Apply] to save and activate the changes.

7. Open Hyper-V Manager and select the plantPerfect Monitor virtual machine.
8. Inthe Actions sidebar, click [Settings...] to open the virtual machine settings

9. Select the Network Adapter and change the virtual switch to plantPerfect_Monitor_External_Switch.

V2.00-EN/2026-08-24 17
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[T Settings for plontPerfect Moniter an DE1DT33ARTHD
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10. Click [OK] to save the settings.
The < plantPerfect Monitor virtual machine is now connected to the external switch and uses the
configured static IP address.
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3.3

Updating the application

Before updating, read the release notes and verify that the installed version supports a direct update to the
target version. Create and download a current backup. Ensure that sufficient disk space is available and
schedule a maintenance window because the application and its containers may be unavailable during the
update.

Verify that the configuration file and container images belong to the same release. Do not combine files
from different versions. Make sure that the machine on which the software is installed has an Internet
connection.

Note
If the machine does not have an Internet connection, see Updating Without an Internet
Connection below.

1. Download the current application configuration description (plantPerfect Monitor | Application
Configuration Vx.xx) from the plantPerfect Monitor product website.

2. Openthe adminUl interface (see Administering plantPerfect Monitor using adminuI®® )

3. Update the adminUI configuration with the downloaded json file (admin-plant-perfect-
monitor_Vx.xx.json).

4. After the update is complete, verify that the Logs view reports completion without errors.
5. Confirm that all required containers are running.

6. Open plantPerfect Monitor and verify the application version.

7. Confirm that configured data sources are connected.

8. Verify that licensed assets and recent events are visible.

9. |If validation fails, collect support data and follow the documented rollback procedure.

Offline update
If the machine on which the software is installed does not have an Internet connection:

1. Download the required Docker image files from the plantPerfect Monitor product website using a
machine with Internet access.

2. Transfer the image files to the machine on which the software is installed.
3. Openthe adminUl interface.
4. Upload the Docker image files through the interface.

5. Perform the remaining steps described above for the online update procedure.
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4 Initial setup
After the software installation has completed successfully, perform the initial application setup.

1. Enter the IP address of the virtual machine in the address bar of the web browser.
The Initial Application Setup window opens with the default OrgAdmin user setting.

2. Enter a strong password for the OrgAdmin user.
The password must meet the password requirements displayed in the window.

Afe

Initial Application Setup +

Please complete the fields below with relevant or appropriate information. Use strong passwords, at least 8
characters long and contain 1 digit, 1 special or underscore, 1 upper and 1 lower case characters, and a real email
address. Please backup/save password in a safe place e.g. a password manager so you can retrieve them later.

Organization Admin Password M- © @ ©

The password of the default 'OrgAdmin’ user,

Organization Admin email R ariea o

Application Database Password ® ®

The password the application will use for database connections.

Provide information to Softing

[Field ________ lDescripton |

Organization Admin Password Password for the default Organization Administrator (OrgAdmin)
account.

Organization Admin email Email address for the default OrgAdmin account.

Application Database Password  Password for the application database account. This account is not
intended for direct connections.

Provide information to Softing Allows to send anonymous usage information to Softing.

3. Enter the required information in the remaining fields.

4. Click [Agree & Submit] to complete the initial setup.
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4.1

Activating a license

Before the plantPerfect Monitor user interface can be put into productive use you must activate a licence
for each network device you want to monitor. To activate the licenses, access the Softing licenseServer
directly through a web browser.

Logging in to the licenseServer

1.

2.

Open a web browser.

Enter the URL of the licenseServer in the address bar.
For example: https://<plantPerfect Monitor IP address>:8000

If you are accessing the licenseServer for the first time, the Register dialog is displayed.

co | o

Password l E]]

Enter your email address and define a password.

The email address must comply with the following format: <local part>@<hostname>.<top-level
domain>

The password must contain at least 8 characters, including one uppercase letter and one digit.

Click [Register].
On subsequent visits, the Login dialog is displayed.

Enter your registered email address and password, and click [Login].

E-mail

Password

Activating a license
1.

On the licenseServer page, click [Activate License].
The Activate License dialog opens.
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Activate license ]
License Key [i]
Customer Name

Custormer Email

Company Mame

Get release information o

[ ]

2. Enter the license key provided with your license in the License Key field.

3. Enter the Customer Name, Customer Email, and Company Name as required.
4. If you want to receive release information, select Get release information.
5. Click [Activate].

6. The license is activated and displayed in the licenseServer.

[D Note
If the plantPerfect Monitor installation does not have Internet access, refer to the
licenseServer User Guide for information about offline license activation.
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4.2 Creating a user account

After completing the initial setup, log in to the plantPerfect Monitor user interface using the OrgAdmin
account. Create at least one user with the Administrator role to perform the required administrative tasks.

1. Opena web browser.
2. Enter the assigned address of the virtual machine in the browser's address bar.

Note

You can find the IP address in Hyper-V Manager. Select the plantPerfect Monitor virtual
machine and click [Connect...] to open the virtual machine console. The IP address is
displayed in the console.

3. Onthe login page, enter OrgAdmin in the User field and the password defined during the initial setup.

n
i

Login -

J -
Wser 2 OrghAdmin

Password { B siaen | ]

4. Select the menu option Users and click [Create User].

& Settings
& Dsta Source Users P ——"

£, User Specific Settings

9, Support data

5. Enter the required information.

6. Under Roles, select Administrator.
The standard User has limited permissions. See chapter User Rolest” .

7. Click [Confirm] to create the account.
The new user is displayed in the Users list.

Roles*
User
Organization administrator

Administrator

Note
At least one user with the Administrator role is required to perform the necessary administrative
tasks in the application
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4.3 Connecting a smartLink HW-DP

plantPerfect Monitor receives PROFIBUS monitoring data from smartLink HW-DP through MQTT.
Configure each smartLink to publish to the MQTT broker running in the plantPerfect Monitor VM.

Before configuration, verify that the smartLink can resolve or reach the monitor address and that the
required MQTT port is allowed through intervening firewalls.

1. Verify that the smartLink HW-DP runs firmware V1.31 or later.
2. Signin to the smartLink HW-DP web interface.

3. Select MQTTI}"8 - Settings.
For more information, see the smartLink HW-DP user guide.

smartLink Information Settings Diagnosis PROFIBUS HART-IP OPC UA MQTT
Views MQTT Settings
IP Address of MQTT Broker | 192 168 10 51 |
i Transport Protocol TCP w
Port of MQTT Broker 1883 | v
Publishing Mode | Fast i
Start MQTT Client for Segment DP1

4. Enter the IP address of the plantPerfect Monitor virtual machine in the IP Address of MQTT Broker
field.

5. Keep the default values for the settings Transport Protocol, Port of MQTT Broker and Publishing Mode.
6. Select the Segment DP1 check box to enable the MQTT client and PROFIBUS.
7. Click [Apply] to save and activate your settings.

8. Repeat this configuration for each smartLink HW-DP device.
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4.4 Connecting a smartLink HW-PN
plantPerfect Monitor uses smartLink HW-PN devices to collect the data from PROFINET networks.

To send PROFINET data to plantPerfect Monitor, enable and configure the MQTT publisher on each
smartLink HW-PN device.

1. Verify that the smartLink HW-PN runs firmware V1.00 or later.

2. Openthe smartLink HW-PN user interface and select MQTTD48 - Settings.
For more information, see the smartLink HW-PN user guide.

smartLink Information Seftings Diagnosis OPCUA  PROFINET [Eflelny
Views MQTT Settings
IP Address / Host Name of MQTT Broker |broker.example.com |-/
Log Port of MQTT Broker |s883 |v
Secure
Activate MQTT
Apply

3. Enter the IP address of the plantPerfect Monitor virtual machine in the IP address or Host Name
field.

4. Keep the default value of the MQTT broker port.

5. Select the Secure check box to establish a secure a TLS-protected connection.
6. Select the Activate MQTT check box to enable the MQTT client.

7. Click [Apply] to confirm and activate your settings.

8. Repeat this configuration for each smartLink HW-PN device.
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5 Security
plantPerfect Monitor is typically installed at level 3 of the Purdue reference model.
plantPerfect Monitor provides the following TLS-protected Ethernet services:
Parameter __|Pot ____ [Meaning |
HTTPS 443 | TCP plantPerfect Monitor application
MQTT 1883 | TCP MQTT broker
HTTPS 5000 | TCP adminUl
HTTPS 8000 | TCP licenseServer web interface
MQTTS 8883 | TCP TLS-protected MQTT broker
The MQTT broker port used by the smartLink devices must be reachable from the networks on which those
devices are installed.
Security recommendation
Restrict access to these ports to the required source networks and use encrypted communication
wherever supported and required by the deployment.
26
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6 Understanding the plantPerfect Monitor user interface

plantPerfect Monitor is a role-based access control application. Each user is assigned one of three roles.
The assigned role determines which menus, functions, and settings are available.

The user interface automatically adapts the menu options to the assigned role and hides functions that are
not available to the current role. This helps simplify the user interface while ensuring that only authorized
users can perform administrative tasks.

6.1 User accounts

User accounts determine which data users can access and which actions they can perform in the
application.

. 23 . . .
See Chapter Creating a user account™™ to find out how to create an account. For more information, see
.. 28
also Roles and Permissions™”” .

6.1.1  Organization Administrator

The Organization Administrator (OrgAdmin) is the highest-level user role. This role is intended for users
who are responsible for the overall administration of the organization and the system. The OrgAdmin
performs the initial system setup and manages organization-wide administrative tasks.

Typical responsibilities include:

= Performing the initial system configuration.

=  Creating and managing all user accounts.

=  Creating additional Organization Administrator accounts.
=  Managing system certificates.

= Performing backup and restore operations.

Note
The first user account created during the installation of the monitoring tool is always an

Organization Administrator account.

6.1.2 Administrator

The Administrator (Admin) manages the day-to-day operation and configuration of the plantPerfect
Monitor.

Typical responsibilities include:

=  Managing assets, networks, and events.

=  Configuring data sources and the MQTT broker.

=  Managing licenses, database settings, and logging.

=  Creating and managing Administrator and User accounts.
=  Performing backup and restore operations.

= Collecting support data for troubleshooting.
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6.1.3  User
The User role is intended for operators and other personnel who monitor and analyze the system without
performing administrative configuration.
Users can:
= Monitor assets, networks, and events
= View application information
=  Manage their own user-specific settings
=  Generate support data when requested
6.2 User roles and permissions
The following table provides an overview of the three user roles and their permissions:
Feature/Permission Org. Administrator Administrator User
Primary purpose Organization and System admin | Monitoring and system
system admin and operation | operation
Monitor assets, networks, and events v v v
Manage system configuration v v x
Manage datasources, MQTT broker, v x
database, licenses, and logging
Manage certificates v x x
Create OrgAdmin account v x x
Create Admin account v v x
Create User account v v x
Manage user-specific settings v v v
Manage backup and restore v v x
View application information v v v
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7.1

7.1.1

Working with the plantPerfect Monitor

This chapter describes the functions of the plantPerfect Monitor. It explains how to navigate the user
interface and perform administrative tasks to manage and monitor the network devices.

Getting started

Login

Before logging in, determine the IP address of the plantPerfect Monitor virtual machine.

1.

2.

Open the Hyper-V-Manager.
Select the plantPerfect Monitor virtual machine.
Locate the IP address in the Summary tab or Networking tab at the bottom of the VM window.

Select the Summary tab and double-click the command prompt window to display the IP address.

w
plantPerfect_Monitor

File Action Media Clipboard View Help

@0 np B 5 o

Created: 20260709 4:03:17PM
ration Version: 12.0

Memory Networking

Open the web browser and enter the IP address in the address bar.
The plantPerfect Monitor login page is displayed by default in English.

Click the flagicon in the upper-right corner to select another language.

0@
Enter OrgAdmin in the User field and the password you defined during the initial setugDZO .

Login =

Password

(P

Click [Login].
The OrgAdmin page opens and displays the Settings menu.
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7.1.2 Navigation
The user interface consists of a toolbar and a sidebar.

The toolbar provides access to frequently used functions and displays the current menu path.

S G

2 User: opens the settings for the currently logged-in user.

: : Language: opens the language settings for the user interface (click to change
to another language).

o Notification: displays current notifications generated by devices (assets) on

= the network.

D Logout: logs out the current user and returns to the Logintl® page, where

you can log in with a different user account

The sidebar provides access to the main menu options.

()] Assets: displays detailed information about the connected assets
L3 Networks: displays the devices connected to the network
Cand

Events: displays current and historical network event messages

Settings: opens the Settings menu and provides access to its submenus

® &}

Application: displays information about the application
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7.2 Assets

Click the Assets icon ((¢}) to display the assets page. This page lists monitored PROFINET and PROFIBUS
network devices (assets). You can configure the page to display a specified number of rows. If the total
number of assets exceeds the selected row limit, pagination controls appear in the lower-right corner of

the page.

Select an asset @ from the list to view detailed information or use the search function ® to locate devices
by name, manufacturer, model, or other supported attributes.

@
.

206
@
©
020
@
©ee

@
=]

et200spim

mitv-pm-demo-plc

pngateps

profinet-inspektor-nt

xelesTuaG16- Jaria
Qabi profinet-
schnittstellexbiazl

aplswitch-a

L ®Pp

Frotosl fag

Marutachaer

EH,_TMTES, MADODS04404

See below a description of what is shown on this page.

Name

Type
Server
Protocol

Tag

Manufacturer
Model

Name of the device.

For PROFIBUS devices the name follows this schema:

DP<number of PROFIBUS network in the smartLink>.Device-<PROFIBUS address of the
device>

For PROFINET devices the name follows this schema:

DP<number of PROFINET network in the smartLink>.Device-<PROFIENT address of the
device>

Type of the asset. Supported types: Device = Field device

ID of the server (smartLink) providing the information.

Network communication protocol of the asset. Supported protocols:

PROFIBUS and PROFINET

Tag of the asset configured during network engineering. For PROFIBUS and PROFINET
devices the 1&M parameters Tag Function and Tag Location are used.

Manufacturer of the asset.
Name of the asset product or product family.
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7.2.1  Statusicons
This chapter describes the status icons used throughout the plantPerfect Monitor user interface. These
icons provide a visual indication of the current status of networks, devices, and connections, enabling users
to quickly assess the operational condition of monitored components.
The status icons indicate normal operation, warnings, faults, maintenance conditions, and communication
issues, allowing users to identify and prioritize potential problems at a glance. The following tables
describe the meaning of each status icon and explain the conditions under which it is displayed.
Connectivity
Icon Meaning Description
@ Connection down The connection between the application and the device (e.g.a smartLink) has
been lost. Communication is unavailable until the connection is restored.
e Removed The device or network has been removed from the project or is no longer
available for monitoring.
o OK No issues detected.
Network health
Icon Meaning Description
Network Error One or more critical faults have been detected. Inmediate attention is
. required.
Network Warning A non-critical issue or degraded operating condition has been detected. The
network remains operational but should be investigated.
i Network OK The network is operating normally, and no issues have been detected.
PROFIBUS device health
Icon Meaning Description
o Device network status: One or more communication-related faults have been detected on the
S’ Error PROFIBUS network. Immediate attention is required.
Device network status: A non-critical communication issue has been detected. The device remains
Warning accessible but should be checked.
o Device network status: The device is communicating normally on the PROFIBUS network, and no
o OK communication issues have been detected.
@ Device status: Error The device has reported an internal fault or error condition that requires
corrective action.
@ Device status: OK The device is operating normally without any reported device-specific faults.
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PROFINET controller health

Icon

Meaning

Device network status:
Error

Device network status:

Warning

Device network status:

OK

PROFINET device health

Ilcon

£t

[ |
L]

-}

Ol 0<Q00

Meaning

Device network status:

Error

Device network status:

Warning

Device network status:

OK

Device online status:
Error

Description

One or more critical communication faults have been detected between the
PROFINET controller and its devices. Immediate attention is required.

A non-critical communication issue has been detected. The controller remains
operational but should be investigated.

Communication between the PROFINET controller and its devices is operating
normally.

Description

One or more critical communication faults have been detected between the
device and the PROFINET network.

A communication warning or degraded network condition has been detected.
The device remains operational.

The device is communicating normally on the PROFINET network.

The device is offline or cannot be reached over the network.

Device online status: OK The device is online and responding to network communication.

Device status: Fault

Device status:

The device has reported a fault condition that affects normal operation and
requires attention.

The device indicates that maintenance is recommended. Operation is not

Maintenance demanded immediately affected, but maintenance should be scheduled.

Device status:
Maintenance
required

Device status: Normal

Device status: OK

PROFINET diagnosis

Icon

Q

ol

Meaning
Fault

Maintenance
demanded

Maintenance required

Normal

The device requires maintenance to maintain proper operation. Delaying
maintenance may affect functionality.

The device is functioning normally and has not reported any diagnostic
conditions.

The device is operating correctly with no active faults, warnings, or
maintenance requests.

Description

The device has reported one or more active faults that require immediate
attention.

The device recommends maintenance. Operation is still possible, but
maintenance should be planned to prevent future issues.

The device requires maintenance to ensure reliable operation. Corrective
action should be taken as soon as possible.

No diagnostic events are active. The device is operating normally without
faults or maintenance indications.
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7.2.2  PROFIBUS device details

The Asset > PROFIBUS device - Details view provides an overview of the device’s PROFIBUS
identification and Identification & Maintenance (1&M) data. It displays general device information, such as
the device status, manufacturer, model, and software and hardware revisions, as well as PROFIBUS-
specific identification and I&M parameters.
The information in this view can be used to identify the device, verify its configuration and revision, and
support commissioning, diagnostics, and maintenance activities.

& -3— 0 o

— 3 sarve

. e Manutacturer
The following table describes the information displayed in the Asset > Details view.

Status Current device status.

Name Name assigned to the device.

Server Data source from which the device information is received

Tag User-defined identifier for the device.

Manufacturer Manufacturer of the device.

Model Device model or type designation.

Last time Date and time when the device information was last updated.

updated

Vendor Id Unique identifier assigned to the device manufacturer.

Order Id Manufacturer's order or part number.

Serial Number Unique production number of the device manufacturer.

Hardware Installed hardware revision.

Revision

Software Revision Installed firmware or software revision.

Revision Counter  Counter indicating changes to the device hardware or I& M parameters.

Profile Id PROFIBUS profile identifier of the device. Devices not following any PROFIBUS application

profile must use 0x0000 (Non-Profile Device — preferred) or 0xF600.

Profile Specific Information identifying the device type according to the definitions of the applicable
Type PROFIBUS application profile.

Version Version of the I&M data.

Date Installation or commissioning date of the device.

Signature Value read or written during device parameterization.

Descriptor User-defined comment or additional information about the device.
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7.23

PROFIBUS device diagnosis

Select Asset > PROFIBUS device > Diagnosis view provides an overview of the diagnostic entries
reported by the selected PROFIBUS device. It displays the current diagnostic information and helps identify
faults or diagnostic conditions associated with the device, a specific module, or an individual channel.

The view includes general asset information as well as details about each diagnostic entry, such as the time
the event was reported, the affected slot and channel, the diagnostic type, and any available error text.
This information can be used to analyze device conditions and support troubleshooting and maintenance

activities.

3 Br

PROFIBUS device

B Detals
5 Diognests

of] Interface

Status

Hame

Server

Tag
Manufacturer

Model

Last time updated

The following table describes the information displayed in the Asset > Diagnosis view.

Parameter

Status

Name

Server

Tag

Manufacturer
Model

Last Time Updated

Time
Slot

Channel Number

Type

Error Text

Description
Current status of the diagnostic entry (for example, active or cleared).

Name of the device. For PROFIBUS devices, the name is generated using the format
DP<network number>.Device-<PROFIBUS address>, where network number is the
PROFIBUS network in the smartLink and PROFIBUS address is the device address on
that network.

Identifier of the smartLink server that collected and provides the diagnostic
information.

User-defined tag assigned to the asset, if configured.
Manufacturer of the PROFIBUS device.
Product name or product family of the PROFIBUS device.

Date and time when the information displayed in the Diagnosis view was last
refreshed.

Date and time when the PROFIBUS device reported the diagnostic event.

Slot number of the module to which the diagnostic entry applies. This field is
available for modular PROFIBUS devices.

Channel number within the specified slot. This field is only available for channel-
specific diagnostic entries.

Type or category of the diagnostic entry (for example, Unspecific, 1Bit, 2Bit, 4Bit,
Octet, Word, 2Words, ChannelDiagnosis, DeviceDiagnosis).

Clear-text description of the diagnostic event, if available. Displays N/A when no
error text is provided by the device.
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7.2.4  PROFIBUS device interface
Select Asset > PROFIBUS device - Interface view provides an overview of the communication statistics
for the selected PROFIBUS device. It provides information about the communication quality between the
smartLink and the PROFIBUS device and can help identify communication problems or irregularities on the
PROFIBUS network.
In addition to general device information, the view displays communication-related counters and timing
values. These values can be used to assess bus communication performance and support troubleshooting
of communication errors.
g
< i I
=
The following table describes the information displayed in the Asset > Interface view.
Status Current communication status of the PROFIBUS device.
Name Device name. For PROFIBUS devices, the name follows the format DP<network
number>.Device-<PROFIBUS address>.
Server Identifier of the smartLink server that collected and provides the interface.
Tag User-defined tag assigned to the asset, if configured.
Manufacturer Manufacturer of the PROFIBUS device.
Model Name of the asset product or product family.
Last Time Updated Date and time when the information displayed in the Interface view was last
refreshed.
Address Network address of the device.
Retry counter Number of times the smartLink had to retransmit a request because the device
didn't respond correctly.
Invalid diagnosis Number of times the device sent invalid or corrupted diagnostic data.
counter
Cycle time (ms) Time required by the smartLink to poll all devices once during the configured
PROFIBUS bus cycle. Values include Average, Minimum, and Maximum.
36
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7.25

State
Vendor id
Orderid

Serial number

Hardware revision

Revision counter

Status

Name

Server

Tag
Manufacturer

Model

Last time
updated

State

Vendor Id

Order Id

Serial Number
Hardware
Revision
Software Revision
Revision Counter
Profile Id

Profile Specific
Type

Version

Date
Signature
Descriptor
Annotation

PROFINET device details

The Asset > PROFINET device - Details view provides an overview of the device's PROFINET
identification and Identification & Maintenance (I&M) data. It displays general device information, such as
the device status, manufacturer, model, and software and hardware revisions, as well as PROFINET-
specific identification and I&M parameters.

The information in this view can be used to identify the device, verify its configuration and revision, and
support commissioning, diagnostics, and maintenance activities.

s Le®C

Status 000

P Name aplmveitch

P Server

Tag

~89—6~
o Mansifacturer

Model

Last time updated

Profile id
Profile specific type
Version

Date
Signature
ViILG Deseripton

Annatation

The following table describes the information displayed in the Asset - Details view.

Current status of the device.

Name assigned to the device.

Data source providing the device information.
User-defined identifier for the device.

Manufacturer of the device.

Device model or type.
Date and time when the device information was last updated.

Current PROFINET communication state of the device
Unique identifier assigned to the device manufacturer.
Manufacturer's order or part number.

Unique production number of the device manufacturer even.
Installed hardware revision.

Installed firmware or software revision.
Counter indicating changes to the device hardware or 1&M parameters.

PROFIBUS profile identifier. Devices without a PROFIBUS application profile use 0x0000
(preferred) or OxF600.

Device type identified by the applicable PROFIBUS application profile.

Version of the I& M data.

Installation or commissioning date of the device.

Value read or written during device parameterization.
User-defined comment or additional information about the device.
Additional user-defined information about the device.
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7.2.6  PROFINET device diagnosis

The Asset > PROFINET device - Diagnosis view provides an overview of the diagnostic entries reported
by the selected PROFINET device. It displays current diagnostic information and helps identify faults or
diagnostic conditions associated with the device, a specific module, or an individual channel.

The view includes general asset information as well as details about each diagnostic entry, such as the time
the event was reported, the affected API, slot, subslot, and channel, and any available diagnostic message
or help text. This information can be used to analyze device conditions and support troubleshooting and
maintenance activities.

phoedich ﬁ:. lm :
Sestus 0 a e
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. G B Manafacturer
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Last time updated 2006.07.16, 140754
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The following table describes the information displayed in the Asset - Diagnosis view.

Description
Parameter

Status Current status of the diagnostic entry (for example, active or cleared).

Name Name assigned to the PROFINET device.

Server Identifier of the smartLink server that collected and provides the diagnostic
information.

Tag User-defined tag assigned to the asset, if configured.

Manufacturer Manufacturer of the PROFINET device.

Model Product name or product family of the PROFINET device.

Last Time Updated Date and time when the information displayed in the Diagnosis view was last
refreshed.

Time Date and time when the PROFINET device reported the diagnostic event.

API Application Process Identifier associated with the diagnostic entry.

Slot Slot number of the module to which the diagnostic entry applies.

Subslot Subslot number to which the diagnostic entry applies.

Channel Number Channel number associated with the diagnostic entry, if applicable.

Message Description of the diagnostic event reported by the PROFINET device.

Help Text Additional information or guidance for interpreting the diagnostic event, if available.
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7.2.7

PROFINET device interface

The Asset > PROFINET device - Interface view provides an overview of the network interface
configuration of the selected PROFINET device. It displays information such as the station name, device
role, MAC address, IP address, subnet, gateway, and DHCP status.

This information can be used to identify the device on the PROFINET network, verify its network
configuration, and support commissioning, diagnostics, and maintenance activities.
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PROFINET davice

The following table describes the information displayed in the Asset = Interface view.

Model Product name or product family of the PROFINET device.

Name of Station PROFINET station name assigned to the device.

Device Role Role of the device in the PROFINET network.

MAC address Unique MAC address of the device's network interface.

Address IP address assigned to the PROFINET device.

Subnet Subnet mask configured for the device.

Gateway Gateway address configured for the device.

DHCP Indicates whether the device obtains its network configuration automatically using
DHCP.
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7.2.8 PROFINET device port

The Asset > PROFINET device - Port view provides an overview of the network ports available on the
selected PROFINET device. It displays the current link and port status together with traffic and error
statistics for each port. This information can be used to monitor network communication, identify inactive
or disconnected ports, and support troubleshooting of communication and network-related issues.

The view includes general asset information as well as details for each individual port, such as the station
name, port name, link state, port state, transmitted and received traffic, discarded packets, and
communication errors. The port statistics provide an indication of the communication activity and can help
identify potential network problems such as excessive errors or discarded packets.

ot ww
plantPertect Monitos awich 2. @ 20

Status 000

Mame aplsw

Server

Tag
Manusfacture

Model

Last the updated 2026-07-16, 1407:54

PROFINET device

2 Desis

Pame of station Pame Lk state ottty n oo Ot ctets n et Ot gt e ot e

The following table describes the information displayed in the Port view.

Name of Station Name of the PROFINET station associated with the port.

Name Name or identifier of the individual PROFINET port, for example, P1, P2, or P5.

Link State Current state of the physical network link for the port, indicating whether the link is
up or down.

Port State Current state reported for the port. The displayed value depends on the information
provided by the PROFINET device.

In Octets Number of octets (bytes) received through the port.

Out Octets Number of octets (bytes) transmitted through the port.

In Discards Number of received packets or frames that were discarded and therefore not
processed.

Out Discards Number of transmitted packets or frames that were discarded and therefore not
sent successfully.

In Errors Number of errors detected on received traffic for the port.

Out Errors Number of errors detected on transmitted traffic for the port.
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7.3 Networks

Click the Networks icon :{: to display the Networks page showing all configured networks and their current
status. For each network, the page provides information such as the network name, protocol, associated
smartLink server, and the number of connected devices. To view detailed information and statistics for a
network, select the network name in the Name column.

[

ki

&

o@Dt

7.3.1 PROFIBUS network devices

The Devices page displays all devices detected on the selected PROFIBUS network. For each device, the
page provides information such as the device status, name, address, tag function, tag location,
manufacturer, model, and role. Use the Search field to quickly locate a specific device. Select a device
name in the Name column to view detailed device information=*

Status (-]
®
PIR[OF] I -
& Server smartlink HW-DP 214000338
- B U s HNumber of devices 1
Last time updated 2026-07-0% 15:04:50
PROFIBUS network
brh Devices QU search
o} Siatistics
Sate Hame Agdress Tag unction Tag lo<ation Mamefacturer Mhade! Role
QD DP1 Device 8 a WAGD Kortakttedhic Gembii WAGD 750-331 Dewce

PROFIBUS parameters

Status Current status of the selected PROFIBUS device. See Status lcons0% .
Name Name of the smartLink device (DP1).

Number of devices Number of devices linked to selected smartLink.

Protocol Protocol used for communication.

Last time updated Represents the last time plantPerfect had contact with selected smartLink.

Network parameters

Status Current status of the selected network. See Status IconsD¥ .
Name Name of the network device connected to the smartLink.
Address PROFIBUS station address.

Tag Function Unique tag identifying the device function or task.

Tag Location Unique tag identifying the device location.

Manufacturer Manufacturer of the device.

Model Device or product family name.
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7.3.2 PROFIBUS network statistics

The Statistics page displays communication statistics for the selected PROFIBUS network.

The Bad Frame Counter indicates the total number of corrupted communication frames detected on the
PROFIBUS network. A bad frame is a communication message that contains errors and cannot be
processed correctly. Monitoring this counter can help identify communication issues or network problems
that may affect device performance.

ol ® Status [ ]

K P R O F .l'l Mame o

@ Mumber of devices [

B U 5 Protocol PROFIBLIS

t Last Time Updated 2025-03-20. 14:55:00
Description

Status Current status of the selected PROFIBUS network. See Status IconsD% .
Name Name of the smartLink device (DP1).

Server The server (smartLink) providing the information.

Number of devices Number of devices linked to selected smartLink.

Last Time Updated Represents the last time plantPerfect had contact with selected smartLink.
Bad Frame Counter Total number of corrupted communication frames
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7.3.3 PROFINET network devices

The Devices page lists all devices detected on the selected PROFINET network. It provides their status,
name, address, tags, manufacturer, model, and role. Use the Search field to quickly find a specific device.

The top of the page displays information about the selected network, including its status, name, smartLink
server, number of devices, and last update time.

P el S
: %%%§?® = :
Last time updated 2026-08-14. 15:22117
000 '
° EH_TMTES_I00E0a804 D
® P
(] Hhentrasline Bport
090 ity pem-domo.pi D
° P -
000 , o
® i s
PROFINET parameters
Status Current status of the selected PROFINET network. See Status lconsD*.
Name Name of the selected PROFINET network, for example PN1
Server smartLink providing the PROFINET network information,.
Example: smartLink HW-PN 2xP 2338000036
Number of devices Number of devices associated with the selected PROFINET network.
Example shown: 5 (8 licensed).
Last time updated Date and time the plantPerfect Monitor last received information from the

selected smartLink.

Network parameters

Status Current status of the PROFINET device. Multiple indicators may be shown. See
Status lconsB¥.

Name Name or identifier of the detected PROFINET device.

Tag Function Tage identifying the device's function or task. Displays N/A if not configured.
Tag Location Tag identifying the device location. Displays N/A if not configured.
Manufacturer Manufacturer of the device.

Model Device model, product name, or product family. Displays N/A if unavailable.
Role Device's role in the PROFINET network, e.g., Device or Controller
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734

PROFINET network topology

The Topology page displays a graphical overview of the selected PROFINET network and provides
information about the network status, the selected smartLink, and the connected PROFINET devices. The
page allows the user to see how the devices are connected and which communication ports are used.

®

Puamber of devices

I-i1

Lt upated

The top of the page shows general information about the selected PROFINET network. In the example
shown, the selected network is PN1. A status indicatorD32 shows the current network status. The name of
the selected network, the smartLink server providing the information, the number of connected devices,
and the time when the information was last updated are also shown.

The main area of the page contains the PROFINET topology diagram. The connected devices are
represented as individual nodes. The device names are displayed within the nodes, and the available
communication ports are shown as numbered ports. Lines between the nodes represent the network
connections to the devices. This provides a visual representation of the network structure and helps the
user identify the devices and their connections.

Status Current status of the selected PROFINET network. See Status Icons0% .

Name Name of the selected PROFINET network.

Server The server (smartLink) providing the PROFINET network information, for
example smartLink HW-PN 2xP 2338000036.

Number of devices Number of devices detected or linked in the selected PROFINET network.

Last time updated Date and time when plantPerfect last received updated information from
the smartLink.
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7.4 Events

Click the Events icon [1ii to display the Events page showing all detected changes in chronological order,
allowing users to review the app’s full activity history and track actions performed during operation.

Events.

OGOV LGUCOVERREO RN

Name Text description of the event
Timestamp Time the event was detected
Type &3 = Asset installed: An asset was added to the network

1 = Asset removed: An asset was removed from the network

&Y = Asset reconnect:
An previously removed asset was again connected to the network
@ = Diagnose added: A diagnosis entry was added at the device

%3 = Diagnose removed: A diagnosis entry was removed at the device
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7.5 Settings
Click the Settings icon % to display the Settings page. The settings are displayed according to the user's
D27
role="".
7.5.1 Organization Administrator
The OrgAdmin Settings provides access to the administrative functions required to manage the
plantPerfect Monitor. The available menu items allow the OrgAdmin to manage user accounts, system
certificates, personal settings, and backup and restore operations.
The following menu items are available:
{5} Settings
4 & Users
= Certificates
B, User specific settings
] Backup and restore
7.5.1.1 Users
The Users menu is used to manage user accounts for the monitoring tool. The Organization Administrator
can create, edit, and delete user accounts and assign the appropriate user role. Only the Organization
Administrator can create additional Organization Administrator accounts.
i [ s ==
B adnin2 Jahn Do dministra
7.5.1.2 Certificates
The Certificates menu is used to manage the certificates required by the monitoring tool for secure
communication. This function is available exclusively to the Organization Administrator.
S teas
ol o Appliction certificate - used for HTTPS and MQTT [ © v ] & omene [ i powioicn |6 | - =
46
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7.5.1.3 User-specific settings

The User-specific settings menu allows users to configure their personal application settings. These
settings affect only the currently logged-in user and do not impact other users or the system configuration.

pla;tPerfen Monitor

{5} Settings

L] £} Users
Certificates

8 User specific settings
] Backup and restors

User specific settings

Color theme

Light

Language

English

Auto logout period
( Enable

15

Number of minutes after which the application will logout autematically

~ Change password

Old password

New password

Confirm new password

7.5.1.4 Backup and restore

Settings User specific settings

o AR
=3 +
Crghdmin Q¥ Q D

The Backup and restore menu is used to create backups of the system configuration and restore previously
saved configurations. This function helps protect the system configuration and simplifies migration or

recovery after a system failure. Backup and restore operations can be performed by both the Organization
Administrator and the Administrator.

s gt s#a0
e (& Sattings
. Backup and restore
3 Backup
F Backup and resioee
Type
Logs
Include bags i backup
Restore
Restore file
;_i]
Satfect or g the restone Sl here
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7.5.2

7.5.2.1

Administrator

Click the Settings icon % to display the Settings page of the Admin account.

Note
The menu options of the Settings page vary depending on the role of the user (OrgAdmin,

Administrator or User). See also section Creating a user™? above and section UsersD™

below.

\ soft’

plantPerfect Monitor

{2} Settings

h ¢’ Data source
% MQTT broker
O Licenses
& Database

&R Users

G &

2% Logging

¢ 8 User specific settings
)y, Support data
««J Backup and restore

Data source

In the Data Source menu you can connect your plantPerfect Monitor to a new MQTT broker for
communicating with additional smartLink devices.

Data source @ crmeamason | & o}

Chern type Chent 10 Chient nama Command Reconnert paricd v Topice

g/ i10.20.238. 139:1843 martink/®

[ omaiie |

breker: 1843

Creating a data source connection

1. Click [Create Connections].
A new window appears.

2.  Fillin the input field for the new MQTT connection.

3. Click [Create] to save the configuration data and establish the connection.

48
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Create a new data source connection

Client type*

& mart

Client ID

Client name*

Data sources*

Add new entries ~

Command*

plantPerfectCommand

URL*

Reconnect period

60

Protocol version

3.1 o

Clean session
X

User name

X Cancel © Undo < Redo Create

Editing a data source connection

1. Select the data source under Client Type in the Data Source window.

Either select the linked type name or check the box & next to it and then select the Edit menu.
The Edit data source window appears

2. Modify the data in the input field.

3. Click [Save] to apply the new data for this connection.

Export
1. Select the Export menu to write the information about the current data sources to a .csv or a .xlsx
file.

2. Select the preferred file type.

3. Click [Export].
All relevant information about the data sources is downloaded and saved to your PC.

Export

= Oy eiries matching sesch criberia will be exported. The it scrting will be preserved on the
npaitad 2

B

CsV file

St
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Delete

1. Check the box & next to the connection you want to delete.
2. Select the Delete ... Data Source menu.

3. Click [Delete].

Delete 1 Data source?
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7.5.2.2

7.5.2.3

MQTT Broker

plantPerfect Monitor comes with an integrated MQTT broker. The MQTT Broker page allows you to
configure the broker settings and define its logging behavior. The following settings are available:

Max. queued messages

Specifies the maximum number of messages that can be queued by the broker. Messages are queued only
if the MQTT connection uses an appropriate Quality of Service (QoS) level.

Minimum log level

Specifies the minimum severity level of messages recorded in the MQTT broker log. Select the desired
logging level from the drop-down list.

2]
{83 Setti ngs

¢’ Data source MQTT broker
% MQTT broker

O Licenses Settings

& Database
B Users
& Logging

He

g

Masx. queued messages

&

1000

R

8, User specific settings
R, Support data Logging

& Backup and restore Minimum log level

Error ~

Notice

Information

Licenses

The licenses page allows you to connect plantPerfect Monitor to the Softing licenseServer and manage the
licenses required for each network device.

The license management application is automatically installed on the virtual machine (VM) and connected
to the plantPerfect Monitor instance.

For more information about the licenseServer, including its configuration and administration, see the
licenseServer page and the corresponding user manual.

Licensing devices
To view and interact with network devices in plantPerfect Monitor, each device must have a valid license.
Devices that do not have a license are listed in the Unlicensed Devices table at the bottom of the page.

Connecting to a licenseServer
1. Start the licenseServer.
2. Enter the DNS name, IP address or container name of the licenseServer in the Host field.

3.  Enter the port number used by the licenseServer in the Port field.
For the licenseServer in the VM use the following default settings:
Host: license-server
Port: 6200
The licenseServer in the VM runs on the host license-server. The default port number is 6200.
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Note

The licenseServer user interface is also available on port 8000. This interface is essential for
managing plantPerfect Monitor licenses. Devices without a valid license are not displayed in
other plantPerfect Monitor views.

Assigning a license

You can assign a license to an asset from the Unlicensed Devices section.
1. Check the box & next to the asset to assign a license.

2. Click [Assign licenses].

3. When prompted to confirm the action, click [Yes].
A notification appears at the bottom of the window confirming that the license has been
assigned. The corresponding asset now appears under Licensed Devices.

Removing a license

You can remove an assigned license from an asset in the Licensed Assets section.
1.  Select the checkbox & next to the asset whose license you want to remove.
2.  Click [Remove licenses].

3. When prompted to confirm the action, click [Yes].
A notification appears at the bottom of the window confirming that the license has been
removed. The corresponding asset now appears under Unlicensed Devices.

License Server
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7.5.2.4

7.5.2.5

Database

The Database page allows you to define the number of months after which removed assets are
permanently deleted from the database. This function helps clean up the database by deleting older data,
including events and notifications.

(&)

£} Settings
& ¢ Data source Database management
%= MQTT broker
[T ) Licenses Monthly database cleanup
£ Database ©& b
© & Users 3
£ Logging . |
® ©, User specific settings gulmth;rfof m;’:\thds ff‘t;r wh||fc|h :II Emovecﬂlja:szts mll.-ﬁe permbanelntlsf ]
fi eleted from the database. If left off, your database will never be cleaned up.
%y Support data
& Backup and restore Save

Runtime data management

Delete runtime data

Enable Enables or disables monthly database cleanup.

Save Saves changes to the database cleanup settings.

Delete runtime Immediately deletes all stored runtime data while retaining the system configuration
data and asset definitions.
Users

On the Users page, you can create, edit, and delete accounts with the User and Administrator roles.

i

) Settings
& & Dmme Users & comin |2 em ]t o |
F MO broker
|- 0O Licenses €1 Search
B Database
@ % Users d Fiest name Last name Foley
# Logging
. B User specific sittings B somn Michael Reichelt Adminéstrator
% Support data Orghcimin Organization administrator

& Backup and restere

Create User Side modal that allows you to input all needed information to create a new user.
Edit Side modal that allows you to update user information.

Delete (x) User Deletes a selected user.

Id Displays the login user name

First Name User's first name

Last Name User's first name

Roles Assigned user roles.

V2.00-EN/2026-08-24 53



plantPerfect Monitor - User Guide

7.5.2.6 Logging

The Logging page allows you to configure how long log files are retained.

{3} Settings

P & Data source System logging settings

= MQTT broker
e 5
i O Licenses Lifetime

Database
& Ead Users e

ggg Logging The number of days the settings logs are stored.
* System log

Audit log

File size [MB]
S User specific settings

% Support data
‘&J’ Backup and restore

100

Minimum log level

INFO [
® ERROR

v ® INFO
® DEBUG

Lifetime Number of days logs are stored

File size (MB) Max file size of logs

Maximum log level Log verbosity: ERROR, WARNING, INFO, DEBUG
Audit log

The audit log displays the number of days the settings logs are stored.

(i7)

{3} Settings

& & Datasource Audit logging settings

% MQIT broker
[ O Licenses Lifetime

& Database
& & Users 100

Py Logging The number of days the settings logs are stored.
. System log

Auditlog File size [MB]

& User specific settings
% Support data
QT Backup and restore

1001

Lifetime Number of days logs are stored

File size (MB) Max file size of logs

7.5.2.7 User-specific settings

In this window you can modify user-specific settings and change the user password. These settings affect
only the currently logged-in user and do not impact other users or the system configuration.
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&)

=

{8} Settings
@ Datasource
5 MQTT broker
) Licenses
E Database
&b Users
=z Logging
2. User specific settings
2, Supportdata
& Backup and restore

7.5.2.8 Support data

User specific settings
Color theme

Light ~
Language

English ~

Auto logout period

( Enable
2

Number of minutes after

a

wihich the application will logout automatically

If you change this value, in order to apply the changes you will be logout after pressing save in 5 seconds.

X Clear

~ Change password

Old password

New password

Confirm new password

Save

By clicking [Get support data] you generate a support date file which is automatically zipped and saved to

the Downloads directory on your PC. Be sure to have enough disk space available.

{igh

e

=

3

£} Settings

59 Data source
% MQTT broker

O Licenses.
B Database
& Users

% Logging

Support data

5 Get support data

@lnfo

& User specific settings

% Support data

] Backup and restore
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7.5.2.9 Backup and restore
On this page you can backup the database in the top view of the window and then restore the database
using the same file by dragging from the Downloads directory on your PC and dropping it into the Restore
file field at the bottom of the page.
Alternatively you can click the arrow in the Restore file field and select the file from Downloads directory
in your Windows Explorer.
(&)
{5} Settings
5 & Data source Backup and restore
Z MOTT broker
[ O Licenses Backup
£ Database
& & Users Fupe
2 Logging Al
b B User specific settings
% Support data i
J Backup and restore
Include logs in backup
Restore
Restore file
h
Select or drag the restore file here
Restore 1ZJ
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7.6 User

Click the Settings icon % to open the Settings page for the User account.

()
5 Settings
s £, User specific settings
R, Support data
|
il
e
L]

7.6.1  User-specific settings

In this window you can modify user-specific settings and change the user password. These settings affect
only the currently logged-in user and do not impact other users or the system configuration.

e " [} AR 20
Settings User specific settings e~ fTL D

{83 Settings
3 £ User specific settings User specific settings
9, Support data
|4
[ Color theme
& Light A
4 Language
English o

Auto logout period

( Enable
30

Mumber of minutes after which the application will logout automatically

> Change password

7.6.2  Support data

Use this window to collect network data that can help Softing diagnose network-related issues. If you
encounter a network problem that you cannot identify or resolve, collect the relevant support data and
send it to Softing for further analysis.

= ) T : o a6
plantPerfect Monitor = Settings Support data o e = [:)

{53 Settings
& B User spedfic settings Support data
9, Supportdata
o) @Info
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7.7 Application information

Click the Application icon ® to display Application information showing the version details of your
plantPerfect Monitor application.

plantPerfect Monitor

ligh

e

=3

Application information

Version number: 2.00.0
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8.1

Administering the plantPerfect Monitor using adminUI

plantPerfect Monitor includes a web-based administration application called adminUI. It provides a
centralized interface for managing the containerized environment in which plantPerfect Monitor is
deployed.

The plantPerfect Monitor containerized environment is hosted on a virtual machine (VM). Within this VM,
adminUl runs as a Docker container and can be accessed through a standard web browser. It provides
system administrators with a graphical user interface for managing the underlying system and application
environment without requiring direct interaction with Docker or the command line.

Unlike the plantPerfect Monitor which provides role-based access for Organization Administrators,
Administrators, and Users, adminUl is intended exclusively for system administrators. These administrators
are responsible for deploying and maintaining the plantPerfect Monitor installation and its underlying
infrastructure.

adminUl is an advanced administration tool and is not intended for the day-to-day operation of the
monitoring application.

Main functions

The primary functions of adminUI include:

=  Managing the plantPerfect Monitor environment - update and maintain the containerized
plantPerfect Monitor application and its components.

=  Managing license server connections — configure and maintain connections to the license server.

=  Configuring communication protocols - configure services and communication protocols, such as
MQTT.

=  Monitoring the system - view system information and key performance statistics.

=  Maintaining the system - perform system administration tasks required to keep the VM and
plantPerfect Monitor environment operational.

This chapter explains how to access adminUl and provides an overview of its user interface. It also
describes the administrative tasks required to configure and maintain the plantPerfect Monitor
environment running on the virtual machine.

Login

1. Openyour Internet browser and enter the following URL: https://< IP address of the plantPerfect
Monitor>:5000.

Note
If you are using VM images and you can't recall the IP address, open the VM console window
to see the IP address.

Legin
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2.  Enter the default password Softing1! in the password field.
The credentials you have to enter here are the Linux login credentials of the VM.

3. Click [Login].
If you just logged on for the first time, you are required to change the default password.

4. Enter a New Password, confirm the new password in the field below.

5. Click [Save].
The adminUI opens showing the Application page.

8.2 General navigation

The user interface of the Virtual Machine has three menu options.

aE Application: allows the administrator to access the application page to perform
e updates and advanced settings to the plantPerfect Monitor database, MQTT
broker and client, license server etc.

. Network: allows the administrator to access, define and change the hostname
and network interface settings of the plantPerfect Monitor.

T Time: allows the administrator to access and edit the date and time settings of
the VM Ul and the NTP Server

{g} System: allows the administrator to access the system to change the password,
generate certificates, update the application etc.

Statistics: allows the administrator the most important stats figure such as
system up time, memory or load average at a glance.
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8.3

8.3.1

Application page

Select the application icon in the navigation bar to open the Application page. Here you can modify the
general application settings. These settings are organized by functionality into four main groups: adminUl,
plantPerfect Monitor, plantPerfect Businiss Logic. This structure allows administrators to efficiently
configure and manage key aspects of the system from a single, centralized interface.

Note
Before you customize your plantPerfect Monitor download the most recent firmware of the
plantPerfect Monitor from the product website to your PC.

B Application

(e W W]

adminUlI
1. Click [Update from file] to update to the adminUl app using a local .tar.gz archive.

2. Select the installation file in your file explorer and click [Open].
The adminUI update file is installed and the new version will be shown.

3. Click [Update Configuration] to install a configuration file .admin.json which contains details about
plantPerfect Monitor and Ethernet Capture containers and which containers the adminUl app works
with. In the above example the plantPerfect Monitor.

4. Navigate to the file you want to load to update the configuration.

5. Click [Open] to install the configuration on your plantPerfect Monitor.
The firmware is installed and the version will be shown.

6. Click [Get support data] to download a password-protected .zip file containing the logs of all running
containers.

7. Send the download zip file to Softing Support for review and further assistance with issues related to
your deployment.
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8.3.2 plantPerfect Monitor

In the plantPerfect Monitor function group you can enable, disable and restart the docker container for the
plantPerfect Monitor, open the plantPerfect Monitor Ul, update to the latest firmware and make port
changes.

1. Click [Open Ul] to login to the webserver of the plantPerfect Monitor as OrgAdmin using the initial
password you selected. The Open Ul setting is enabled by default.

2. Click [Update from file] to update your docker container with a local docker image.
A file picker will appear in order to allow you to select a .tar.gz docker image.

3. Select the .tar.gz file and click [Open].

4. Select the desired docker image version to which you wish to update the container.

5. Click [Update] to pull the desired image and recreate the container with this specific image.
6. Click [Restart] to restart the container of your plantPerfect Monitor.

7. Click [Advanced settings] to select and deselect the default ports or change their values.

Advanced settings

HTTPS: 8000
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833

834

Further applications

Further plantPerfect application include:

plantPerfect Database
Database used to store all information shown in plantPerfect Monitor.

plantPerfect Broker
MQTT broker for collection of data send by the Softing smartLinks.

plantPerfect MQTT Client
MQTT client used for collecting the data from the broker.

plantPerfect Business Logic
Business logic working on collected data and generating additional information.

plantPerfect Filebeat
Application collecting logs from all parts of the application into the database.

licenseServer
Standard Softing license server used to license plantPerfect Monitor.

Logs

The Logs view at the bottom of the page shows the results of the actions applied.

Logs

[2025-07-01 15:5%:16] [INFO] Disable ntp

[2025-07-01 15:58:54] [ERROR] Failed to set time: Automatic time synchronization is enabled
[2025-07-01 15:58:35] [ERROR] Failed to set time: Automatic time synchronization is enabled
[2025-07-01 15:53:44] [INFO] Restart timesyncd

[2025-01-30 15:44:33] [INFO] Restart timesyncd

[2025-01-30 0%:44:20] [ERROR] Failed to set time: Automatic time synchronization is enabled
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8.4 Time page

The Time page allows you to access and set the time and date of the plantPerfect Monitor and synchronize
the data with client devices across the network. You can either set the time and date manually for a
particular time zone or synchronize the internal clocks of client devices using an NTP server (Network Time
Protocol server).

1. Select the Time page icon © in the sidebar.
Time

Date & Time

Time: B

Timezone: Europe/Berlin ~

MTP Server

Type: Static e

Address: 10.20.236.1

Logs

[2025-01-30 15:44:33] [INFO] Restart timesyncd
[2025-01-30 09:44:20] [ERROR] Failed to set time: Automatic time synchronization is enabled

Date & Time

2. Use the Date & Time option if no NTP server is available (option None, see NTP Server description
below) or if you only want to change to a different time zone.

3. Select the preferred time zone.

4. Click [Apply] to confirm.
The time is set according to the time zone in the field above.

NTP Server
5. Go to the NTP Server settings.

6. Select one of the options in the Type dropdown list:

Default = This is the current IP address of the time server. It is
automatically assigned by the system and cannot be
changed.

Static = This is the current IP address of the time server. Please
change the IP address in the Address field

None = This option is used when no time server is available.

When you apply this option, the Time field under Date &
Time is activated. See below for more details.

7. If NTP Server option None is selected, click the calendar icon’g in the Date & Time view and choose a
date and time from the calendar.
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8. Inthe Timezone dropdown list, select the time zone for your network.

9. Click [Apply] to confirm the changes.

Logs

The Logs view at the bottom of the page shows the results of the actions applied.
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8.5 Network page

1. Select the Network page icon :{; in the sidebar to access the network settings.

2. Change the default Hostname in the input field.

Network

Hostname: plantperfect-menitor

Interface ens18
Type: DHCP W Gateway: Mameservers:

Address: Netmask:

Note
Each network interface has its own interface area (in the screenshot above shown as
Interface ens18).

3. Select the address type of the interface in the Type field.
If you select DHCP the DHCP mechanism will be used to retrieve the address information from the
DHCP server of the network.

If you select Static you must enter the IP address in the Address field and the Netmask of the IP
address in the Netmask field.

Note
Changing from DHCP to Static will not affect the data in the remaining input fields.

4. If a gateway is available in the network enter the IP address of the gateway in the Gateway field.

5. Enterthe IP address or DNS name in the Nameserver field.
If you have multiple nameservers ensure to separate the names by a space.

6. Click [Apply] to confirm the changes.
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8.6

System page

Select the System page icon %5 in the sidebar to restart and shut down the plantPerfect Monitor system
hosting the adminUl application, to change the adminUl access credentials and display the self-signed SSL
certificate.

The buttons on this page are Quality of Life (QoL) features designed to make it easier for the user to
perform actions without needing to restart the system through the Linux command-line interface.

Note

You need to be logged in as administrator to perform the functions on the System page.

After shutting down the plantPerfect Monitor system, it cannot be restarted in the adminUI.
EEET e

To restart the device, you must manually disconnect and reconnect the power connector.

Status

1. Click [Restart] to reboot the plantPerfect Monitor and click [Yes] to confirm.
The device and all applications are rebooted.

2. Click [Shutdown] to close the plantPerfect Monitor and click [Yes] to confirm.
The device and all applications are shut down.
One possible reason for shutting down the system is to prepare it for dismounting and sending it to
support for repair.

Password
1. Enter a New Password in the password field.
2. Enter the new password again in the Confirm New Password field.

3. Click [Save] to confirm your changes and save the new password
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HTTPS

In the HTTPS view of the system page you can manage self-signed SSL browser certificates used by the
adminUl application. The system checks automatically if the used browser certificate has expired. If it is no
longer valid, you can either create a new self-signed certificate or upload an existing certificate.

1. Click [Generate] to create a generic, localhost certificate for the app, valid for 1 year from the date
of generation.
This can take a few seconds. When the certificate has been generated a message will appear
informing you that the page will reload.

Certificate generation successful.

The page will reload.

Note
You will need to restart the application and return to the system page.

The HTTPS view now shows the thumbprint of the new certificate.

Thumbprint fff8958610c¢50196967908a114cfb3ff475b601f9545¢1e90912acb492795301

2. Click [Upload] to add a certificate from your PC.
After the upload, the application will restart to enable the server to use the new certificate.

OS updates

In the OS updates view you can specify the location of the APT repository.

=  Change the URL to the APT repository and click [Apply].

Logs

The Logs view at the bottom of the page shows the results of the actions applied.

68

V2.00-EN/2026-08-24



Chapter 8 - Administering the plantPerfect Monitor using adminUI

8.7 Statistics page

Select the System page icon {¥) in the sidebar for a general overview of system resources — including

uptime, memory usage, and load average. The page also displays detailed container statistics, showing CPU
and memory usage for each container, along with their respective memory limits.

System up time

Containers

plantperfect-monitor

System load aversge

licensa-serve plantpsesfect-filebeat plantperfect-magtt-client plantperfect-broker
caL MEM MEM cPU MEM (=11 MEM P AEM
15 s 4k x AT
plantpérfect-database plantperiect-Business-logic
Py MEM <10} MEM
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9

Glossary

AMS

Asset

GSD

HART®

HART-IP

HW-DP

IP
&M
MAC

MQTT

MQTT broker

OPC

OPC UA

TCP

ul
URL

VM

Asset Management System is the process of operating and maintaining
physical network infrastructure assets (devices and components).

Here the term refers to network assets (hardware and software) such
routers, switches, hubs, firewalls, servers and wireless access points and
applications.

General Station Description (a file containing the manufacturer's device data
base)

Highway Addressable Remote Transducer: HART® is a bi-directional
communication protocol used in many factory automation and control
systems providing data access between intelligent field instruments and host
systems.

Refers to HART at Ethernet speed. The FieldComm Group developed HART-
IP to allow users to take advantage of available Ethernet infrastructure at
Level 2 and Level 3 of the plant network.

Refers to smartLink HW-DP. A hardware (HW) gateway providing PLC
independent access to PROFIBUS DP Networks.

Internet Protocol
Identification and Maintenance

Media Access Control is a network data transfer policy used to control
access to a communication medium in a computer network. It is a sublayer
of the Data Link Layer in the OSI model and is responsible for the
transmission of data packets over a shared network medium.

Message Queuing Telemetry Transport (messaging protocol for the Internet
of Things (loT)).

An MQTT backend system which coordinates messages between clients
(identifying and filtering vulnerable and insecure client connections).

Open Platform Communications refers to a series of standards and
specifications for industrial communication.

OPC Unified Architecture (OPC UA) is a machine-to-machine communication
protocol used for industrial automation and developed by the OPC
Foundation

Transmission Control Protocol

User Interface

Uniform Resource Locator: a unique identifier of a resource which can be
located on the Internet (also referred to as web address).

Virtual Machine
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