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How to Run Softing’s edgeConnector Products on Windows

Preliminary Remarks

This configuration manual describes how to deploy and use Softing’s the various edgeConnector Docker
container applications in a Windows environment.

NOTE:

Additional edgeConnector information can be found at the according product web pages

e edgeConnector Siemens: https://industrial.softing.com/products/docker/edgeconnector-siemens.html
e edgeConnector 840D:  https://industrial.softing.com/products/docker/edgeconnector-840d.html
e edgeConnector Modbus: https://industrial.softing.com/products/docker/edgeconnector-modbus.html

NOTE:

Special attention must be paid to the ports used for OPC UA communication between the edgeConnector

Docker container application and individual OPC UA clients. Here the following steps are suitable:

1. Inadvance, define the individual ports to be used for OPC UA communication for the various
edgeConnector Docker container applications. This information is required for sections 2. and 3.

2.  Map these ports when starting the edgeConnector Docker container application (see section 2.).

3. Make sure the identical ports are defined for the OPC UA endpoints when configuring the
edgeConnector Docker container application (see section 3.).

NOTE:
Within the scope of this configuration manual the image of a specific edgeConnector Docker container
application as chosen by the user is shown by the string <edgeConnector>.

1. Install and Start Docker Desktop

e InlInternet browser, open https://www.docker.com/products/docker-desktop page

Bockar s updating and sxtending cur product subscriptiona. Ploass read o bica for mors Iniormation,

#dgck@r Products Devalopers Pricing Blog ADBUE us POMners Q signin m

Docker Desktop

Install Docker Desktop - the fastest way to containerize
applications.

¢ Download for Windows )

e  Press Download for Windows button
e Execute downloaded Docker Desktop Installer.exe file, if installation doesn’t start automatically

NOTE:
By default Docker Desktop requires the activation of the Windows Hypervisor Hyper-V (see next page).
As an alternative it is also possible to run Docker Desktop in the Windows Subsystem for Linux WSL-2
(available since Windows 10 2004). This can be installed by entering the command

wsl --install
in Windows Command-Line Interpreter or Windows PowerShell.
Here the Install required Windows components for WSL 2 option has to be activated during Docker
Desktop installation.
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®  Press Close button once installation has been completed successfully
e  Open Docker Desktop application from Windows start menu
 Coonec:your Docker sccount1a store and back up your images, collsborate with your team, sccest vulnerabday scanning and mane. &g
&3 Containers/ Apps
o G ﬂiil
Mo containers running
Try running a container: Copy and paste this command into your terminal and then come back
# Docke
> |
e Open Windows Control Panel/Programs/Programs and Features
[ )

Click Turn Windows features on and off link

Windows-Features - [m] X

Windows-Features aktivieren oder deaktivieren (2]
Verwenden Sie die Kontrollkéstchen, um die entsprechenden Features ein-

oder auszuschalten. Ein ausgefiilltes Kontrollkistchen bedeutet, dass ein
Feature nur teilweise aktiviert ist.

[J | Container

[] | Data Center Bridging
[J | Dienste fur NFS
[
O
[]

~

Druck- und Dokumentdienste

che TCPIP-Dienste (z. B. Echo, Daytime usw.)
higer Webkern fir Internetinformationsdienste

et Explorer 11
= [W | Internetinformationsdienste

[] | Legacykomponenten v
<

>

{ ok D Abbrechen

Activate Hyper-V checkbox, if not activated already
e  Press OK button
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2. Deploy and Run edgeConnector Applications

NOTE:
Besides in other repositories, edgeConnector Docker container applications are available for download at
Docker Hub. They can be found there using the following information:
e edgeConnector Siemens:

Image name: softingindustrial/edgeconnector-siemens

URL: https://hub.docker.com/r/softingindustrial/edgeconnector-siemens
e edgeConnector 840D:.

Image name: softingindustrial/edgeconnector-840d

URL: https://hub.docker.com/r/softingindustrial/edgeconnector-840d
e edgeConnector Modbus:

Image name: softingindustrial/edgeconnector-modbus

URL: https://hub.docker.com/r/softingindustrial/edgeconnector-modbus

e Open Windows Command-Line Interpreter or Windows PowerShell

e Enter
docker container run -p 443:443 -p 8099:8099 -p 4897:4897 --name edgeConnector
<edgeConnector image>
command

B C:\Windows\System32\cmd.exe - docker container run -p 443:443 -p 8099:8099 -p 4897:4897 - -name edgeConnector softingindustrial/edgeconnector-.. ~ — m] X

softingindustria
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e The given command is the default command for starting the edgeConnector Docker container
application.
If the latest image of this Docker container application is not available locally, it is downloaded
(“pulled”) from Docker Hub.

e The switch -p <External Host Port>:<Internal Docker Port> describes the mapping of an internal
port in the virtual Docker network to an external port in the local host network.
The mapping of the following internal ports of the Docker network is required:
e  Port 443 is required for https communication (secure local web services).
e  Port 8099 defines the local web service port.
e Port 4897 is used for OPC UA communication.
Some indications for an individual customization of the starting command by adapting the
command parameter -p can be found in later notes.

e The usage of the switch -- name <Docker application name> is optional.
It defines the container name to be shown in Docker Desktop and allows for an easy identification
of the <edgeConnector> Docker container application.

# Conmectyour Docker account 1a sore and back up yeur Images, collsbarste it yeur resm, sczeas wulnersbdiny scanning and mare. Sigr in

& containers / Apps Q o
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Configure edgeConnector Docker Container Application

In Internet browser, open http://localhost:8099/ page

NOTE:

The number 8099 in the URL reflects the local web service port in the host network as defined in the
docker container run command (see section 2.).

When using a different local web service port in the host network the URL needs to be adapted.

The login screen of the edgeConnector Docker container application is shown

Username
Password
< —)

For gaining administrator access rights enter admin in Username field and admin in Password field
The user interface of the time-limited edgeConnector Docker container application demo mode is
available for configuration purposes.

“soft i —
@ . e T R | o |

Information - Contact & Help

Information

eqrpria _
License Agreements

Support Addresses: Contact Softing Industrial Support

Softing Industrial Automation GmbH
Richard-Reitzner-Allee 6

85540 Haar/Germany
https://industrial.softing.com

Version

Address Spaces

Operation

Phone: +49 89 4 56 56-0
General Settings E-mail: info.automatien@softing.com

Navigate to General Settings/Licenses/License Server Configuration
dataFEED edgeConnector Siemens

soft -
0 . MEEE | s wneingioemo) m | weome oot (DD

General Settings Licenses ‘ License Server Configuration
Datapoint Reservation

Address Spaces Datapoints to reserve 100

0 i
PR Floating License Server
General Settings Enable Server @
Application Settings License Server {URL:port) —— ) :©

D User & Identity Management

Connectivity

<7 Licenses

Overview

License Server Configuration
[ systemLog
D Audit Log

Backup & Restore

Activate Enable Server Checkbox
Enter URL of floating license server and port number 6200 in License Server fields
Press Save button

Navigate to Operation/Status
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@iaﬁ . dataFEED edgeConnector Siemens

Address Spaces

Operation ( m B Stop Restart

Currently the system is: B running [DEMO]

Status

Support
System Log

Audit Log

General Settings

Press Stop button

Press Start button
The license as available in the floating license server is applied to the edgeConnector Docker container
application. As a result the string [DEMO] is not shown in the Status field any longer.

— ﬁ Status running W Welcome admin ! m

dataFEED edgeConnector Siemens

QM .
s lzm,lsmcu"nﬂﬁuns

SR SRR/ Coem i = o’ ﬁ
W marT Name 4| |P address Status Enabled

MQTT Cannections
MQTT Publisher
MGQTT Subscriber

N7 OPCUA

<7 OPC UA Server Application Settings
OPC UA Server Endpeints

~7 PLC

Siemens $7 1200/1500

Siemens S7 300/400

Address Spaces

Operation

No data to display

The edgeConnector Docker container application is available for configuration by navigating to the
appropriate menu items in the Connectivity and Address Spaces sections.

Navigate to Connectivity/OPC UA Server Application Settings/OPC UA Server Endpoints
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soft -
m OPCUA ‘ OPC UA Server Application Settings ‘ OPC UA Server Endpoints Default

Connectivity SIS Application Certificates  IP Access Filter  Access Protection  Advanced Settings

P marr
Endpoint Name Default

<7 OPCUA
Enabled

=7 OPC UA Server Application Settings
® ~
OPC UA Server Endpoints OPC UA Endpoint Protocol ® Tcp L) HTTPS
<7 PLC OPC UA Endpoint Hostname localhost
Sleimenz 57120044500, OPC UA Endpint Port 4897
Siemens $7 300/400

OPC UA Endpoint Suffix Softing/dataFEED/Server

Address Spaces
Endpoint URL &oF< top://localhost: 4887 /Softing /dataFEED/Server =)

Operation
Authentication Settings Anonymous Username & Password Certificate

General Settings Meassage Security Mode None Sign Sign And Encrypt
Security Policy None Basic128Rsal5 Basic256 Basic2565ha256 Aes128_Sha256 RsaCaep B4 Aes256_Sha256_RsaPss
Max Number of Concurrent Connections 105
Access Rights Browse Read Write Subscribe Method

Endpoint Description Default endpoint

“

Enter port number in OPC UA Endpoint Port field

NOTES:

e  The default port number in the OPC UA Endpoint Port field as set by the edgeConnector Docker
container application is 4897. This port number is intended to be used for communication with a
first OPC UA Server endpoint.

If further OPC UA Server endpoints are configured by the edgeConnector Docker container
application different port numbers have to be used. Thus, the edgeConnector Docker container
application adapts the default setting of the OPC UA Endpoint Port field for further OPC UA Server
endpoints.

e Allindividual port numbers defined in the OPC UA Endpoint Port fields for the various OPC UA
Server endpoints configured by the edgeConnector Docker container application have to match
the ports defined for the OPC UA communication of the internal Docker network using the -p
switch in the docker container run command (see section 2.).

Example:

If the ports 4897 and 4898 should be used as OPC UA endpoint ports by the edgeConnector
Docker container application, the according docker container run command has to include the
switch -p <external OPC UA communication port 1>:4897 and -p <external OPC UA communication
port 2>:4898.

Copy Endpoint URL field for use in OPC UA Client application

NOTE:
The Endpoint URL field itself cannot be edited. Rather, it is composed of the entries in the previous
fields and, in particular, contains the port number defined in the OPC UA Endpoint Port field.
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4. Access edgeConnector Docker Container Application Data Using OPC UA

NOTE:

The free-of-charge Softing OPC UA Demo Client is used in following as an example for an OPC UA Client
application.

e  Open OPC UA Client

Session Connect n

3 Local Servers Session Properties
» [ Network Servers
+ [ Remote Session Name: edgeConnector ‘
v P Manual

R E] Recent ~) Endpaint Infoermation ;

Endpoint Url: C ) ‘

Security Mode:

None v
Security Policy: Tore "
Message Encoding: | Binary v

~) Authentication Settings
User Identity: [ v
User Name:

Password:

~} Advanced Endpoint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Profile Uri:

Server Capabilities:

] Validate Connection oK ‘
e  Enter OPC UA Server endpoint URL as copied from edgeConnector Docker container application in
Endpoint Url field

@ dataFEED OPC UA Client - <Project names * - [m] *

File View Settings Help

GEE HO0OBEAHE BEE Softin

Project ~ 1 X| Configuration Browse| Data Access | - X

HEEENE R HE  BEE

X) OrderNumber

X) SoftwareRevision

X) ConfigurationChangeCounter
DataBlocks

b g DB Test

+ @ DB Flat

» @ DB_opt

- [apocs
v |E]  Show Properties

3 E Rebrowse Node

»
v (X Timer_40ms
v (X Timer_50ms
» (X Timer_100ms
¥ (X Timer_500ms
3

3

3

X Timer_1s
X Timer_5s

X Room_Temperature

Configuration Browse 3:DB_5

e Select individual data items for OPC UA data exchange

e In edgeConnector Docker container application navigate to General Settings/Licenses/Overview
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Eioembnn General Settings Overview

License Server Information

Address Spaces Product

dataFEED edgeConnector edgeData

100
Operation a

Application Settings

[> User & Identity Management
<7 Llicenses

Overview

License Server Configuration
D System Log
D Audit Log

Backup & Restore

Datapoint

-EE Status running B Wealcome admin | m

Options Total | Used

:6200 2.0 LRA-XX-142100 Datapoint=100 15 1

Server Slots

100 500 100

The number of data items remaining in the current edgeConnector Docker container application

license is shown.
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5. Running Multiple edgeConnector Docker Container Applications in Parallel

It is possible to run multiple edgeConnector Docker container applications in parallel. Here, several
docker container run commands have to be executed in Windows Command-Line Interpreter or Windows
PowerShell.

Example:

Enter the Windows Command-Line Interpreter respectively Windows PowerShell commands
docker container run -p 443:443 -p 8099:8099 -p 4897:4897 --name edgeConnector <edgeConnector
image>

and
docker container run -p 1443:443 -p 8100:8099 -p 4898:4898 --name edgeConnector2 <edgeConnector
image>

to start two edgeConnector Docker container applications in parallel.

e dockar m & % O

# Connect your Docker accaunt o s and back up yaur images. collsborate with yaur tmam access vulnerabiisy scansing and more. Sig

&3 Containers / Apps Q,

= edgeConnecton? sofingndus

NOTES:

e  When running multiple edgeConnector Docker container applications in parallel the port 443 as used
for https communication in the virtual Docker network has to be mapped to different external ports in
the local host network.

e  When running multiple edgeConnector Docker container applications in parallel the port 8099 as used
for web service communication in the virtual Docker network has to be mapped to different external
ports in the local host network.

e |tis essential that the individual OPC UA communcation ports defined in the various docker container
run commands match the ports of the invidual OPC UA Server endpoints as configured by the
edgeConnector Docker container applications.
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