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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

1. Preliminary Remarks

This configuration guide provides a step-by-step guide for setting up a condition monitoring solution for
SIMATIC 57 controllers. It includes a Softing Industrial gateway product as well as the Paessler PRTG Network

Monitor product.

The overall architecture is shown in the following diagram.

Internet

Firewall

Paessler
IT Network .
- - PRTG Network Monitor
Firewall
OPC UA (Secure)
A N ‘ Softing
utomation Networ! Gateway

Proprietary (Unsecure)
Protocol

SIMATIC SIMATIC SIMATIC
| | $7-300/400/ I | $7-300/400/ | ‘ $7-300/400/
1200/1500 1200/1500 1200/1500

Production Assets

Figure:
Condition Monitoring Solution Architecture

Here the data integration is performed by the Softing gateway: It accesses the production data as collected
by the SIMATIC S7 controllers via a proprietary and unsecure protocol and provides an OPC UA interface for
a simple and secure exchange of this data. The OPC UA sensors of PRTG are especially targeted to industrial
environments and allow to implement an lloT (Industrial Internet of Things) condition monitoring applica-

tion by reading controller data via the Softing gateway.

The presented scenarios describe the individual configuration steps necessary to set up PRTG condition
monitoring for the Softing gateway products uaGate SI, dataFEED OPC Suite or edgeConnector Siemens.
The resulting application will allow to monitor the value of the data item DB_5.Timer_10ms, the gateway as

well as the controller status and the controller certificate.
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NOTE:

The described condition monitoring solution requires:

e One SIMATIC S7 controller

e Availability of Softing hardware or software gateway

e  PRTG Network Monitor installation

e |n addition the free-of-charge dataFEED OPC UA Demo Client product is used to provide the required

information for accessing individual gateway data items.

NOTE:
Additional information regarding the used Softing gateways can be found at the according product web
pages.
e uaGate SI: https://industrial.softing.com/products/gateways/gateways-for-

access-of-controller-data/uagate-si.html
o dataFEED OPC UA Suite Extended: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-extended.html

e dataFEED OPC UA Suite Base: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-base.html

e edgeConnector Siemens: https://industrial.softing.com/products/docker/edgeconnector-

siemens.html

NOTE:
All showcased Softing products (as well as further OPC UA compatible Softing products) can be integrated in
the PRTG monitoring application. PRTG allows managing entire factory floors or sites with a higher number

of OPC UA Servers (whether hardware gateway, software or container application).
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2. Setting Up SIMATIC S7 Condition Monitoring Using uaGate S/

uaGate Sl is a Softing hardware gateway, providing access to Siemens SIMATIC S7 300/400/1200/1500
controllers. It enables integration of this data via the OPC UA and MQTT standards. Physically separated
Ethernet interfaces bundled with individual configuration rights for the automation and IT networks protect

against unauthorized access.

2.1 Configure uaGate Sl for Accessing SIMATIC S7 Data

e Ensure that the SIMATIC S7 controller is running and that uaGate Sl is properly installed with its
MACHINE and IT networks connected

e Start uaGate SI configuration by entering its IP address in the connected Internet browser
e Enter username and password

NOTE:

The default username is administrator, the default password is administrator.
e Navigate to Machine Settings/PLC Connection

SFEED uaGate §I Help

formation - Marhire Settings FLC Connex tion 0

PLC Connection

Machine Settings

PLC Ty

QS mars 57-2 (5712001500 D Add ) Modify | Dekeis

Waghine Rietvach
FLE Connection

Syrbol View

e Select appropriate PLC Type

e Press Add button
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aptimize!

| softiig

datafiiD uabate SI Help

Information * Machine Settings Slemens Sattings 0

IT Settings -
Machine Access

Maching Settings =
Connection Name

Mhaching Metwork

PLE Conmeciion 1Pwd Address 10 30 239 158

Syl View

Service Settings - @ PLE Conmection

RS

e Enter unique Connection Name

e Enter IPv4 Address of SIMATIC S7
e Press Save button
e Press green Pending settings button at bottom left to apply all settings

NOTE:
uaGate Sl only supports connecting one SIMATIC S7 controller.

2.2 Configure PRTG for Accessing uaGate SI Data
e Start PRTG, select Devices menu item and select a device group

NOTE:

See Paessler website https://www.paessler.com/support/how-to/device-tree for more information

regarding setting up a device tree.

" Windows.

= clients

Virtuelle Systeme

T vMware

3 VMW Hosts
poyrosmm

VMware vGenler-Server

Click Add Device link
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Add Device to Group Server x

Add a New Device

d IP address, options for suso-discovery. and credential serings for Windows, Linux, VNWAre/ Xengerse
wors, i necessary

PATG Manual: Add a Device

Device Name and Address

Darvice Naama
1B Version

@Pea
OIPes

1Fwa Addiess/ NS Name

——

Tags
(]

Dévice: bom

@= 0HE OH o OO OE 08 OE Oo% 08
Ood O OoF 0B 0D OF 0= O& O8 08
o o o® o2 osf O 08 0O o2 o8
OoEH O&E O o= 0d O~ & 0Q 0a O
o® 03 O0- 08 O= OH o= OC O08 OO
D= 0= O8 o= O~ O O= OB pm (=

o o+ o o= 0o- OB O- OO o& OH

e Enter Device Name
e Enter IPv4 Address of uaGate S|

e Press OK button

0 & windows

B & clients

& Seiver

e Click on name of added device

¢ In uaGate SI configuration, navigate to IT Settings/OPC UA Sensor

GP'EEft datSFEED uaGate U Help
Infarmation - IT Settings OPC UA Server r:)
IT Sattings -

g OFC UA Server
IT Network Confgurstion
Endpoint URI ope-teps/ND-uagateDOCR.ia- devsofting cami4840

*MGTT Carhguratiar
e Endpoint URI opeepefr10qQE38.117:4840

Machine Settings: -
Endpoint URI ope.tepy//[fd00:42:2001:db8:206:7 1H:fe33:cb]:4840
Sefvice SETtngs -
Port 2540
Sawe

e Copy IPv4 adress and port number
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e In PRTG, select Settings menu item and scroll down to Credentials for OPC UA section

Aihanitization Mathad (@) Anoaymous (defau)

e Make sure the inherit from switch is deactivated

e Enter port number from uaGate SI configuration in Port field

e Enter IPv4 address from uaGate SI configuration in Server Path field
e Press Save button

e Select Overview menu item for added device

Device SIMATIC 57 (Via uaGate SI)P ***¢

M overview 2dos Sodips  meadsys o alar B systom information Mg & settiogs

. 2 888 £6N LD GALNGES hars, Hledte changs tha prioety of oe o mare sensare 1o, ki ket

Pos = Sensor Status.  Message Graph Priority o

Press Add Sensor button

eare

Matching Sensor Types

e Enter opcin Search field

NOTE:

PRTG supports three types of OPC UA sensors:

e OPC UA Custom for monitoring the numeric value of data items via the OPC UA protocol

e OPC UA Server Status for monitoring the status and diagnostic information of an OPC UA Server
e OPC UA Certification for monitoring the certification of an OPC UA Server

NOTE:
In following this configuration guide describes the selection and usage of all three types of PRTG OPC

UA sensors for working with the uaGate SI gateway.
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ndition Montoring with SIMATIC S7 Controllers

2.2.1 Monitor Data Item Value i

n PRTG

e In PRTG, select OPC UA Custom sensor

* In uaGate Sl configuration, navigate to Machine Settings/Symbol View

st

Information ¥ Machine Sertings Symbal View
IT Sattings
Address Space Froperties
Maching Settings -
A = ND-vagate0OCE Node Id
Shachine Metwork - i Objects
PLE Canntetian b Server Made Class
Wiew = At
A, Sraem Browsa Name
. : 571
Service Sottings =
o Ioputs Display Name
o Outputs
@ Counters Descrigtion
=l Timwers
o Memony Data Type
X Oveerumber
Access Level
¥ SoftwareRevision
¥ ConfigurationChangeCounter
o DataBlocks
o DB_Test
« DB_Flat
= DB_opt
+—lm DB S

X Timer_30me
X Timer_40ms
X Timer_S0ms
X Timer_100ms
X Timer_500ms
X Timer_1z

X Timer_S5z

X Room_Temperatune -

e Select DB_5.Timer_10ms in Adress Space tree view

e Copy Node Id in Properties area

datsPFEEDuaCate U

Variable

2:Timer_10meg

Timer_10ms

Ulnti6

Read Write
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e Continue in PRTG

Add Sensor to Device SIMATIC 57 (Via uaGate 51) (10.30.238.117]

(Step 2 of 2)

¢ Cancel

Basic Sensor Setlings

Sensor Nama

Parent Tags

fags

OPC UA Specific

Senaer Message Hode ID

Channel #1 Maming Methad

Channel #1 unit

Channal #1 Mode ID

Channed &2

Channel 73

‘Channed #4

Channel 85

Scanning Interval

| & e——

SIMATIC 57 Data Hem

oprua K opeuscuctom X &

[Heie 4y

(@) Ure suiomatic naming (defautt)
(D Entet custom name

This fieid h;

@ Disabe (delaulty
O Ensdle
@) Diastla (defaulty
O Ensble
(@) Désatle (default)
() Ensble

(@) Disable (defaulty
O Enable

=D

e Enter node ID from uaGate SI configuration in Channel #1 Node Id field

e Press Create button

e Click added sensor

v Sensor SIMATIC 7 Data [tem ™ #¥wir®

oK
¥ Ovariew s Dt 2 daye 30 daye 385 days
Timer_10ms
0 51611
51 611
Channel = ] Last MiniTm
Value
Downteme 4
Timer 10m3 1 5181 15725
Similar Sensors
Sirnilarity Channel

The value of the DB_5.Timer_10ms data item is shown in the PRTG dashboard.

s pugtons Data

51611

Simdlar Channel

™ isg

@ senings

B motfication Triggers

We feel like there is a right
license waiting just for you,

CONTINUE PRTG JOURNEY

© Commants.

Lkt Bcaii 834
Lastup 854

Last Down

Uptime: 100,0000%
Downtine: 0,0000%
Coverage 100%
Eevior Type

Performances impact [}
Dependancy Parent
Interval 0
Auvisnomeus He

I #2097

won | Live Graph, 2 hours.

OPC UA Custom (NEW)

@

cim|

anl g

oml
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2.2.2 Monitor SIMATIC S7 Controller Status in PRTG

NOTE:

Acessing the diagnostic information of an OPC UA Server requires the Objects/Server/ServerDiagnostics/
EnabledFlag node to be set to TRUE. This node is automatically set to FALSE after each start of the OPC UA
Server.

e In PRTG, select OPC UA Custom sensor

¢ In uaGate Sl configuration, navigate to IT Settings/OPC UA Sensor

zel :
bpl;‘haft.‘._'_ dataFEED vatate 31 Help
i
Infarmation >, 1T Sertings OPC UA Server O

T Settings -
OFC UA Server

T Netwnrs Configumtan

» Endpoint URI S tep:/ /N D-usgateDOCILEDdew: cofting. can; 4840

B MGTT Basker Conhigurtion

Endypoint LRI opctepy110.30.238.117:4840
Machine Settings -
Endpoint URI opc.tep:/f[fd00:42:1001:db8: 206: 7 1:fedd:ch].4840
Service Settings -
Port 4840
Sawe

e Copy Endpoint URI
e Start dataFEED OPC UA Demo Client

e Create a new session by double-clicking at Project root

Praject * # X Configuration Browse| Data Access | ~ X | Properties v X

EE | ‘H ‘
;

<[ Double Click to add n

Session Connect a

v [E] Local Servers Session Properties

» B Network Servers

b [ Remote Session Name: dataFEED OPC UA Client 1

» Manual Eniooint In
A, t it

+ T Recent ndpaint Information
Endpaint Utk O
Security Mode: - N
Security Policy: None "
Message Encoding: | Binary v

) Authentication Settings
User Identity: [ v
User Name:

Password:

) Advanced Endpoint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Profile Uri

Server Capabilities:

=

e Enter endpoint Url from uaGate SI configuration in Endpoint Url field
e Press Validate Connection button to validate that the connection to uaGate Sl is working

e Press OK button

© Copyright 2022 Softing Industrial Automation GmbH o
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e Expand Configuration Browse tree and select Objects/Server/ServerDiagnostics/EnabledFlag node

Project

 Data Access ' Configuration Browse|

= K4 00 [

dataFEED OPC UA Client 1 - opc.tcp//10.30.238.117:4840

MamespaceArray

! Servicelevel
Auditing

| ServerStatus

ServerCapabilities

ServerDiagnostics
B Updatelnterval

X; ServerDiagnosticsSummary
(X SubscriptionDiagnosticsArray
W@ SessionsDiagnosticsSummary
VendorServerlnfo

ServerRedundancy

SetSubscriptionDurable
} :i# RequestServerStateChange
b & _System
b [ s7-1
» [ Types

v @ Views

Neme Value
+ Node Id ns=0i=2204
Node Class Variable
+ Browse Name EnabledFlag
» Display Name *“iEnabledFlag
» Description *"ilf TRUE the diagnostics collection
Wite Mask None
User Write Mask None
Role i
User Role Permissions BadhodeidUnknown

Access

Neme Value
Value Rank Scalar
» Data Type i=1

Array Dimensions
Access Level CurrentRead, CurrentWrite

User Access Level CurrentRead, CurrentWrite

Minimum Sampling 0
Historizing False
Name Value Type
+ @ EnabledFlag True Boolean

Value

StatusCode

» StatusCode Goo

SourceTimestamp 30/06/202109:0 DateTime

ServerTimestamp 30/06/2021 095 DateTime

Reference Type Target
I Y PropertyType
I @ ServerDiagnostics

e Set value of Objects/Server/ServerDiagnostics/EnabledFlag node to TRUE

e Press Write button

e In Configuration Browse tree, select any interesting controller diagnostics information for monitoring,

e.g. Objects/Server/ServerDiagnostics/ServerDiagnosticSummary/ServerViewCount node

. Data Access *Configuration Browse|

EEL

jataFEED OPC UA Client 1 - opc.tepy//10.30.236.117:4840
~ i@ Objects
~ W Server

v B ServerArray

Properties
ServerViewCount
Name
» Node Id
Node Class Variable

+ 2 NamespaceArray » Browse Name ServerViewCount
4 ervicelevel » Display Name “ServerViewCount
- » Description e
+ (K ServerStatus )
v 8 ServerCapsbilies Write Mask None
+ @ SeverDiagnostics User Write Mask None
b+ 2 EnabledFlag Role i
¢ B Updatelnterval User Role Permissions BadNodeldUnknown
+ (X) ServerDiagnosticsSummary Biccess
» urrentSessionCount
» (X CumulstedSessionCount Nerhe Sl
b (X SecurityRejectedSessionCount b .
b (X RejectedSessionCount » Data Type i=7
+ (X) SessionTimeoutCount Array Dimensions
» (X) SessionAportCount Access Level CurrentRead
» (K PublishinglatervalCount oot il
+ (X) CurrentSubscriptionCount
+ (X) CumulatedSubscriptionCount Minimum Sampling o
v (X SecurityRejectedRequestsCount Historizing False
b ) Reecediequestcount Bww
v (X) SubscriptionDiagnosticsArray
» Wi SessionsDiagnosticsSummary
i VendorServerlnfo Jame Valtie Type
Serveritadundancy + @ ServerViewCount 0 Ulnt32
Namespaces Value 0 Ulnt32
GethanitoredHtems » StatusCode Good StatusCode
e L SeurceTimestamp 30/06/2021 10:0 DateTime
RequestServerStateChange -
ServerTimestamp 30/06/2021 100t DateTime
bl _System
e
b Tpe Reference Type Target
* i@ Views (53 Yy BaseDataVariableType
I+ (X ServerDiagnosticsSummary

e Copy Node Id
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e In PRTG, enter node ID from dataFEED OPC UA Demo Client configuration in Channel #1 Node Id field
e Press Create button

e (Click added sensor

+ Sensor SIMATIC 57 Status © *##e npeEo-
oK
™ Bvervidw 4 Lo D 2 days 30 days 388 days I Histans Data B ieg © settings B Katifaation Tigyis 2 Comménts B History
ServerViewCount

Need some help?

QUICK PRTG GUIDE

@ 1 Last Scar M 2
L LastUp s
Last Dot
Uptime: 100,0000%
Downtima 0,0000%
Channel = ('] Lasi Minkmum Maximum Coverage 100%
alae Seror Type: OPC UA Curtom (NEW)
Davmiteme -4 a Perfomance Impact (1]
Dependency. Pasent
SarvervisaCount ] 0 o o e Interval: 80
AUIORaMOUs Ho
L Lal)

Ee S
Similar Sensors e Live Graph, 2 hours

simiarity Ghanmel Samilar Chanmel

x
P
e
wn
%
na
1200
o f

The SIMATIC S7 controller status is shown in the PRTG dashboard.
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2.2.3 Monitor uaGate Sl Status in PRTG

e In PRTG, select OPC UA Status sensor

Add Sensor to Device SIMATIC 57 (Via uaGate SI) [10.30.238.117] (Step 2 0f 2)

£ Cancel

Basic Sensor Settings

Senser Name O uaCate & Setus
Parent Tags

Tags opeua X opcusserversiatus X earweretstus X 0

Privainy O e RS m“

Scanning Interval

€ racrrcns

Press Create button

Click added sensor

¥ Sensor uaGate S Status® *AEs npe c-
oK

) Gvorview = L Dota 2 days 30 days 358 days e Histanc Data B rog @ sontings B Hotffication Triggers D Comments 1 Histary
Borver Statis meyrted Braeits Ty Bapecied Brawen Cour e L
7 P {,‘ We feel like there is a right
LL o L s license waiting just for you.
‘Securny Rajerted Gession Co. Sevsin Absr Caur Sewsina Coumt
CONTINUG PRTG JOURNEY
‘ ’ : ; )
aas nei 1
h' Sasabon Thmsem Cowss: PUS—— re——
) ) 0 it .
Running aan 0n Tharm Latst U 49s
Last Boan:
uptima: 100, 0000%
Downdime: ,0000%
Channel = 13 Last Lust Mnirmam Mamimum Coverage ook
‘m‘"ﬂ'ﬂ Valus Sensar Type OPC LA Sarver Status (NEW)
umel  {speed) Performance Impact: |
Deperdency. Barent
Downtima 4 £ it tas
fejected Requesis G y ow o s ows o MBS, "o
10 =
Rejeciod Session Co_. ] oe 0w oars DS £
A . z W opum
Security Refected Re. [ o# 0w a#fs o/ L cas] Live Graph; 2 hours [
Security Rejected So & o 0w s omn £ - .
a5 w0 [e
Server Status o Aunning Running Funaing td pocud S z: i
- by
SELEON ADKE Count s or o®s Qe o/ L4 L I ot
) .
Sispaion Cour 7 EL ] zn . o 00 bl ot
g = PRI
Sersion Teneout Cou 4 o# nals LT D#/s o € & 8 § & % B % 2
£ £ & & & 3 3 3%
Subscriptian Count a oe oe ae - " 4
2 days ; o
Uptirg 1 1hasm Thédm Thag i » o o
i a ™
n &n faw
i

The uaGate SI status is shown in the PRTG dashboard.
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2.2.4 Monitor uaGate Sl Certification Information in PRTG

e In PRTG, select OPC UA Certificate sensor

Add Sensor to Device SIMATIC 57 (Via uaGarte SI) [10.30.238.117) (Step 2 of 2)

¢ Cancel

Basic Sensor Settings

Sensot Name usBale S Cortificate
Parent Tags

Tags opcus X opcuscertificsbe ¥ ceriificste X O
Prictity ek e m B

Scanning Interval

& necivem

e Press Create button

e (Click added sensor

+ Sensor uaGate SI Certificate™ ***=% 1= A
Cerricate Commen Hame GPG_UA_Server - Cenifmte Thumbprint. 21be 852014492 Tbe 3144508030020 d20e $5c
Y Overeow = L Data T duys 30 days 265 days . Higtaric Duta M Loy @ Sattings B rotfieation Triggan © commante B Histony
Days to Explratian Prblic way Langth B4 Gignad -
PR m Find out how to make the
=
FPv - most of your PRTG
experience.
MASTER YOUR TRIAL
Last Scan 5in -1
0 9
209 day(s) dayish vyt Last Up 535

Lawst v
Uptire T00,0000%
DowrTme: 2,0000%

Chanal = 0 Last Mirsinusn Meaximim Coverage: 100N

waluz: Sansce Type: OPC UA Cartificats (NEW)

Diyato Expiratian o 309 day. 09 dayle) 309 danyls) o Performance Impact I
Dependency Parent

Cowniime -+ o Inerval vas
At £ Ha

FPublic Key Langth 1 2048ba 2048 bit o048 bit o e
[ o

el Sagnesd 2 Yok You Yo o
J,:,I Live Graph, 2 hours by ‘T.:

The uaGate Sl certifation information is shown in the PRTG dashboard.
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3. Setting Up SIMATIC S7 Condition Monitoring Using dataFEED OPC Suite

dataFEED OPC Suite is Softing’s bestselling software gateway combining OPC data integration and loT cloud
connectivity in a single product. Via its integrated OPC UA Server including Store And Forward functionality
it provides a secure and reliable access to PLCs of all leading manufacturers, including Siemens SIMATIC S7
controllers. Besides an extensive OPC UA support dataFEED OPC Suite also provides the MQTT and REST
standards for implementing cloud or big data applications. It allows to perform powerful data preprocessing

and integrates the storage of production data in files or databases.

3.1 Configure dataFEED OPC Suite for Accessing SIMATIC S7 Data
e Ensure that the SIMATIC S7 controller is running and that dataFEED OPC Suite is properly installed
e Start dataFEED OPC Suite configurator

e Navigate to Data Source/Siemens
@ Configuration! - Softing dataFEED OPC Suite - Stopped - m| b4

Configuration  View Local Application  Help

§F B B P @ L (6]

New Open  Save Start  Stop Deutsch Siemens Help

mz FEED® Data Source - Siemens : ‘”\%

@ Data Source Controllers and Devices
Create and modify connections to controllers and devices.

! Siemens Name Type Address Parameters 'ﬁs;
E Rockwell
&
! Modbus @
i
..
-

i
! Mitsubishi
UA
BOPC oPC UA Server .
M OPC Server
A W
© Data Processing
@ Data Destination Em

& Settings

Data Source - Siemens.

e Press rﬁ (Add a new data source) button
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& Controller / Device Connection Wizard

Connection Settings

©On this wizard page the Connection Settings of the actual data source connection to a Siemens device are configured.
Connection: Siemens_1.

‘Connection Name

Specify the name of the actual connection. This name is also always the name of the ront node of the name space and must
therefore unique throughout the whole configuration.

Connection Settings

Spedify if the connection shall be active or shall be in simulation mode.

Connection Active:
Simulation: O

plication Protocol

Select the type of the protocol which shall be used at application layer.

(® Siemenss7
= e

(O Siemens 57-2 {only for SIMATIC 57-1200 and §7-1500)
‘Communication Settings () siemens S5 AP
Exte Settings () Netlink

() Send/Receive

e Enter unique connection name in Conenction name field
e Select Application Protocol to be used for accessing SIMATIC 57

e Press Next > button

@ Controller / Device Connection Wizard

Communication Settings

On this wizard page the parameters for the current data source connection are configured.
Connection: Siemens_1 - Protocol: Siemens 57-2.

Communication Settings

Specify the address of the current TCR/IP connection.
The address can be spedfied as an IP address V4, V6 or a hostname.
Use the Modify button for more advanced configuration options.

Destination Addresqumlhusu )

Address format:  |Valid HostName detected.
Protocol: ‘TCP
) Port: [102
Connection Settings
—dl ‘Connection Test
‘Communication
Settings
Use the button on the right side in order to test the connectivity to the corresponding external server.

Extended & Filter
Settings
Address Space Definition

cack | [Chiext> ¥ Cancel | Help

e Enter SIMATIC S7 IP address in Destination Address field
e Press V (Execute connection test) button

® Press Next > button upon successful connection test
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@ Controller / Device Connection Wizard

Extended Settings & Filter

On this wizard page the extended and the filter settings of the actual data source can be configured.

Connection: Siemens_1 - Protocol: Siemens 57-2

Filter Definition

Enable or disable the filter functionality for the actual data source.

Allitems will be dynamically retrieved from the PLC and will be completely available in the namespace of the local appiication.
@ !Disable Filter}

Only filtered items from the PLC will be available in the namespace of the local application. You can specify the corresponding filter
items on the next wizard page.

() Enable Filter
Connection Settings

Extended Settings
AR Resolve arrays in addition.
Extended & Filter
Settings

“Bak | [ mext= |

Press Finish button

Navigate to Data Destination/OPC UA Client

& Configuration - Softing dataFEED OPC Suite® - Stopped

= [m] X
Conﬁgurat\on ppl\cat\on Help
New Open Slup Deutsch OPC UA Client Help
FEED® inati i ‘
Data Destination - OPC UA Client= UA
& Data Source
© Data Processing
= OPC UA Clients can connect to the local application by using the following identities.
4@ Data Destination Server Endpaint: opc.tep:/) /Softing_dataFEED_OPC_Suite_Configuration1 Configure
"
- Hore &
m&“‘ OPC UA Client Application Certificates: | Own: Softing_dataFEED_OPC_Suite_UA_Server_Configurationi | Valid untik 26.01.20: | Configure
Endpaint Security: Security mode:  None Security policy: Hone Canfigure
- Users
EOPC orc Client
T Username User Identity Walid Untl Active 1 w
Anonymous AnonymousPolicy
Tunnel Client rt'}
@ MQTT Broker ﬁ
@ Siemens MindSpher [] Activate OPC UA Store & Forward Server Endpoint
@ crc uA store & Forward Clients can connect to the local application by using the following identities.
Server Endpoint: [E1D1060SUGD:5980/Softing_dataFEED_OPC_Suite_Configuration1_StoreAndForward Configure
SQL Database
More ¥
s o Global Settings
RECT Carwvar
< > Use unigue namespace Use reduced namespace URTs Global Settings
& Settings

Data Destination - OPC UA Client.

e Enable Activate OPC UA Server Endpoint checkbox
k=
e Press sawe (Save) button to store dataFEED OPC Suite configuration

e Press S:rt (Start) button to start dataFEED OPC Suite
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3.2 Configure PRTG for Accessing dataFEED OPC Suite Data
e Start PRTG, select Devices menu item and select a device group

NOTE:

See Paessler website https://www.paessler.com/support/how-to/device-tree for more information

regarding setting up a device tree.

& Windews.

=" clients

Virtuselle Systema
 Viware
sl VMW HOSTS

o3 S,

" VMwaie wGenler-Sevrer

e Click Add Device link

Add Device to Group Server x

Add a

lor BUto-Ckpeowaty, B craantial Sentings for Windows, Linu, VMwana/XenSenver,

FRTG WManual: Add a Device

Device Name and Address

Daniie Nt

I Vergion
(Ot
O

1PV Address/ OMS Name

-]

Darvice beon

@=m Okl OB o oBb O OB QL o® O8&8
od o o ob ob oF om o# 08 =]
Qi o8 o8 o= Onl O OB O Qo8 ORH
OH OHE © c= O8 O= O# 0Q Q04 O
o® o= o~ OoF O- 0B o= QC 08 ol
Qi Q= 2 o= 0O~ 0% o= O® O o=
Q- 0¥ O cd o— OB o¢ 00— O0- OO
onf o pf O= O~ OB O— OQ OF 0%
o= 0§ O0o— 0P OB OB O OWm Oow

e Enter Device Name

e Enter IPv4 Address of host computer running dataFEED OPC Suite
e Press OK button

e Click on name of added device

[ ]

Select Settings menu item and scroll down to Credentials for OPC UA section
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Credentials far OPC UA ﬂ =
L) et 2o

Pt

Server Path

Sacurity Mode () Mosne {eler sl

() sign & Encrypt
Ruthentication Method (8) Anonymous {defeult

(D) UsernamerPasswond

e Make sure the inherit from switch is deactivated

e Enter port number assigned by dataFEED OPC Suite in Port field
(see generated server endpoint at Data Destination/OPC UA Client page)

NOTE:
The default dataFEED OPC Suite port number is 4980.

e Enter IP address of host computer running dataFEED OPC Suite in Server Path field
* Press Save button

e Select Overview menu item for added device

Device SIMATIC 57 (Via dataFEED OPC Suite)® *#4%%

) Ovsrviaw 2 days a0 days 385 dwys A aarme 0 Gysem infarmation 8 Lag © Saming:

. To e senscr gauges here. please change the priority of one or more sensors o IORRTY Jdririrsol

Pos Sonsor Blatus  Message dragh Prioiity a

e Press Add Sensor button

Matching Sensor Types

e Enter opcin Search field

NOTE:

PRTG supports three types of OPC UA sensors:

e OPC UA Custom for monitoring the numeric value of data items via the OPC UA protocol

e OPC UA Server Status for monitoring the status and diagnostic information of an OPC UA Server
e OPC UA Certification for monitoring the certification of an OPC UA Server

NOTE:
In following this configuration guide describes the selection and usage of all three types of PRTG OPC
UA sensors for working with dataFEED OPC Suite.
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e In dataFEED OPC Suite configurator, navigate to Data Destination/OPC UA Client

&% Configuration] - Softing dataFEED OPC Suite - Running (Demo Mode) - [u] X
Configuration View Local Application Help

F B B P @ =

New Open  Save Restart  Stop Deutsch OPC UA Client Help
e XJFEED? UA

& Data Source OPC UA Server

= Activate OPC UA Server Endpoint

© Data Processing
— OPC UA Clients can connect to the local application by using the

@ Data Destination Server Endpoint:

2

Application Certificates: | Own: Softing_dataFEED_OPC_Suite_UA_Server_Configuration1 | Valid untik 26.01.20] | Configure

— " [Softing_dataFEED_OPC_Suite_Configuration Configure

e
EOPC oPc UA Client
UA

Endpoint Security: Security mode: None | Security policy: None Configure
Users

e
EOPC oPc Client

Username User Identity Valid Until Active l ?

Anonymous AnonymousPalicy

Tunnel Client r
2] b
@ MQTT Broker ﬁ

@ Siemens MindSpher [ Activate OPC UA Store & Forward Server Endpoint

o OPC UA Store & Forward Clients can connect to the local application by using the following identities.

Server Endpoint: E1D10605UG0:5980/Softing_dataFEED_OPC_Suite_Configurationl_StoreAndForward Configure
SQL Database
More ¥
__ e Global Settings
REST Caruar ~
& 2 Use unigue namespace [ Use reduced namespace URIs Global Settings|
@ Settings

Data Destination - OPC UA Client.

e Copy Server Endpoint
e Start dataFEED OPC UA Demo Client

e Create a new session by double-clicking at Project root

Project ~ ¥ x| Configuration Browse| Data Access | ~ X | properties v x

YTV |

<Ed Double Click to add Sessian.

Session Connect [ <]

v [B] Local Servers Session Properties

» B8 Network Servers

» [ Remote Session Name: dataFEED OPC UA Client 1

» ] Manual ench o
& it i

+ 7 Recent ndpoint Information
Endpoint Url:
Security Mode: o "
Security Policy: None "
Message Encoding: | Binary v

) Authentication Settings
User Identity: [ v
User Name:

Password:

) Advanced Endpaint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Profile Uri:

Server Capabilities:

e Enter endpoint Url from dataFEED OPC Suite configurator in Endpoint Url field

e Press Validate Connection button to validate that the connection to dataFEED OPC Suite is working

e Press OK button
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3.2.1 Monitor Data Item Value in PRTG

e In PRTG, select OPC UA Custom sensor

e In dataFEED OPC UA Demo Client, expand Configuration Browse tree and select DB_5.Timer_10ms

@ dataFEED OPC UA Client - <Project name> *

- o X
File View Settings Help
— ™ T e
=fid fa L2] Eod B softiin:
Project ~ ® %| Configuration Browse| Data Access | ~ X | Properties v i x
=3 Timer_10ms
EEEEDD o2 1] - =
 dalaFEED OPC Un it 1 -opcic0 | IO Ty
N Name Velue
~ [ Objects
. » Nod, w s_1.DataBlocks. DB_S
v W Server
» fim System MNode Class Vaniable
~ i@ Siemens_1 » Browse Name 3Timer_10ms
b [ Inputs » Display Name enTimer_10ms
* = Outputs + Description
¢ [m Counters
Wite Mask 0
» (= Timers
Vi Memory User Write Mask 0
- 8 Dotiots
» [ DB Test Name Value
» i@ DB Flat Value Rank Scalar
b [ DB_opt » Data Type Ulnt16
- [ DBS .
s Array Dimensions
v (X) Timer_20ms Aceess Level 3
» (X Timer_30ms User Access Level 3
v (X) Timer 40ms Minimum Sampling 0
* (X Timer 50ms Historizing False
X Tmer o0 BVewe
+ (X) Timer_500ms
b K Timerts
¥ (X) Timer_5s Name Value Type
» (X) Room_Temperature ~+ @ Timer_10ms 21697 Uint16
» (X sawtootn v Value 21607 Uint16
< > » StatusCode Good StatusCade v

Configuration Browse

3Timer_10ms

e Copy Node Id in Properties area
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e Continue in PRTG

Add Sansor 1o Device SIMATIC 57 (Via dataFEED OPC Suite) [10.20.240.52]

{Step 2 of 2)

4 Cancel

Basic Sensor Settings

Semsor Name

Parent Tags

Tage

Piiority

OPC UA Speclfic

Survsur Message Node B0

Channall 21 Naming Method

Chaniil 1 Unit

channal =1 Node 10

Channel 52

Ghannel 83

Channal #4

Channel 85

Scanning Interval

) ceeetons

SIMATIC S7 Data fen

opcun X opouscisiom X @

e i OO

(W) Usa suiomatic naming (detault)

() Enter custom name:

—

@mmhh-md.m\r)
) Enabie
(®) Gisabile (default)
() Enabie
(@) Disabie [default)

O Enable

(®) Disabie (defauft)

() Enabie

e Enter node ID from dataFEED OPC UA Demo Client in Channel #1 Node Id field

e Press Create button

e Click added sensor

¥ Sensor SIMATIC 57 Data [rem ™ *#e

(1%
¥ Owmrview W Live Darls

Timar_10ms

15,007

Channel = L1

Dewmiime -

Firrer_10rrs 1

Similar Sensors

Similadiy

2 days 20 days 288 days
56605
Last Minimum
Wl
19097 a8
channel

i Historie Data

Maximum

86 605

Similar Channel

o Ly

O seitngs

& Noticaton Tiggers D

We feel like there is a right
license waiting just for you.

GONTINUE PRTG JOURNEY

Last Scan e
Lastup e

Last Down

Uptime 100,0000%

Downzma: nooma

Cowerage: 100%

Senzor Type: OPC UA Custom (REW)
Performance impact I

Dependency Parent

e ae

Audonomous: No

o 71

o4 Live Graph, 2 hours
o0

The value of the DB_5.Timer_10ms data item is shown in the PRTG dashboard.
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3.2.2 Monitor SIMATIC S7 Controller Status in PRTG

NOTE:

Acessing the diagnostic information of an OPC UA Server requires the Objects/Server/ServerDiagnostics/

EnabledFlag node to be set to TRUE. This node is automatically set to FALSE after each start of the OPC UA
Server.

e In PRTG, select OPC UA Custom sensor

e In dataFEED OPC UA Demo Client, select Objects/Server/ServerDiagnostics/EnabledFlag node in
Configuration Browse tree

Project v x Data Access ' Configuration Browse| ~ % | Properties v B x
| EnabledFl
HEENER HE BEE. ‘ 29 c
CECDIDIL AV CIARELEE VA EEANELEY |||, "= dataFEED OPC UA Client 1 - opc.tepy//10.30.238.117:4840 .
| Name Value
- [@ Objects |
5 + Node Id ns=0i=2204
~ W Server
v B Serverhiray Node Class Variable
» B NamespaceArray » Browse Name EnabledFlag
B senvicelevel + Display Name “ErabledFlag
=
¥, . Auditing + Description =i TRUE the diagnastics callection
b (X) ServerStatus Wkiee N
its
b i@ ServerCapabilities T ons
~ W# ServerDiagnostics User Write Mask Mone
Bl = cnabiedFiag Role Permissi
» Bl Updatelnterval User Rale Permissions BadhedeldUnknown
» X! ServerDisgnosticsSummary e
» (X! SubscriptionDiagnosticsArray c -
» & SessionsDiagnasticsSummary ‘mxmw -
} 4 VendorServerlnfo s Al
b W@ ServerRedundancy Value:Rank Scalar
» & Namespaces » Data Type i=1
¥ =48 GetMonitoreditems Array Dimensians
} 4@ SetSubscriptionDurable Access Level CurrentRead, CurrentWrite
b s RequestServerStateChs
it A e 4 User Access Level CurrentRead, Currentiirite
b System
s By Minimum Sampling 0
¥ Types Historizing False
» i Views -~
Name Value Type
|+ @ EnabledFlag True Boolean
e =]
» StatusCode Goos StstusCode
SourceTimestamp 30/06/2021 090 DateTime
ServerTimestamp 30/06/202109:5 DateTime
T~Trere =
Reference Type Target
I ¥ PropertyType
[ W# ServerDiagnostics

e Set value of Objects/Server/ServerDiagnostics/EnabledFlag node to TRUE

e Press Write button

e In Configuration Browse tree, select any interesting controller diagnostics information for monitoring,

e.g. Objects/Server/ServerDiagnostics/ServerDiagnosticSummary/ServerViewCount node
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. Data Access ‘Configuration Browse|

(O] v+

~ = dataFEED OPC UA Client 1 - opc.tep://10.30.238.117:4840

i Mame Value
~ [ Objects
il » Node Id
B Serverhrray Mode Class Variable

2 Namespacerray b Browse Name ServerViewCount
E Servicelevel

»
3
3
+ B Auditing
»
»

» Display Name " ServerViewCount
» Description
erverStatus )
B s Write Mask None
~ §# ServerDiagnostics User Write Mask None
b+ 2 EnabledFlag Rale issi
¥ Updatelnterval User Role Permissions BadNodeldUnknown
o W e iyttt Access Restrictions BadNodeldUnknown
unt I il s i
b (X CurrentSessionCount EVarisbleAttributes
+ (X) CumuiatedSessionCount Narie Yl
+ (X) SecurityRejectedSessionCount il el
b (X RejectedSessionCount » Data Type i=7
» (X SessionTimeoutCount Array Dimensions
» (X SessienbertCount Access Level CurrentRead
¢ Pineehnglnteoaicon e Avccess vl CorertResid
b (X CurrentSubscriptionCount
+ (X) CumulatedSubscriptionCount Minimum Sampling °
b (X) SecurityRejectedRequestsCount Historizing False

b (X RejectedRequestsCount
» (X) SubscriptionDiagnosticsArray
» W SessionsDiagnosticsSummary

b & VendorServerinfo Narpe Valoe Type
b @ Serverfiedundancy + @ ServerViewCount 0 Ulnt32
b @ Namespaces Value 0 Uint32
* ethonitoreditems » StatusCode Good StatusCode
1 S oheep oot SourceTimestamp 30/06/2021 10:0 DateTime
b s RequestServerStateChange _ )
. SenverTimestamp 30/06/2021 10:0 DateTime
vl _System
v sT-1 B N R~ ->=-z L
b Types Reference Type Torget
b @ Views I ¥y BaseDataVariableType
M (X ServerDiagnosticsSummary

e Copy Node Id
¢ In PRTG, enter node ID from dataFEED OPC UA Demo Client configuration in Channel #1 Node Id field
e Press Create button

e (Click added sensor

Sensor SIMATIC 57 Status & #iwee REc
oK
™ Bvervidw 4 Lo D 2 days 30 days 388 days I Histans Data B ieg © settings B Katifaation Tigyis 2 Comménts B History
ServerViewCout
Need some help?
i ; Last Scan M 2
[ Last Up: 45
Lanst Down:
Uptime 100.0000%
Downtime B,0000%
Channal = 1] Last Minkmum Maximum Coversge: 100%
Wikt Sanpor Typa: OPC UA Curtom (NEW)
Davwntime @£ a Perforrnance Impact (1]
Dependency. Parent
Saeverviswlount ] 0 o o 2 Infercal 60
ALTONAMOUS. Mo
o mm
8 S
Similar Sensors Live Graph, 2 hours
simiarity Ghanmel similar Ghannel
T
-
1 3

T

The SIMATIC S7 controller status is shown in the PRTG dashboard.

£

T

R
EL]
[
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3.2.3 Monitor dataFEED OPC Suite Status in PRTG

e In PRTG, select OPC UA Status sensor

Add Sensar o Device SIMATIC 57 (Via dataFEED OPC Suite) [10.20.240.52] (Step 2 of 2)

% Cancel

Basic Sensor Settings
Sermor Nome ' datslEED OPG: Suite S81us
Parent Tags

g Y pew ¥ epcmsenerslaius ¥ serverstoha X @

Pty ¢ RERED m.v-,

Scanning Interval

€ oo

e Press Create button

e (Click added sensor

v Sensor dataFEED OPC Sulte Status ™ *4#*# NRE oS-
oK
™ gvardew 4 Live Data 2 days 30 days 365 days. W Historic Dats Ly & Sattings & nNotification Triggers £ Commesnts H History
Server Status [T —— [P — [ S —— N
Find out how 10 make the
most of your PRTG
‘ EXpEriEnce,
Sty Rpbited Stk To. Bminiiin Abir] Cimeil Fwidbun Cowd
m MASTER YOUR TRIAL
F i
* Sexman Timeows Coum P Ussme
m m Last Scan 403 -]
Rumning ar Indom LastUp 40
Las® Do
gtime: 100, 00007
orhntumae: 00000
Channel » o Last Last Minimum [T Coverage: 100%
w:: " e Sensor Type: PG UA Server Status (HEW)
¥ Performance Impact: |
Dependency Parert
Dovertire nd - Interval 80
Rujactad Raquests C_ 7 ) AANONOnGUE b
[+ e
Hipectid Sesaion o £} 2
Security Rejected Re. B 2 s Ne Lo
w2 | Live Graph, 2 hours s
5
Security Rejsctad S8 3 L :;’ :‘:
Sivvee Stitus 0 Running Wunriing Funnsng .l :: _: 3': $
Session Aboet Countt 5 L ‘3 7 ::
Saseion Count 3 Qe FE) aw 2 ,; as ‘::::
] ety T ]
Session Teneout Cou a o = B ¥ ¥ ¥ % ¥ &§
3 ] 3 L ® L] ] ®
Subacription Count ] 0 LE ve - " m e
2da
Uptime 1 2haim 2haom 2hadm o2 s 2 norilll S
L - P e
- o e

The dataFEED OPC Suite status is shown in the PRTG dashboard.
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3.2.4 Monitor dataFEED OPC Suite Certification Information in PRTG

e In PRTG, select OPC UA Certificate sensor

Add Sensor to Device SIMATIC 57 {Via dataFEED OPC Suite) [10.20.240.52] {Step 2 of 2)

« Gancel

Basic Sensor Settings

SoncorMame ¥ dxtaF ED OPC Sute Cotificate
Parénl Tags
Tags. opcun X cpouscertificate X centificats X Q@

Priarity e il mﬁ

Scanning Interval

[ Jp——

e Press Create button

e (Click added sensor

v Sensor dataFEED OPC Suite Certificate ™ **#e= npe e
Centificare Common fiwme Soting datal [0, ORC. Sune UA_Server_Configurnton) - Cenificate Thumbprine Jo323adodileccMlidltoenl 403705251 3041
8 Orisrviaw 4 Live Data 2 days 30 daye 365 dayn i Hietone Dats ™ Log & Sattings B noufication Trigoars. O Commants: W rustary
Days b Exphation Pobls: ey Rangth Sl sgend
( ', - Find out why and how to
2o ™ buy PRTG!
GET MORE INFORMATION . |
! 1
hY !
Last scan s -4
. -
1.670 day(s) Yeein il Last aas
Last Down:
Uptime: 1100, 0000%
Diovevmeinm & 0,0000%
Charnel » [ Last nimUm Mazimum Comemye. 100%
Value Eonsar Type OPC LA Cerlificate (NEW)
Days 1 Esplration 0 1e%ad 1670 doy(s) 1670 day(s) o Pacformance irpect: |
Depandoncy Barent
Donmitime: 4 o intarvat wos
Pullic Key Length 1 zodabR 2046 bit 2048 bit o Mdmomber =
S Ler d - i #2119
Self Signed H Yo Yeu Yes o
WL Piene  pae
",;_I Live Graph, 2 hours Ligae  Lia

The dataFEED OPC Suite certification information is shown in the PRTG dashboard.
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4. Setting Up SIMATIC S§7 Condition Monitoring Using edgeConnector Siemens

edgeConnector Siemens is Softing’s container technolgy software gateway for connecting SIMATIC S7
controllers to lloT applications . It provides OPC UA and MQTT interfaces combined with flexible deploy-
ment options for higher-level applications. It supports local as well as remote configuration and includes

fine-tuned security settings.

4.1 Configure edgeConnector Siemens for Accessing SIMATIC S7 Data
e Ensure that the SIMATIC S7 controller is running and that Docker Engine is properly installed

e Proceed as described in following for deploying and starting edgeConnector Siemens at a Windows 10
system
e Start Docker Engine
e Pull latest edgeConnector Siemens docker image by entering
docker image pull softingindustrial/edgeconnector-siemens: latest
in command-line terminal (e.g. PowerShell)

e Start edgeConnector Siemens by entering
docker container run -p 443:443 -p 8099:8099 -p 4897:4897 --name

edgeConnector softingindustrial/edgeconnector-siemens: latest
in command-line terminal
NOTE:

The command shown above starts edgeConnector Siemens with a 1:1 mapping of the default ports

to the host machine.

e Open Docker Desktop

Containers / Apps ~

Docker Desktop shows that edgeConnector Siemens is running.
e Open edgeConnector Siemens by entering localhost:8099 in the connected Internet browser
e Enter username and password

NOTE:

The default username is admin, the default password is admin.
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e Navigate to Connectivity/PLC

dataFEED EdgECOHHECtor Siemens Status running [DEMO] W Welcome admin ! m

m =

“soft

Connectivity Siemens 57 1200/1500 Connections il I
P wmarr Name 4 P address Status Enabled
P opcua

7 PLC

Siemens §7 1200/1500

Siemens 57 300/400

Address Spaces

Operation

General Settings

e Click ﬁ (Add Connection) menu symbol

of ‘;1‘ Siemens 57 1200/1500 Connection Settings % New Connection

Connection Settings Advanced Settings
P marr
Connection Name ©
P orcua

Enabled
= PLC

Siemens 57 1200/1500 PLC Address ©
Siemens 57 300/400

Address Spaces || aliconnectionsAddressspace
Address Space

Information

Connectivity

Operation

General Settings

m Cancel

e Enter unique Connection Name
e Enter PLC Address of SIMATIC S7

e Press Save button

Information

C Siemens 57 1200/1500 Connections

Connectivity Siemens 57 1200/1500 Connections

D marr Name A‘ IP address

P> oecua SIMATIC 57 10.30.239.159 I 4 (§ ]
~ PLC i

Siemens 57 1200/1500

Siemens 57 300/400

Address Spaces

NOTE:

edgeConnector Siemens allows to connect up to 20 SIMATIC S7 controllers within one application.

¢ |f edgeConnector Siemens is not running (see status information at top)
e Navigate to Operation/Status

e Press Start button
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4.2 Configure PRTG for Accessing edgeConnector Siemens Data
e Start PRTG, select Devices menu item and select a device group

NOTE:

See Paessler website https://www.paessler.com/support/how-to/device-tree for more information

regarding setting up a device tree.

& Windows.

= Clients

Virtuelle Systeme
T vMware
3 VMW Hosts

o e,

VMware vGenler-Server

e Click Add Device link

Add Device to Group Server x

o Buin-ghscomery, and credential setngs ot Windows, Linus, VMwarerXenServer

PRTE Manual Add a Device

Device Name and Address

Davica Mame

1P Vorsion

@
OiPve

1PV Addrass/DNS Nama

R —

Tags

]

Device lcon

®= ok OB o#% ob B 03 ol o sl
[oF @ oF 0B oD OF o= 04 08 08
O 02 0® o o OB 08 00O o8 oH
o OB o o= ol O~ O#& 0Q O« Ol
c® 03 o— o8 Oo- oBR o= gC o2 0O
O= 0= 08 O+ 00— 0@ 0= OB/ O™ D
O 0% O o o—- OR O+ O— O— 0@
of o+ 0O Qo= O~ OB O0- o Oor 03
o= 0§F Oo— 0¥ OB OR o OE Ow

S c

e Enter Device Name
e Enter IPv4 Address of host computer running edgeConnector Siemens

e Press OK button

= Windows
=" Clienis

Server

SIMATIC 57 (Via dataFEED edgeConnnctor Siomens)

e Click on name of added device

e Select Settings menu item and scroll down to Credentials for OPC UA section
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e Make sure the inherit from switch is deactivated

e Enter 4897 in Port field

e Enter IP address of host computer running edgeConnector Siemens in Server Path field
e Press Save button

e Select Overview menu item for added device

Device SIMATIC 57 (Via dataFEED edgeConnector Siemens) ™ Lbaatel:

™ Overview 2 dmyr 30 days 365 days A plarms @ System information M 10g & settings

. To Ge Saned Gobges hers, ploase change the prvely of ohg of more ensors fo WIIirT /friesirirk

Bas w Sermos Sttus  Message Gragh Friority

e Press Add Sensor button

IR LA

e Enter opcin Search field

NOTE:

PRTG supports three types of OPC UA sensors:

e OPC UA Custom for monitoring the numeric value of data items via the OPC UA protocol

e OPC UA Server Status for monitoring the status and diagnostic information of an OPC UA Server
e OPC UA Certification for monitoring the certification of an OPC UA Server

NOTE:
In following this configuration guide describes the selection and usage of all three types of PRTG OPC

UA sensors for working with edgeConnector Siemens.
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

4.2.1 Monitor Data Item Value in PRTG
e In PRTG, select OPC UA Custom sensor
¢ In edgeConnector Siemens, navigate to Adress Spaces/Overview

e Click "E (Browse Address Space) menu symbol of appropriate address space

Address Spaces Browse Address Space

Information

Connectivity

Browse Address Space (j
Address Spaces i .| AliconnectionsAddressSpace 2 Properties Info -
a

Overview - Objegts Node Id
Server
Operation A SIMATIC 57 Display Name Timer_10ms

B Inputs

General Settings

Node Class Variable
Outputs

Counters
Timers

Memory

>

OrderNumber

>

SoftwareRevision

>

ConfigurationChangeCounter
4 DataBlocks
DB_Test
& DB_Flat
a DB_opt
i fgoes
=
Timer_20ms
Timer_30ms
Timer_40ms
Timer_50ms
Timer_100ms
Timer_500ms

Timer_1s

2 3 > 3 3 > > >

Timer_5s

>

Room_Temperature

- (X! sawtooth

« g AccessProtectionVar

e Select DB_5.Timer_10ms in Adress Space tree view

e Copy Node Id in Properties area
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

e Continue in PRTG

Add Senser to Device SIMATIC 57 (Via dataFEED edgeConnector Siemens) [10.20.240.52] (Step 2 of 2)

€ Cancel

Basic Sensor Settings

Sensor Name 1 SMAATIC 57 Data nem

[Parat Tags

Tags opaia X opcuacustom X &
Priority A& ReRE m B

OPC UA Specific

Sensod Message Noda 1D
Channed §T Naming Method (®)use automatic naming (defauk)
() Enter cusiom name
Channal 11 Uit

Channel 1 Hode ID < >
This field

Channel £3 (@) Diasble (default)

() Enabie

Channel 83 (@ Disable (default)

Cyenatie

Channel 24 (@) Disable (default)

() Enable

Channel #5 @.Disa‘.ﬂ! (default)

Q) Enatile

Scanning Interval

L) et

e Enter node ID from edgeConnector Siemens configuration in Channel #1 Node Id field
e Press Create button

e Click added sensor

v Sensor SIMATIC 57 Data Item ™ ##*#*7® NRE o~
oK
3 Qyarviow 4 Live Data 2 days 30 days 65 days e Hisioric Dats B Log & Setiings & Hoidication Triggers £ Commants T History
Timae_ 10ma

Find out how ta make the
most of your PRTG
experience.

MASTER YOUR TRIAL

' .
& e Last Scon 3B -]
42.097 Last g 84
Last Down
Uptime 100, B0
Downtime 00000%
Channel = o Last Mininum Maximum Coverage: 100%
Vol Sensoi Type: OPC LA Custom (HEW)
Bowntime ] F Farfonmiocs et (]
Dependency: PFarem
Tievde 10 1 43867 26303 A3 RAT £ mterval 08
AUBONTIOUE: Ne
[ Lrake]
b PP trory L0
Similar Sensors i Uive Graph, 2 haurs
s
T
samlarity Ghannel similar Channel oy
a0
000
a0
i i
i
¢« § & 8 52 8 ¢ 1%

The value of the DB_5.Timer_10ms data item is shown in the PRTG dashboard.
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

4.2.2 Monitor SIMATIC S7 Controller Status in PRTG

NOTE:

Acessing the diagnostic information of an OPC UA Server requires the Objects/Server/ServerDiagnostics/
EnabledFlag node to be set to TRUE. This node is automatically set to FALSE after each start of the OPC UA
Server.

e In PRTG, select OPC UA Custom sensor
e Start dataFEED OPC UA Demo Client

e Create a new session by double-clicking at Project root

Project w X Configuration Browse| Data Access | ™ X | Properties v Ex

q= P §5 m > s H‘
=

<[E3 Double Click to add

Session Connect [ < |
b [E] Local Servers Session Properties
+ BB Network Servers
» Remote Session Name: dataFEED OPC UA Client 1
v B Manual X .
» B Recert ~) Endpoint Information

Endpoint Url: O

Security Mode: None "

Security Policy: Yo "

Message Encoding: Binary -

4} Authentication Settings
User Identity: [ a— v
User Name:

Password:

A} Advanced Endpoint Information
Application Name:

Application Type:

Application Uri:

Product Uri:

Transport Profile Uri:

Server Capabilities:

e OO

e Enter opc.tcp://<IP Address>:4897 in Endpoint Url field
e Press Validate Connection button to validate that the connection to dataFEED OPC Suite is working

e Press OK button
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

o Select Objects/Server/ServerDiagnostics/EnabledFlag node in Configuration Browse tree

. Data Access Configuration Browse| e Rx
11§ =
+ = dataFEED OPC UA Client 1 - opc.tcpy//10.30.238.117:4840
Name Value
~ [ Objects
i + Node 1d ns=0:=2204
- W Server

+ B Serverrray Node Class Variable

b+ B NamespaceArray » Browse Name EnabledFlag

v B Servicelevel » Display Name *EnabledFlag

=
¥4 30 Auliing » Description “:If TRUE the diagnastics collection
b (X ServerStatus
Write Mask None

b W ServerCapabilities
~ W@ ServerDiagnostics User Write Mask None

= EnabledFlag Role

B Updatelnterval

User Role Permissions. BadNodeldUnknown

X; ServerDiagnosticsSummary
(X) SubscriptionDiagnosticsrray

Access

W# SessionsDiagnasticsSummary :
Neme Value

» & VendorServerlnfo
» i ServerRedundancy Vslue Rank Scalar
W@ Namespaces » Data Type i=1
b :ia GetMonitoreditems Array Dimensions
¥ SR b P e Access Level CurrentRead, CurrentWrite
£ N Bequestsensisiethionge User Access Level CurrentRead, CurrentWirite
b i@ System
s W Minimum Sampling 0
bl Types Historizing False
v i Views T

Name Value Type

~ @ EnabledFlag Boolean

True
» StatusCode Good StatusCode

SourceTimestamp 30/06/2021090 DateTime
Timestamp 30/06/2021 095 DateTime
Reference Type Target
I Y PropertyType
I @ ServerDiagnostics

e Set value of Objects/Server/ServerDiagnostics/EnabledFlag node to TRUE

e Press Write button

e In Configuration Browse tree, select any interesting controller diagnostics information for monitoring,
e.g. Objects/Server/ServerDiagnostics/ServerDiagnosticSummary/ServerViewCount node
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

. Data Access ‘Configuration Browse|

(O] v+

~ = dataFEED OPC UA Client 1 - opc.tep://10.30.238.117:4840

i Mame Value
~ [ Objects
il » Node Id
B Serverhrray Mode Class Variable

2 Namespacerray b Browse Name ServerViewCount
E Servicelevel

»
3
3
+ B Auditing
»
»

» Display Name " ServerViewCount
» Description
erverStatus )
B s Write Mask None
~ §# ServerDiagnostics User Write Mask None
b+ 2 EnabledFlag Rale issi
¥ Updatelnterval User Role Permissions BadNodeldUnknown
o W e iyttt Access Restrictions BadNodeldUnknown
unt I il s i
b (X CurrentSessionCount EVarisbleAttributes
+ (X) CumuiatedSessionCount Narie Yl
+ (X) SecurityRejectedSessionCount il el
b (X RejectedSessionCount » Data Type i=7
» (X SessionTimeoutCount Array Dimensions
» (X SessienbertCount Access Level CurrentRead
¢ Pineehnglnteoaicon e Avccess vl CorertResid
b (X CurrentSubscriptionCount
+ (X) CumulatedSubscriptionCount Minimum Sampling °
b (X) SecurityRejectedRequestsCount Historizing False

b (X RejectedRequestsCount
» (X) SubscriptionDiagnosticsArray
» W SessionsDiagnosticsSummary

b & VendorServerinfo Narpe Valoe Type
b @ Serverfiedundancy + @ ServerViewCount 0 Ulnt32
b @ Namespaces Value 0 Uint32
* ethonitoreditems » StatusCode Good StatusCode
1 S oheep oot SourceTimestamp 30/06/2021 10:0 DateTime
b s RequestServerStateChange _ )
. SenverTimestamp 30/06/2021 10:0 DateTime
vl _System
v sT-1 B N R~ ->=-z L
b Types Reference Type Torget
b @ Views I ¥y BaseDataVariableType
M (X ServerDiagnosticsSummary

e Copy Node Id
¢ In PRTG, enter node ID from dataFEED OPC UA Demo Client configuration in Channel #1 Node Id field
e Press Create button

e (Click added sensor

Sensor SIMATIC 57 Status & #iwee REc
oK
™ Bvervidw 4 Lo D 2 days 30 days 388 days I Histans Data B ieg © settings B Katifaation Tigyis 2 Comménts B History
ServerViewCout
Need some help?
i ; Last Scan M 2
[ Last Up: 45
Lanst Down:
Uptime 100.0000%
Downtime B,0000%
Channal = 1] Last Minkmum Maximum Coversge: 100%
Wikt Sanpor Typa: OPC UA Curtom (NEW)
Davwntime @£ a Perforrnance Impact (1]
Dependency. Parent
Saeverviswlount ] 0 o o 2 Infercal 60
ALTONAMOUS. Mo
o mm
8 S
Similar Sensors Live Graph, 2 hours
simiarity Ghanmel similar Ghannel
T
-
1 3

T

The SIMATIC S7 controller status is shown in the PRTG dashboard.

£

T

R
EL]
[
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

4.2.3 Monitor edgeConnector Siemens Status in PRTG

e In PRTG, select OPC UA Status sensor

Add Sensor to Device SIMATIC S7 (Via dataFEED edgeConnecior Slemens) [10.20.240.52] (Step 20f 2)

¢ Ganoil

Basic Sensor Settings

Sensor MHaeng 0 dalaFEED sagetonniclon Smens Slalus

Pacét Tags

Tegs opoum X cpurserverstatus ¥ serverstatus X O

Priority LA B Rl m"

Scanning Interval

[ (RS

e Press Create button

e (Click added sensor

+ Sensor dataFEED edgeConnector Siemens Status ™ **+ nHE o
o

™ Overview &4 Live Data 2 dups 30 idays 365 dayy i piistoric Dats Log & settngs & Ho Triggers {=} B Histnzy
Server Stotis Armted c
‘We feel like there is a right
license waiting just for you.
L L2 Besvien Co B A Bers e St
CONTINUE PRTG JOURNEY
By
e
‘ Eeaion Temevs Cown Subscnation Cram upnme
i "o
m m Laat Sean 304 =
Rurning os ThiTm Last Ups 08
Lt Dow
Uptime 100.0000%
Dirvariliuy 0,DoOD%
channel - [:] Last Last IMinimaum Maximum Coverage: 100
R Vb Sensor Type: OFC LA Server Swtus (NEW)
fvoume)  (spend) Parformance impact: ||
Dependency Parent
Davmitime 4 . inmerval b0%
Rejarted Requests © 7 & rmons, Lo
-3 LA
Higoctid Seasion Co a T
" » 18 L
Security Rejected Re ] £ s | Live Graph, 2 hours 0
e
Sacurity Rejactad S & 8 e e
u
Lerues Status 0 Rumnng Runaing Running o :z e :: &
Session Abort Count 5 4 :: 19 ::
. aoa - a
Session Count 2 2w 2 z® el 1o L i
L Foo an
Feanon Tameout Cou “ P -} = ® ¥ - | B ] ¥
Subsedption Count a aw ow 0w 2 e -
2 days
Ut 1 23T 2hATm 2h3Tem o :: ::
¥ s = s #
I

The edgeConnector Siemens status is shown in the PRTG dashboard.
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

4.2.4 Monitor edgeConnector Siemens Certification Information in PRTG

e In PRTG, select OPC UA Certificate sensor

Add Sensor o Device SIMATIC 57 (Via dataFEED edgeConnector Siemens) [10.20.240.52) (Step 20f 2)

% Cancel

Basic Sensor Settings

Sensor Name ' daiaf EED edgeConnecior Stemens Certificate

Parent Tags

Tags opcus X opcuacertficats X cortificats X @
Prigrity L2 3 Sidel m B

Scanning Interval

pr

e Press Create button

e (Click added sensor

v Sensor dataFEED Siemens Certificate™ ****# NEE o
Cotifenis Cormran Name dalef HD - Cotfoate {ineniprint 440 CHHAT 1207 BB 1ol rlaiia) 118
™ Gvardew &4 Live Dsta 2 days 30 days 365 days W Higioric Data W Log © Setiings B Hotif Triggers £ Comments T History
Days to Expiration Prbtic Ky Lengeh Salligned
m = Find out why and how to

2o4nn o buy PRTG!

GET MORE INFORMATION | ‘I
@

— i Last Sean B "
364 dayis) A e Last g Lh
LasiDown:
Uptime: 100,0000%
Downtime: 0,0000%
Channel = i iLast Minimum Maximum Covetige 100%
Value Semsor Typar OPC UA Certificale (NEW)
Dy ta Expiratian 0 64 day 264 day(s) a4 day(s) £ Ferfonsmerinpact . |
Depandancy Parent
Dowilig ] o intarvak 0
Amcrcmous: Mo
ic K - 1
[Public Kay Length 2048 bit 2048 bit 2040 bit £ 0 2127
Salf Segned 2 Voh Wi Ves -
wha{TT presa  pae
,‘44 Live Graph, 2 hours bewaa  Lia

The edgeConnector Siemens certification information is shown in the PRTG dashboard.
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Configuration Guide — How to Use PRTG for Condition Montoring with SIMATIC S7 Controllers

5. Monitor Individual SIMATIC S7 Values in PRTG

e Mark the different created SIMATIC S7 sensors as Favorite sensors for creating an PRTG overview screen,
which shows the individual SIMATIC S7 values as read via the Softing gateway

Sensors ZRRBE

i b4
Senzor Probe Group Device Status Larst Vil Message Braph Priovity = Fom. Perl. Impact O
[ dstFEED sdgeConn. ™ 364 dayls) Cenllicate Comrvmon Name..  DommEma J8log] ks ) | 0O

ERSIMATIC 57 {Via data.

B sanareen edgecann, . I Funning ak So St Reend  gewoe ™ | O
GSIMATIC $7 [Via dota.

I3 dataFEED OFC Sulte . terar » ™ 1.669 day(s) Catcate Gommen Name. Davre Exais 1 480 s emwnn = | [m]
ERSIMATIC 57 (Via data..

B dstarecn opc suite . Up Funming oK e s S 2 - | O
= SIMATIC §7 [Via dato

Ed SIMATIC 57 Datalte.. . & 14 oK ol B ommar ] | D
ERSIMATIC 57 (Via data..

B sinamic =7 pata ite U 2877 oK ] sl EEOD . I O
GERSIMATIC 87 (Vi ditan

3 5IMATIC 57 Data ite_. v o 1200 J froeiima  pidiel  waw - I [
ERSIMATIC 57 (Via LaG..

Elsinaric 57 satus™ Up 0 oK i P L I 0O
ERSIMATIC 87 (Vi dolin

B sivaTic 57 Siatus™ ™ [ oK Brrarienin t mmwnn I O
wBSIMATIC 57 (Via data..

B2 simatic 57 status™ . Up o ok e ¢ T I O
GEOSIMATIC 8T (Via wal

B uetote Sicertibente  sarars ™ 307 day(s) Cetificate Comvnen Name_. frvelion 7601 wawnse ™ I O
ESIMATIC 57 (Vid LaG..

[ vasate 1 51218 ™ - U Funning oK . T | O
EISIMATIC BT (Via wal

Tmizoriz

NOTE:
The given URLs have last been checked on Feb 17, 2022.
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