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How to set up a Tunnel connection

oo hwWNR

Outline the network
Create the tunnel server configuration
Create the tunnel client configuration
Check connection.
Advanced Settings
Required licenses.

1) Outline the network

Data Source

This can be, for example,

a PLC or a server that
provides data.

with installed DataFEED

Data Source

Depending on
the data

source

Data Destination

Tunne
Client

Tunnel

Data Destination

with installed DataFEED

tis the application that
needs the data

Data Source

Tunne

Server

Data Destination

Depending on
how the data
should be
provided

Before you start creating configurations it is important to think about the dataflow. Who

provides data and who needs this data? Which protocols are used for this connection?

It makes sense to sketch the architecture before you start the actual configuration work.
As you can see in the sketch, the DataFEED OPC Suite on PC1 provides the data to the tunnel
and is therefore the tunnel Server, however the data destination is the Tunnel client. The

DataFEED on the PC2 queries data and represents the Tunnel Client, however the data

source (where the data came from) is the Tunnel Server.

Please note: In order to send data from PC1 to PC2, each (not only one) PC needs a tunnel

license.
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2) Create the tunnel server configuration (on PC1)
Please establish the needed connection to the data source (PLC or OPC-Servers (where you
get your data from)). This step is not explained in this manual.

After that, please go to section Data Destination an activate the Tunnel. (The DataFEED OPC
Suite running on PC1 represents the Tunnel server, so the Tunnel Client is the Data
Destination.

T Tunnel - Softing dataFEED OPC Suite - Stopped — O *

Configuration  View Local Application  Help

¥ B ® »p O - e

MNew Open Save Start  Stop Deutsch Tunnel Client Help

::-.EHZFEED® Data Destination - Tunnel Client

& Data Source Activate Tunnel

. Activate or deactivate the data destination Tunnel for the local server application.
© Data Processing

@ Data Destination |

Tunnel Access
/ Remote Tunnel dients can connect to the local application by using an address of the following format:

tpda: /f<IPAddress =: <PortMumber > or tpae:f/<IPAddress=:<Porthumber:=

i
w OPC YA Client TCP{IP port number: |56771 |
UA

Enable Tunnel Discovery:

, Transaction timeout: |EDDDD ms = |
Tunnel Client

[ Enable User Access Control

. Activate or deactivate the user access control for the Tunnel functionality of the local application. If user authentication is enabled, only Tunnel
m OPC Client dients providing a user name and a password from the users list below can access the data items of the actual configuration.

& Configuration] - Softing dataFEED OPC Suite - Stopped === H
R Also check the required
¥F B ] P © [J (6] . .
New Open Save | St Stop Geman | LicensesHelp ||Cen ses for th is
@ : . . . .
ey X |FEED License Information @ configuration. License the
@ Data Source License Information .
e T et non-licensed modules. At the
TR Product Part Number Version Expires Options License .
0ok Dt end, no license should be
& Settings ‘
dataFEED OPC Tunnel LRL-DY-134001 Required

—T— displayed in red. Otherwise
the tunnel server goes into

© vosee demo mode and after 72

B rovnces hours, and the Tunnel server

B e stops.

|_,_|”;:j§::2‘;::j”“*‘sm"“gm’"- Start the Server and make

Displays the actually used number of license items. Please note, that the real license number verification during run time computes the overall

number of ense items of all configurations which are currently running. sure t h at t h e | con | S g reen

Server Connections: 0 / 100
Data Items: 11/ 10000

and you cannot read demo

License information.

mode.

ﬁ Tunnel - Sefting dataFEED OPC Suite - Runnin

Configuration View Local Application  Help | ifitis licensad the Demo Maode

] H (S P @ is not displayed

MNew Open Save Restart Stop

— N
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3) Create the tunnel client configuration (on PC2)
PC2 represents the Tunnel Client and get the data from the tunnel Server running on PC1,
the Tunnel Server from PC1 must be configured as the Data Source.

First, the type of tunnel server should be defined, if it is AE tunnel server or DA tunnel
server. Then, it is possible to Browse the Tunnel Server, but the better Option is to fill in the
IP address and port number, which you can find in the Tunnel Server configuration on PC1
(Data Destination -> Tunnel Client -> Tunnel Access).

mz FE ED® o : Datenquelle - Tunnel Server i: i : '

® Datenquellen ame nn nt x 1y

LB ” ﬂ s o
! Misubiohi “ 3
7/ '

_UA
EOPC 0PC UA Server

SOPC orc server
n Tunnet Server Wikommen
e U ——
- — =
P D srems
@ b b SRore And Forward 7,
Ao
—
<t | [ ] ien | [

E Lokse Dmepunite

© Datenverarbeitung
2 Datenziele
2 Einstellungen

=

e

The Address looks like this: tpda://<IP address tunnel Server>:<Port address tunnel Server>

B Tunnel_client - Softing dataFEED OPC Suite - Stopped - o0 x
¥ B B8 P O =]
New Open Save Start  Stop Deutsch Tunnel Server Help
m:: FEED® Data Source - Tunnel Server
External Tunnel Servers
| @ Data Source | | Create and configure connections (data sources) to external servers,
" Name Type Address 1 5
! Rockwell
& Tunnel Server Wizard X
-~
! Modbus Tunnel Server
pY 2
On this wizard page the external Tunnel server for the actual data source connection is defined f
..
Tunnel Server ‘T
Select one of the discovered Tunnel servers from the st below (external server must be rumning) or manually speify the server
! Mitsubishi address
Found Tunnel Servers
UA # / @ Local
@*Pc OPC UA Server @ Ri:m
|4
ﬁ Tunnel Server
Welcome
Settings &
% Database Read
- Server
Selected Tunnel Server
Authentication Spedify the address of the external Tunnel server for this data source. The address must always be spedified in one of the
=PC following formats:
EEA OPC Server Store And Forward . <portumbers or da;
- Filter Address: [tpda://127.0.0.1:56771
1=2) o ttoms v
© Data Processin
2 prees ot | [
B Data Destination i]’][
& Settings
[Data Source - Tunnel Server.
«“ ” . .
Press “Next” to confirm this entry.
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% Database Read
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m OPC Server
=

Local Items
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) Data Processing
4@ Data Destination
& Settings

Data Source - Tunnel Server.

Name Type

I — |
]
Welcome — :
Settings Connection Test \ \/
Server Use the button on the right side in order to test the connectivity to the corresponding external server, «
Aut

Address

%

@ Server Connection Test

Connection test to external server:
Address: tpda://127.0.0.1:56771
User: <not specified>
Comnecting...

Received parameters:
State: 1

Start time: 29.05.2019 14:49:52,380

Current tme: 29.05.2019 15:08:17.326

Vendor info: Softing dataFEED OPC Suite

Product version: 4.50.0.20208

Supported languages: System Default, User Default, Neutral, en-us, de-de, sv-se
Group count; 0

Bandwidth: -1

Status information: running

Authentication info: not authenticated

Connection test successfull |

ding user [

onding

Store And Forward

Filter

< Back Next

Cancel Help

Test the tunnel connection if it is successful.

Press “Next” until the configuration is completed and start the dataFEED OPC Suite.

Please check also the license on PC2, as this PC must also be licensed. If you activate the
option “Show needed licenses”, they should be no license required.

Data should now be received by PC2 and corresponding Data Destinations can be specified.
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4) Troubleshooting

If you have any problems, please follow the following steps.
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The first step is always to check the tunnel server (in the example it is PC1).

Does the server send the correct data form the Data source?

dat2p4

% Datenquellen

we....
! Rockwel|
.
> ..
! Mitsubishi
UA
EIPC OPC UA Server
ﬁ Tunnel Server
. R——
-
EOPC oPC server

@ Lokale Datenpunkte

) Natanuar:

F E E D® =
Steuerungen und Geréte
Erstedien und konfigurieen gen (Date
Name e Adresse
Siemens d 572 WITH TCP Por 102
8 softing OPC Classic Demo Client - [=] x
Fie Edt Semion View Help
0D & ® )3 I
New  Open  Save Stg  Coect  Stat ]
em [ Vahe 1 Qusity TineStamp | Freadt [ Server | Gron |
® Siemen:_ | Datalloc . 4767 GOOD 0707542 (e

Ready

OPC Servers | DA Biowse DA ltems [ AE Biowse | A E venis | AF Canditons [ Evors |

Note: AE alarms are shown under the AE Events tab.

You can check this with our

Demo Client which came with
the DataFEED OPC Suite.

You can also check the license,
the DataFEED OPC Suite
shouldn’t run in Demo Mode.
The Server must be started.

If the First step was successfully you can proceed with the second step. Check the tunnel

client side (in the example it is PC2).

¥ B B P ©

New Cpen  Save Start

eEe X |FEED®

B Data Source

Stop

! Rockwell
! Modbus
E B&R
! Mitsubishi

UA
ZIPC OPC UA Server
-

ﬂ Tunnel Server

© Data Processing
4@ Data Destination
& Settings

Data Source - Tunnel Server,
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% Database Read
() hd

Connection test to external server:
Address: tpda://10.3.70. 15:56763
User: <not specified>
Connecting. .

Received parameters:
State: 1

Start time:
Current time: 04,06,2019 11:14:04,930
vendor info: Softing dataFEED OPC Suite
Product version: 4,50.0,20208

Group eount: 0
Bandwidth: -1

Status information: running
Authentication info: not authenticated

Supported languages: System Default, User Default, Neutral, en-us, de-de, sv-se

=
Deutsch Tunnel Server Help
I T
Data Source - Tunnel Server Qe .
P
External Tunnel Servers
Create and configure connections (data sources) to external servers,
Name Type Address Aw
Tunnel_1 Tunnel DA tpda://10.3.70.15:56769
& Server Connection Test X Q"
>

Connection test successfull I

IS

Data Source: Tunnel_1 Filter not activated  Authentication not activated

lee 6
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Tunnel
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Select the tunnel Server
connection and perform
a connection test. (the
connection must be
successful)

The Tunnel Server must
be running.

If everything was
successful than test the
provided data with the
Softing Demo Client.
This should be the same
data as at the tunnel
Server.
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5) Advanced Settings
The dataFEED OPC Suite can operate in different run modes: as a service ("system") or as an
application. By default, it runs as a service under the "System" user. However, certain OPC Classic
Servers/Clients may require communication using the same username. In such cases, it is essential to
ensure that dataFEED OPC Suite is configured to run under the same username as the OPC Classic

Server/Client.

To configure dataFEED OPC Suite to run under your Windows username, follow these steps:
1. Select "Application" as the "Run Mode".
2. Enable the "Force interactive user" option.

Note: This configuration is particularly relevant when the OPC Classic Server/Client is running on your

local system.
Configuration  View | Local Application  Help
E B B P s [ (6}
Mew  Open  Save (0] Stop German Advanced Help
x | @  ShowWeb Pages l
= ]
\ . 4
Run Mode ¥ | ¥ Application h | Adva nced Settl ngs b ‘g
Service
& Data Source clobal
Start on Windows Startup
© Data PI’DCESSiI'Ig In this lobal settings which effect the whole local server application.
. s Windows service name: |SofDFConfiguration1
£ Data Destination | 2 |
Windows dass name: |Soﬁ:)FConﬁguraﬁon1 |
'n Settlngs Description: |Snf‘h’ng dataFEED OPC Suite - Configuration1 |
Application locale: EF english ~ Force demo mode: O
: ]
J Diagnostics Activate system items: Update cache on read:
. L Update cache on write: 1
Activate connection items:
Send initial value: Update timestamp on read: Default ~
Notify all changes: Force device read: O
Web Server ions:
Enable OPC buffering: Synchronize subscribe operations: [
Reject older datachanges: |Mone ~ Max browse results: |25E| {browse results) =
o - Namespace delimiter: . v Ttem Validation
vane [ bcom security settings Item validation type: OnStartup ~
DCOM authentication level: MNone Retry validation interval: 0 (seconds) =
&‘ Licenses DCOM impersonation level: Impersonate Apply on external subscriptions:
Global DS-0OPC and DS-Tunnel Settings
In this group some advanced settings common to all OPC and Tunnel data sources can be modified.
Minimal update rate: |D (milliseconds) s | Harmonize update rate: O
Tunnel sync, timeout: |SDD (milliseconds) = | Optimize throughput time:
validate items: Enable tunnel receive extension: [[]
Use item path: I Force interactive user: I
Here is an overview of the different scenarios and the associated usernames:
Scenario Service Name Username
Running as a Service OSF_Service.exe System

Running as Application OSF_Application.exe SoftingOPCUser
without enabling “force

interactive user’’ option

Running as Application with OSF_Application.exe Windows Login User
enabling “force interactive

user’” option
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6) Required licenses.
There are different ways you can build your system. The tunnel license is only for one tunnel
Endpoint. If you want to connect to more than one tunnel server on a PC than you need an

additional extension license.

RFC1006
Gateways & Firewalls

dataFEED S dataFEED OPC Suite
OPC Suite
OPC Tunnel

(3
Client

OPC Classic DA

PC1: LRL-DY-134001 - dataFEED OPC Tunnel
PC2: LRL-DY-134001 - dataFEED OPC Tunnel

Gateways & Firewalls

dataFEED OPC Suite

Server
OPC Classic DA

dataFEED OPC Server Siemens —
LRL-DY-134001 - dataFEED OPC Tunnel dataFEED OPC Suite l“l'l
ERP

LRL-DY-134001 - dataFEED OPC Tunnel =

_—

LRL-DY-134001 - dataFEED OPC Tunnel —

HMI
OPC Classic DA

m RFC1006
m e dataFEED OPC Suite

PLC Protocol OPC Tunnel
fi— RFC1006 7 eV :

OPC Classic DA

PC1: LRL-DY-132101 -
dataFEED OPC Server Siemens

W. LRL-DY-134001 - dataFEED OPC Tunnel

PC2: LRL-DY-132101 -
RFC1006 CaLEEEDJOEC Sl dataFEED OPC Server Siemens
LRL-DY-134001 - dataFEED OPC Tunnel

PLC Protocol OPC Tunnel
— Sorver PC3: LRL-DY-134001 - dataFEED OPC Tunnel
m—r LRL-DY-134401 -

dataFEED OPC Server Extension
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