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Configuration Guide — How to Connect dataFEED OPC Suite to Siemens MindSphere

1. Preliminary Remarks

This configuration guide describes how to configure dataFEED OPC Suite as Siemens MindSphere device and
thus to tranfer shopfloor data to Siemens MindSphere.

NOTE:

This configuration guide reflects the Siemens MindSphere status and operating structure as avaialable in
May 2019. Today, Siemens MindSphere is managed in a similar way but detailed steps have been updated
since then.

NOTE:

e Additional dataFEED OPC Suite information can be found at the according product web pages.
dataFEED OPC UA Suite Extended: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-extended.html

dataFEED OPC UA Suite Base: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-base.html

2. Start Siemens MindSphere Configuration for Data Exchange With dataFEED OPC Suite

e Loginto Siemens MindSphere in Internet Browser using URL https://tinyurl.com/y882czbx

MindSphere

Agent Diagnostic Asset Manager Developer Cockpit Fleet Manager

)

Usage Transparency

e Click Asset Manager link
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AgentOnlineStatus

core agentstatus AgerDnlineStatus

Aqmumllnﬁums

DeviceAsserStats
Variables

Hame Bata type unit
ConmecthityStatus

‘ContactPoint
Defined an the following types

EdgeAnalyticsApplicationStatus S
EdpeAnalyticsDataStatus

FirmawareStatus

OPCUADtaModeAIpact

e Select Aspects view

e Click Create aspect link for creating a new aspect

Create aspect

- Aspect Informaticn

Type 10

MindSphere

Online siabus of an agent fyped asset

Type 10

MindSphere

ame Duta ype

e Enter freely selectable aspect name in Name field

e Add all individual variables including their including their data types and units in Add variable section

In case of string variables also their maximum string lengths have to be defined.

e Press Save button
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9- Select type

@
@
@
@
a@
@
@
@
@
2@

Bicise.
indurtrialtdge
intcommcmmgmion
OFCUAMrarC TR TyRe
Connection!_Type

OF Asset Type
UitestType
MegMingCannectTes

rustesthsserType

e Select Assets view
e Click Create asset link for creating a new asset

e Select ModConnectlLib asset type

B S R a R R A B

Basictine
MindCannect X509

MindCannaetaTaod0

i
Connection?_Type
Casi_gasieType

My Cannection Type

XA _Type

@
@

MindSphere

EdgeAnatyticiappication

MirdCannestfl1500

ﬂ MindCennaetLin

N
a
@

]

SPCLADataTyp
Connacticny
dataFELD_MSPH_Demo_Type
GES_Type

hy_Type

WimgmiType

Add asset

= General
Type IO

Name: *

< dataFEED_OPC_Suite Demo_Asset >

Description:

+ Lecation

+ Variables

— Aspects

Name Aspect

connectivityStatus core.conneclivitystatus

slatus

* Required input field

e Enter freely selectable asset name in Name field

e Press Save button

Category

Static

Dymamic
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MindSphere

dataFEED_OPC_Suite_Demo_A...

Basic settings "A‘

o = =

MindConnect Lib

dataFEED Configurations

dataFEED_MSPH_Demo_hsset

Gasi_Agent10
Gabi_hgent11

Gabi_Agent12

e Select Assets view
e Select previously created asset

e Click ModConnectlLib link

MindSphere

MindConnectLib  dasaFEED ORC Suite Demo Asset

Configure MindConnect Lib

e Select appropriate security profile in Please select a security profile that fits your needs section

e Press Save button
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MindConnect Lib  detaFEED OPC Suite Demo Asiat

Edit boarding configuration

Boarding configuration

Ofboard MindConnect Lib

NOTE:

The top right section of the screen shows the Boarding status and Online status information:

At this stage the actual Boarding status is shown by a green blinking light and the text Onboarding...
indicating that the dataFEED OPC Suite connection is in the configuration phase and not yet completed.
Once the dataFEED OPC Suite connection has been established the Boarding status light is shown
permanently green.

The Online status will change from Offline to Online as soon as data is received.

Clicking the Setting (gearwheel) icons at the top right of the screen allows to modify the Security profile
respectively the Online status at any time.

e Press Generate onboarding key button

Edit boarding configuration

Boarding configuration

Generate onboarding key

Offboard MindConnect Lib

e Copy texts of lines baseUrl, iat and tenant without quotation marks as part of generated onboarding key
for use in dataFEED OPC Suite configuration in a later step

NOTE:

The Siemens MindSphere onboarding key is available only at this stage of Siemens MindSphere configu-

ration.

NOTE:
As part of this information is needed in dataFEED OPC Suite configuration, Siemens MindSphere configura-

tion is interrupted here and continued at a later step (see section 5.).
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3. Create Siemens MindSphere Certificate File

NOTE:
A certificate file is required for the initial connection of dataFEED OPC Suite to Siemens MindSphere.

e |nInternet Browser open URL

https://developer.mindsphere.io/resources/mindconnect-lib/resources-mclib-cacert.html

@8 Ascet Manager ® MindConnect library - MindSph % +
L & & https://developer.mindsphere io/resources/mindconnect-lib/resources: molibe-cacerthiml#mindsphere-root - ca-cedificate-information: for-region-surope-1-surope - 2
SIEM Eyh{‘i-'f- About News Dema Docs Developer Partner solutions Store

Resources Mindgphei'e Cer‘fiﬁcate

Fleet Manager Plugin ~

MindSphere Root CA Certificate Information for region
Europe 1/ Europe 2

MindConnect Library =

Common Name: OuaVadis Root CR 2 53

CuaVadis Limited

MindSphiere Cartificans

445734245b41

PplSflcebi2kibSaT2GE07520

Chanage Log verial Number:

MindSphere OS Bar ~

Mindsphere SDK for Java ~

CERTIFICATE
MindSphere SOK V2 for fava

Open Edge Device Kit ~

T3HimkFhZi FE
SUMI M

4€nn,

Pk 7 T EmGR

LW/ T EBAED

lald7tyinG:
wira4iPAVEywD1143hdyLyd
 pIsaydA T el T FEuke

Me G B
priids g
bV Leyes
ChOa T+ yHETwH imand

g
S Inpind

mohXx 190 FuxT TAVEESET
VAUwGNHE imiF 4 T 1D

arEaNgkdTEgr0l It su0ewmy

e Copy Siemens MindSphere certificate to clipboard

e Start text editor, paste clipboard and store Siemens MindSphere certificate in .PEM file
(If text editor doesn’t support saving the certificate using the extension .PEM, just store the certificate

to any file name and rename the file to .PEM file afterwards.)

© Copyright 2022 Softing Industrial Automation GmbH



Configuration Guide — How to Connect dataFEED OPC Suite to Siemens MindSphere

4. Start dataFEED OPC Suite Configuration

e Open dataFEED OPC Suite configurator

e Navigate to Data Destination/Siemens MindSphere

ﬁ SiemensMindSphere - Softing dataFEED OPC Suite* - Stopped

Configuration View Local Application Help

¥ B B P O

Mew Open Save Start Stop

ey X |FEED®

= [m] X
German Siemens MindSphere Help

Data Destination - Siemens MindSphefé" ‘ _.¢

© Data Processing

P " G .
B+ Data Source @ [ Activate Siemens MindSphere
Activate Of o output to Siemens MindSphere

Server Definition

@ Data Destination

~

== Siemens MindSphere Servers

Trigger Type | Trigger Settinc Update Rate  Execution Condition 1?

rt'}
v

0 Siemens MindSpher
<

SQL Database

-~

—i—
E20IPC oPc VA Client

UA

Tunnel Client

e
EOPC orc client

Siemens MindSphere Action
AN MQTT Broker Data item

Data Type Data Value MindSphere Data Point l ?

&

i Settings

Data Destination - Siemens MindSphere.

e Activate Activate Siemens MindSphere checkbox
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Connection Settings

On this wizard page the name, state and spedific information of the Siemens MindSphere server connection are configured.

Connection: Connection_01

Connection Name

Provide the name of the current connection. The name must be unique throughout the whole configuration.

——
< Connection name: |Connection,M@

Connection State

Spedify the status of the connection.

Connection active:

Connection Information

|soﬂjng1 > |
———

MindSphere Certificate: |C:fuaersfges,fDocumentsfMlndSphere_Cezﬁﬁcate.pem > |

Tenant ID:

Connection Settings

Communication Settings
Extended Settings
Store and Forward

Forward Settings
Click 'Next' to continue...

Cancel Help

e Enter freely selectable connection name in Connection name field

e Enter personal tenant ID in Tenant ID field
Tenant ID is either defined in Siemens MindSphere contract or can be copied from Siemens MindSphere

onboarding key.

NOTE:
If Tenant ID is copied from Siemens MindSphere onboarding key this information has to be copied

without quotation marks.

e Enter name of Siemens MindSphere certificate file in MindSphere Certificate field

(see section 3.)

e Press Next button
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ﬁ Siemens MindSphere Server Wizard X

Communication Settings

0n this wizard page the communication settings of the Siemens MindSphere server connection are configured.

Connection: Connection_MP_Damo

Server URT

ost Name: | hitps://southgate.eul.mindsphere.io > |
—

Port: 443 |

o 7 Authentication Settings

Configuration Id: |
< Euthenﬁcation Type: RSA N =

eyIraWQiOir2XktaWQtMSISINRScCL6IkpXV CIsImFsZyl6 I TTMjU2In0.eylpc3MIOUT QUKL zdWIDIxMmZ|
NDgOMWM1YmRjMWVINmMQyZjE3Nzk3MCIsImF1ZCIGIkFIQUOILCIpYXQiOJE LINTCcONZczMTYSImSIZIIGMTU 1INzQ 3Nz M
xNwiZXhwIjoxNTU4MDgyMTE2LCIqdGkiOiDNDdING Y4Ni LIMjhkLTRmN2EEY TB)0S 1kMzAZZ G MzkawNWIILCIZY29wWZ
SI6IKBVCISINRIbIIGINNVZnRpbmodiwidGYVuX2N0eCIsIm1haWw4tdGVuYWS0Tiw Y 2xpZWS0X2MNyZWRIbnRpY WX 3By
b2ZpbGUiCIsiUINBXzMwNzIIXSwic2NoZW1hoyI6Wyl 1cm46c2libWvuczptawskc3Bo2OIOnYxIl19.PYdr225m-
GxRUgfGeU-kMtwIHI2NyzIno5206x0yt_s-

AR AL U T T AT A M b i R VAL 1230 LATLTAT be AT IR 42T b i b e V1T E P 0 PEDCA TS,

Connection Settings Initial Access Token:

Communication

Settings

Extended Settings Connection Test

Store and Forward Use the button on the right side in order to test the connectivity to the corresponding Siemens MindSphere server. «
Forward Settings

< Back MNext Cancel Help

e Enter baseUrl information from Siemens MindSphere onboarding key in Host Name field
(see section 2.)

e Do not change pre-defined port number in Port field

e Make sure the selection in Authentification Type field maps the security profile defined in Siemens
MindSphere

e Enteriat information from Siemens MindSphere onboarding key in Initial Access Token field
(see section 2.)

NOTE:
Information from the generated Siemens MindSphere onboarding key has to be copied without

quotation marks.

NOTE:

For continuation of dataFEED OPC Suite configuration some more information from Siemens MindSphere
configuration is required. Thus, dataFEED OPC Suite configuration is interrupted here and continued at a
later step (see section 6.).
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5. Continue Siemens MindSphere Configuration

NOTE:
This section continues section 2.
Edit boarding configuration

Boarding configuration

Generate onboarding key

HVCISIME STV U 2in0. ey pcIMIOUT QUKL Wi OMM Y TAINmE SNDGOMWI | Y RMWVINmM Gy Z]E 3Nk IMCIsimF 1 201 SIkAIGUOILE v XQROJE T NTcONz: Copy 0 dipboard

MindSphere
MindConnect b daasFEED OPC Suite Demo Asvet

8543072 ) Onbosrding.. ) Offine

Configuration

Ne configuration available

e Press Add data source button

HE safing

MindSphere
MindConnectLib  dauaFEED OPC Sue Demo Astet

54,3072 8 Onboarding.. @) Ofine e

Configuraticn

No configuration available

Detcrpron

e Enter freely selectable data source name in Name field

e Click Accept button
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MindConnectiib  HauFEED OPC Sute Demo Asser

B5A_3072 1 D) Orboarded @ Offmgiicce 810y 11 A

ConBiguraticn

<,cuﬁlu't‘u:vl 0: 1557473346800 > 1 Diata souarce 000 Dok pooints aee Brskeed

e Copy Configuration ID to clipboard for further use in dataFEED OPC Suite configuration
e Press Save button

NOTE:
For continuing the Siemens MindSphere configuration the successful establishment of the connection to
dataFEED OPC Suite is required. Therefore, the Siemens MindSphere configuration is interrupted here and

continued at a later step (see section 7.).

6. Continue dataFEED OPC Suite Configuration

NOTE:

This section continues section 4.

ﬁ Siemens MindSphere Server Wizard X
Communication Settings
0On this wizard page the communication settings of the Siemens MindSphere server connection are configured.
Connection: Connection_MP_Demo
Server URT
Host Name: ‘ https://southgate.eul. mindsphere.io |
Port: ‘443 |
Authentication Settings
< Configuration Id: 1557479348800 >
Authentication Type: |RSA G
eyIraWQiOirZxkiaWQIMSISINRScCI6Ikp XV CISIMFsZy 161 ITM]UZIn0. eyIpc3MiOUTQOKLCIzdWIOIDAMmZIY TdINmMES ~
NDgOMWMIYmRjMWVINMOyZJE3Nzk3MCISImF1ZCI6TkFIQUOILCIpYXQiOJEINTcONZczMTYSImSIZII6MTU1NzQ3MzM
= : o . XNiviZXhwIjoxNTU4MDgyMTEZLCIqdGkiOixNDdINGY4Ni LIMjhkLTRmNZEtY TBj0S 1kMzAZZ GRMzkwNWIILCIZY 29wWZ
Connection Settings Initial Access Token: | g1idpy(CTsInRIbil6InNvZnRpbmadivid GVuX2N0eCISIm1 haW4tdGVuYWSOTwiY2xpZWS0X2NyZWRIbNR pYWheX38y
b2ZpbGUIOISIUINBXzMwNZIXSwic2NoZW1hoyIeWyI1lem46c2lIbWVuczptaWske3BoZXI0OnYxII19.PYdr225m-
Communication GxRUgfGeU-kMtwIHI2ZNyzIno5206x0yt_s- “
= AR AL LT A A v s Mt A8 AL 128 LATRL AL b AT IR A 2 P s mnbHame 3 17 1 I 2 imPERE 8 7% cm A
Settings
Extended Settings Connection Test
Store and Forward Use the button on the right side in order to test the connectivity to the corresponding Siemens MindSphere server. «
Forward Settings
< Back Next | Finish Cancel Help

e Enter copied configuration ID in Configuration Id field

e Click J (Connection test for the selected data source) button for testing the connection between

dataFEED OPC Suite and Siemens MindSphere

NOTE:
Continue with section 7., if connection between dataFEED OPC Suite and Siemens MindSphere has been

established successfully.
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NOTE:
Correct proxy settings in dataFEED OPC Suite configuration as lon as connection between dataFEED OPC

Suite and Siemens MindSphere has not been established successfully.

Navigate to Data Destination/Siemens MindSphere

ﬂ Configuration] - Softing dataFEED OPC Suite - Stopped

Configuration  View  Local Application

¥ B B P O

New Open Save Start Stop

e X |FEED®

@& Data Source

© Data Processing

4@ Data Destination

Help

Deutsch

[m} X

(6]

Siemens MindSphere Help

e
ZOPC orc UA Client
UA

ﬂ Tunnel Client

s et
ZOPC orc Client

h}' MQTT Broker

@ Siemens MindSpher
hg SQL Database

_ REST Carvar =

< >

& Settings

Data Destination - Siemens MindSphere.

Data Destination - Siemens MindSphefe""_.

Activate Siemens MindSphere

Activate or deactivate data output to Siemens MindSphere

A ——

—a{m]

Server Definition
v H:H Siemens MindSphere Servers
& MindSphere_GES

Trigger Type  Trigger Setting Update Rate  Execution Conditia(

T

[}
v

1D

Siemens MindSphere Action

Data ltem

Data Value

MindSphere Data Point

¥
2

g

e Press rt (Properties) button
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ﬁ General Properties X

[] pate and Time Format

Spedfy the format of time variables used within MindSphere requests.
Time zone: [UTC

Connection Settings
Spedify the proxy settings for internet connection.
Import System Proxy

Proxy Type: No Proxy %

Enable proxy authentication
Username: Password:

Domain:

Connection Requests Processing

Request queue maximum size: (10000

o ] o

e Check and correct individual Proxy settings until connection between dataFEED OPC Suite and Siemens

MindSphere can been established successfully.

NOTE:
For continuation of dataFEED OPC Suite configuration some more information from Siemens MindSphere
configuration is required. Thus, dataFEED OPC Suite configuration is interrupted here and continued at a

later step (see section 8.).
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7. Finalize Siemens MindSphere Configuration

NOTE:

This section continues section 5.

NOTE:
Upon successful establishment of connection between dataFEED OPC Suite and Siemens MindSphere the
Boarding status light in the top right section of the screen is shown permanently green.

RSA_3072 @ Onboarded () OMing (ece: 21078, 1038 A1

NOTE:
For assigning the previously defined variables to assets In Siemens MindSphere, a type has to be created

first, which then has to be connected to the aspect and finally to the asset.

e At Siemens MindSphere configuration home page select Asset Manager

MindSphere

o = BasicAsset

'c‘ | e i T —

Variables

B warisbiles evitered yet

Aspects

0 4Pt enbeted Yot

Baic Edge Dats Assat

e Select Types view

e Click Create type link for creating a new type
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MindSphere

Create type

- Type intomation
Pasent type

Ty 10

e

Description:

Mame Bapest Category

e Enter freely selectable asset name in Name field
e Select previously created aspect from Aspect dropdown list

e Press Save button

Pl Sofing Aak MindSphere g
saftingl " Edit asset
dataFEED_OPC_Suite_Demo_A...
SataFEED.Configuration) Basic sentings '1

HataFEED.Configuration2 *

MindConnect Lib

dataFEED Configuration3
MtaFEED Configurationd
dataFEED Configurations
ANAFEED_MSHH_Demo_Aveat

AMAFEED_ORC_Suite_Dumo_Asser )

Gati_Agent

e Select Assets view
e Select previously created asset

e Click Add child asset link
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Select type
ﬂ BasicAres ﬂ BasaSite ﬂ EdgeAnaly T LApplrataa
@ @ o @ e
ﬂ W"‘.m.‘m“ ﬂ Min‘Cerr«i‘“ler}Nﬂ @ ASAdCannectLl
@ e @ e @ e

CPCUAHrarcyDataTyse 1518 Conmtctont

@ - N a2
@ o @ i @ e e
'E GES Type 'E ey a My Cenmection Type
.E My_Type ﬂ NbghtnatonractTen a RKA_Type
@ e Qe

e Click link of previously created type

MindSphere

i Add asset

~ Genenl

Type (D

+ Variables

e Enter freely selectable asset name in Name field

e Press Save button
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NOTE:
For connecting the created aspect variables with asset it is essential to create the individual variables as

asset variables using the identical data type and unit.

dataFEED_OPC_Suite_Demo_A...

datafEED Configuration]

e —— : ”
Ltin b

MtaFEED Configurationd ~

dataFEED Configurationd

dutaFEED Configurations

dataFEED_MSPH_Demo_Asset

GMaFEED_DPC_Suite_Demo_Asset

Gabi_Agent

e Select Assets view
e Select previously created asset
e Click ModConnectLib link

Safting

Configuration Data mappings
e Press Enter edit mode button

MindSphere
R3A_§OTZ @ Onbosnded [} Wﬂn
P
e =

e Click Add data point link
e Add all individual aspect variables as asset variables
e Press Save button

© Copyright 2022 Softing Industrial Automation GmbH °



Configuration Guide — How to Connect dataFEED OPC Suite to Siemens MindSphere

Configuration <Dm mippings>

0 Data mappings

~ dataFEED_OPC_Suite_Demo_Datasource No data pont inked
Data point Data mapping

Temperature

e Select Data mappings tab

e  Click Link variable link
A window is shown at the right side allowing to click the created child asset and afterwards to assign the

appropriate variable.

At the end Siemens MindSphere shows the assigned variables.

Configuration Dats mappings

1 Dits mapping (9 deprmcated, O inifid)

Cata point Data mapping
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8. Finalize dataFEED OPC Suite Configuration

NOTE:

This section continues section 6.

ﬁ SiemensMindSphere - Softing dataFEED OPC Suite* - Stopped

— O X
Configuration View Local Application Help
¥ I = P © - 6]
New Open Save Start Stop German Siemens MindSphere Help
X[FeeD® 7 -
Data Destination - Siemens MindSphere - B
B Data Source Activate Siemens MindSphere

Activate or deactivate data output to Siemens MindSphere
© Data Processing

S

-ﬁ = B Server Definition Trigger Type  Trigger Settinc Update Rate  Execution Condition i #
Data Destination ~ i Siemens MindSphere Servers
~ Connection_MP_Demo
—i—
ZPE oPc UA Client (
UA

@ Tunnel Client

e

EOPC orc client

S5l

Siemens MindSphere Action

MQTT Broker Data ltem Data Type Data Value MindSphere Data Point ¢

' Siemens MindSpher er
: =

SQL Database

# Settings

Data Destination - Siemens MindSphere. Connection_MP_Demo

e Select created connection

e Click ra(

Add a Siemens MindSphere Server action) button

An action with a freely selectable action name plus an associated trigger is defined.
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In a last step of the dataFEED OPC Suite action configuration the Iltem & Data Point Mappings page is

shown.

Action Configurations

Trigger Type

Settings

Action Parameter

ﬁ Siemens MindSphere Server Action Wizard

Item & Data Point Mappings

Qn this page the action parameter content of item to data point mappings can be specified.

Item Selection

Data item

v [y Local Namespace - SiemensMindSphere
> ';% _System
@ Local ltems
v B Modbus PLC
> :!, Temperature

Action Parameter

Data ltem Data Type Data Value

odbus_PLC.Temperature 12 Data Value

<Enter or drag data item value>

MindSphere Data Point

1557481807440

i<Enter data point value>

< Back

(@D |

Cancel

Help

e Select individual dataFEED OPC Suite data item in Item Selection section and drag-and-drop it to field

marked <Enter or drag data item value> in Data Item column of table in Action Parameter section

e Enter configuration ID from Siemens MindSphere configuration in according field of MindSphere Data

Point column of table in Action Parameter section

e Press Finish button
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ﬁ SiemensMindSphere - Softing dataFEED OPC Suite* - Stopped — O X

Configuration View Local Application Help

I\Ew Oﬂn St?p Gezan Siemens MlESphere Help
Eﬂqz FEED Data Destination - Siemens MindSphere™ - g

B Data Source Activate Siemens MindSphere
Activate or deactivate data output to Siemens MindSphere

© Data Processing

.

ﬁ = 5 Server Definition Trigger Type  Trigger Settinc Update Rate  Execution Condition I ?
Data Destination ~ g Siemens MindSphere Servers
~ i Connection_MP_Demo
P K
E0OPE oPC UA Client (]

"~ UA

ﬁ Tunnel Client '

= ]
P opc Client -

Siemens MindSphere Action

MQTT Broker Data Item Data Type Data Value MindSphere Data Point | ?

Siemens MindSpher

SQL Database

la®®

{ Settings

Data Destination - Siemens MindSphere. Connection_MP_Demo

=
e Press savwe (Save) button to store dataFEED OPC Suite configuration
e Press 5:,t (Start) button to start dataFEED OPC Suite

Now the connection between dataFFED OPC Suite and Siemens Mindsphere is configured.

e Click Fleet Manager link at Siemens MindSphere home page to define a visualization application.

NOTE:
The given URLs have last been checked on Feb 04, 2022.
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