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Configuration Guide — How to Connect dataFEED OPC Suite to IBM Cloud
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Configuration Guide — How to Connect dataFEED OPC Suite to IBM Cloud

1. Preliminary Remarks

This configuration guide describes how to configure dataFEED OPC Suite as IBM Cloud device and thus to
tranfer shopfloor data to the IBM Cloud using the MQTT standard.

NOTE:

e This configuration guide reflects the IBM Cloud status and operating structure as avaialable in January

2019. Today, IBM Cloud is managed in a similar way but detailed steps have been updated since then.
NOTE:

e Additional dataFEED OPC Suite information can be found at the according product web pages.
dataFEED OPC UA Suite Extended: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-extended.html

dataFEED OPC UA Suite Base: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-base.html

2. Configure IBM Cloud for Data Exchange With dataFEED OPC Suite
2.1 Create Internet of Things Resource
An Internet of Thing resource is required for connecting dataFEED OPC Suite to IBM Cloud.

e Loginto /BM Cloud in Internet Browser using URL https://console.bluemix.net/ using your IBMid and

password

Dashboard

Nang = Al Organizations ® o Alllocations ~ Al Camngorins ‘ Creale resource '

Name - Region CF Org ©F Space Plan Service Oflering

e Press Create resource button

Catalog

Internet of Things

e Select Internet of Things category

e Click on Internet of Things Platform tile
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e At Internet of Things Platform page:
e Select alocation in Select a location selection list
e Select a pricing plan in Select a pricing plan section
e Define service name in Service name field

e Press Create button for completing resource creation

2.2 Add dataFEED OPC Suite as Service
e Click on IBM Cloud navigation menu button

e Select Cloud Foundry Services

Dashboard
L U Al Organizations x o Al Locations All Categones ~ m
Cloud Foundry Services

Nama - Bloggion CF Org CF Space Plan Servics Offar

g

ToT Meise Software London eloud -admin@softing.com ot ot -servicn-res o-vervics
LoT-Hesse Gateways London cloud-admin@softing.com ot ioti-service-ree iot-senvice

05 -Aunbent-Plasicem Londan clod-ndruniacking com 3 1ot serice-frae int-sanrion

anten g S o

e Click on service to be used for dataFEED OPC Suite connection

NOTE:

Within the scope of this configuration guide the dataFEED MQTT Connection service is used for
connecting dataFEED OPC Suite.

Dashboard /

dataFEED _MQTT Connection

Location: London Org: cloud-admin@softing.com Space: DI

— n Let's get started with IBM Watson IoT Platform

( sssse ) Securely connect, control, and manage devices. Quickly build IoT applications that analyze data
from the physical world.

Ready for the next level?

1BM Watson IoT Platform Journey

e Press Launch button

e Select Devices menu entry in menu bar on left side
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Browse Devices ' B

Bevics 10 & D g & fasate 3 Date Acded Oescitptive Lseation & # ¥ m

O_?
=0
=

You don't have any devices.

Craate s,

Press Add Device button

168 Watson oT Plattorm

Dvica 10 guidd

Enter device type in Device Type field

NOTE:

There is no restriction to the defined device type.
Enter device ID in Device ID field

NOTE:
The defined device ID has to be unique.

Press Next button

Add additional optional device information at following pages

Click Next button until verification page is shown

Add Device Idantity Davice Emormation Secunty Smmary &

Verify entries

Click Done button
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BIVICE DRILLDOWN

Device guide

Dewice Credentish

Device Credentials

Vou ragistered your aricat . ot et 16 the plat
Mirsdats Aftes the device chesd, you can narigat and event dutails.

Dvica Type

Davica 10

Rutharsication Methad

Rathangication Takes e

A Aushentication tokens are non-recoverable. If you misplace this token, you will need to re-register the device 1o gesevate a new ethantication token.

NOTE:
Authentication Token is created automatically.
It is only displayed once at this moment.

Thus, it is highly recommended to copy shown device details for later use during dataFEED OPC Suite

configuration.
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3. Configure dataFEED OPC Suite
e Open dataFEED OPC Suite configurator

e Navigate to Data Destination/MQTT Broker

8 Configuration] - Softing dataFEED OPC Suite” - Stopped = m} X
Configuration  View Local Application  Help
¥ B B P © = 6]
MNew Open  Save Start  Stop German MQTT Broker Help
FEED® inati T
Data Destination - MQ

B Data Source MQTT Broker Connections

= Create and modify connections to MQTT broker(g).
© Data Processing

& Data Destination Narne MGITT Broker URI Client ID Parameters 1 ‘f
~ —
=R L]
= OPC UA Client
UA (T
e —
EOPC orC Client ¥

%
ﬁ Tunnel Client = =

0 MQTT Broker
@ Siemens MindSpher ‘f
lg SQL Database

s RECT Caruar ¥

& Settings

Data Destination - MQTT.

e Press 'b (Add a new data source) button
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&% MQTT Braker Connection Wizard

Connection Settings
On this wizard page the connection settings of the data destination connection to an external MQTT Broker for publishing data are configured.
Connection: MQTT_Broker_Publisher_1

Connection Name

Provide here the connection name which will identify the current connection. The name must be unique throughout the whole configuration.

( Connection name:  IBM_bluemix] >

Client ID

@ dimiti4t6:dataFEED:quide > Generate dient ID

Connection State

Connection settings

Specify here if the connection shall be active.
Communication settings ..
) Connection Active: ¥

Topic definition
Last Will settings

Next > i Cancel ] [ Help

e Enter unique connection name in Connection Name field
e Enter client ID based on IBM Cloud settings in Client ID field

NOTE:
The client ID string is built by d:<Organization ID>:<Device Type>:<Device ID>

e Press Next > button
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&% MQTT Broker Connection Wizard

Communication Settings
On this wizard page the communication settings of the data destination connection to an external MQTT Broker for publishing data are configured.

Connection; IEM_bluemix
MQTT Broker Settings

MQTT Broker URI

il b th domain of the broker> [ : <port number= ]
mﬁ4t6.nmsaging.intemetofﬁ’:ings.ibmctﬁr:b
=i

CleanSessiDm ——pm—

MQTT Broker Certificate

Select the MQTT Broker certification handling mode.

(@ Accept all Servers Certificates automatically
7) Accept Trusted Certificates, only

Connection settings Authenticatj
_ _ User Identity: | User name and password T[] use Qlient Certificate
Communication \
settings User Name:  use-token-auth )
Topic deﬁnit'[,n Pamd: Il...l.llll.....ll!.l
Last Will seftings Connection Test
Use the button on the right side in order to test the connectivity to the corresponding MQTT broker. @
< Back ] | Next = ‘ ’ Cancel I i Help ]

e Enter MQTT Broker URI
NOTES:

e Select tcp:// protocol for TCP MQTT Broker URI

and enter IP address <Organization ID>messaging.internetofthings.ibmcloud.com:1883

e Select ssl:// protocol for SSL/TLS MQTT Broker URI
and enter IP address <Organization ID>messaging.internetofthings.ibmcloud.com:8883

e Define Authentication Settings

e NOTES:

e Select User name and password in User Identity field

e Enter use-token-auth in User Name field

e Enter authentication token created during IBM Cloud configuration in Password field

e Press « (Connection test for the selected data destination) button

© Copyright 2022 Softing Industrial Automation GmbH o



Configuration Guide — How to Connect dataFEED OPC Suite to IBM Cloud

ﬁ MOQITT Broker Connection Test X

20160905 U91658,817 S50 connect:S5Lv3 read Server session ucket A
20160905 091658.817 SSLSocket error WANT_READ/WANT_WRITE
20160905 091658.844 received 771 22 buflen 170
20160905 091658,844 SSL state connect:SSLv3 read server session ticket A:DHE-RSA-AES256-GCM-5HA 384
20160905 091658.844 received 771 20 buflen 1
20160905 091658,844 received 771 22 buflen 16
20160905 091658,844 SSL state connect:55Lv3 read finished A:DHE-RSA-AES256-GCM-SHA384
20160905 091658.844 SSL handshake done write:unknown:unknown
20160905 091658,844 SSL certificate verification: X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT_LOCALLY
20160905 091658.844 SSL connect:SSL negotiation finished successfully
20160905 091658,859 2240 d:mti4t6:dataFEED:guide -> CONNECT cleansession: 1(0)
20160905 091658.915 2240 d:mti4t6:dataFEED:quide <- CONNACK rc: 0
Connection established
Negotiated MQTT version: 3.1.1

3

Connection successfully tested
XX xx

e Press OK button

e Press Next > button at Communication Settings page

48 MQIT Broker Connection Wizard ==

MQTT Topic definition

On this wizard page the address space for the current connection can be defined.
Connection: IBM_bluemix

MQTT Topics

Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from an external
file. Please define the item mapping into MQTT topics within the configuration of the Exchange function. The configuration of the Exchange
function can be found within Data Processing.

IBM_bluemix - 'E ﬁ; ]

5+ 9EM bluemix

Communication settings

Connection settings

Topic definition -
Last Will settings. Time Zone Format
il - Specify the time zone for the timestamp expression used within requests.
Time zone: uTC -]
T e | s

e Press @ (Add a new item) button to add all items to be used in the MQTT connection with /IBM
Cloud
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NOTES:

e Within the scope of this configuration guide the hierarchical MQTT topic
iot-2/evt/<Event ID>/fmt/json is used by dataFEED OPC Suite for publishing values.

e Each level of the hierarchical MQTT topic has to be defined separately.

e There is no restriction to <Event ID>.

ﬁ Topic Properties
Topic Class
Specify the basic class for the current topic. Class Node can have any type of children. Class Tag has a value to publish but no children.

Topic dass: ’ Node

Topic Identity
Specify the topic name and properties of the current topic.

Name: iot-2

blish Format: Bluemix JSON string with value, timestamp M@

User defined format string: | e ip™"@ITEMID@","timestamp":"@TIME@""value":"@VALUE@", "quality":"@QUALITY@"}

Example for value 1234: £ "d" : {"timestamp":"2016-01-13T14:07:34:963", "value"; "1234","quality": "good"}

Retain: ¥l 2

QoS Setting: QoS0: At mostonce >

I Cancel l I Help

e Enteriot-2 as top level name of hierarchical MQTT topic in Name field

e Select Bluemix JSON string with value, timestamp and quality in Publish Format field
e Activate/Deactivate Retain checkbox as required

e Select QoS setting in QoS Setting field as required

e Click OK button
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e Press 'b (Add a new item) button and repeat step above for definition of each level of hierarchical
MQTT topic:

e evt
e <Event ID>

NOTE:

Within the scope of this manual heartbeat is used as <Event ID>.

e fmt
e json
&% MQTT Broker Connection Wizard @
MQTT Topic definition
On this wizard page the address space for the current connection can be defined.
Connection: 1BM_bluemix
MQTT Topics

Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from an external
file. Please define the item mapping into MQTT topics within the configuration of the Exchange function. The configuration of the Exchange
function can be found within Data Processing.

L ——

T_bluemix l#
y 4 & IBM_bluemix
i/ P ig‘.—Z
4 Y et
4 E@, heartbeat

4 g fmt

E A

Connection settings

Communication settings .
Topic definition

| _.Wi"_ settings Time Zone Format
Specify the time zone for the timestamp expression used within requests.

Time zone: uTC -]

e Once all items are configured press Next > button to proceed to the next MQTT Broker settings or press
Finish button to finish the MQTT Broker configuration.
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e Navigate to Data Processing/Exchange

a bluemix - Softing dataFEED OPC Suite* - Stopped

aratior view Local Apphication

K n ® P O

New Open Save Start Stop

exxey X |FEED®

B Data Source

© Data Processing

% Store And Forward

= Exchange

@ Data Destination
& Settings

Data Processing - Exchange.

Healp

Data Processing - Exchange

Activate Exchange
Activate Exchange for the local application and select the corresponding source and destination items from the trees below.
Source and Destination Selection

Local Namespace - Source [tems Local Namespace - Destination Items
4 [y Local Namespace - bluemix

4 i‘% _System s

_System
[ Data_Destination 4 = [BM_bluemix
4 = 4 ¥ iot-2
Heafttfeat ‘ ;?H j‘Q:}: heartbeat
W SessionlD 4 fiena

4 [} Local Namespace - bluemix

> % 1BM_bluemix
@ Local ltems

y

Exchange Data List

Source Item Destination Item

< g json
‘ [ Local ltems

Trigger Type Trigger Settin Update Rate ¢ r&‘.

Tag: IBM_bluemix.iot-2.evt.heartbeat.fmt.json - Not used

Define mapping of source items (shopfloor data) to destination items (configured MQTT Broker items)

by selecting the appropriate combinations in the Local Namespace - Source Items tree and the Local

Namespace - Destination Items tree and afterwards by pressing the v

new Exchange action) button

Example:

e Select System.General.Heartbeat item as data source

e Select json level of hierarchical IBM Cloud MQTT topic as data destination

(Use the selecetd items as a
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3 bluemix - Softing dataFEED OPC Suite* - Stopped
Configuration  View
¥F B

New Open

Local Application Help

Stop

X |FEED®

% Data Source

Activate Exchange

2 Data Processing

Source and Destination Selection

Local Namespace - Source Items
Store And Forward

I Local Items

Exchange Data List

Source Item Destination Item
ﬁ _System.General.Heartbeat

& 1BM_bluemix.iot-2.evt.heartbe... Item

‘@ Data Destination

<

@ Local ltems

Trigger Type Trigger Settin Update Rate

Data Processing - Exchange

Activate Exchange for the local application and select the corresponding source and destination items from the trees below.

Heartbeat

11
i Settings

Deutsch

Local Namespace - Destination Items
4 [ Local Namespace - bluemix 4 [}y Local Namespace - bluemix
4 E‘Fﬁ _System o3 % _System
] g Data_Destination 4 IBM_bluemix
“ 4 General 4 i iot-2
“ Exchange é Heartbeat 4§ et
LocalTime 4 §; heartbeat
SessionID 4 g fmt
b IBM_bluemix

g json

Alias (1000 ...

(SRR =

Data Processing - Exchange.

Source: Heartbeat - Destination: json. Update rate: Alias (1000 ms). Execution condition: Alias (Always). Exchange value: Alias (Data Value, Quality and Timestamp).

Press save (Save) button to store dataFEED OPC Suite configuration

e Press 5:,t (Start) button to start dataFEED OPC Suite
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4. Test MQTT Connection and Data Exchange
e Restart IBM Cloud dashboard

e Select Devices menu entry in menu bar on left side

IEM Watsan [oT Platform

firmwss

Acton  DeviosTypas

Browse Devices
@ AN Dencai

This 1318 shows 3 summany o all deviess ihat have bean adeecd. 11 231 ba fillarsc, organized, and saarchad an
using difrent esiteria. To ot sared. you can add devices by using The Add Devics buen. o by using APL

iy ‘Showing Raw Data | T+

vt il Fremat Last Becabenct
Temporature "AF0181213TIR62A2 38 jeon a few Soo0nds agn
Temperatuio ™ Trstanmg™ "2018-12- 1 3T126237.28. json 2 few seconds 230
Tampa s P a2 TIRETI230. fron B e RacOnds gD
Temperaturs A imestamgA0I-12-1TIRETF I jron a e meconds ago
Tempsratars ' imestamg 018-12-12TIRE 22230 jren a feva meconds age

e Green dot indicates active data source

e Click Recent Events link for seeing live stream of data coming from dataFEED OPC Suite

NOTE:
For data visualization select Boards menu entry in menu bar on left side.

Afterwards connect data items with cards created for an individual board.

NOTE:
The given URLs have last been checked on Feb 02, 2022.
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