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Configuration Guide — How to Connect dataFEED OPC Suite to Azure Cloud

1. Preliminary Remarks

This configuration guide describes how to configure dataFEED OPC Suite as Azure loT Hub device and thus

to tranfer shopfloor data to the Azure cloud using the MQTT standard.

NOTE:

Additional dataFEED OPC Suite information can be found at the according product web pages.

dataFEED OPC UA Suite Extended: https://industrial.softing.com/products/opc-opc-ua-software-platform/

dataFEED OPC UA Suite Base:

opc-server-middleware/datafeed-opc-suite-extended.html

https://industrial.softing.com/products/opc-opc-ua-software-platform/

opc-server-middleware/datafeed-opc-suite-base.html

2. Configure Azure IoT Hub Device for Data Exchange With Softing Gateways

e Set up an Azure account, if not yet available

e Download latest Azure loT Explorer version from https://github.com/Azure/azure-iot-explorer/releases

and install it, if not yet available

e Open Azure portal in Internet Browser using https://portal.azure.com/ URL and sign in

B Search resources, services, and docs (G+/)

Azure services

Creataa @
resource

Navigate

Subscriptions

Tools

Mi f ol
| icrosoft Learn of

Learn Azure with free online
training from Microsoft

Useful links

Technical Documnentation o'
Azure Migration Tools

e Press/oT Hub button

dashboards

Quickstart
Center

Shared

(4] Resource groups

@ Azure Monitor

Monitor your apps and
infrastructure

Azure Services o'
Find an Azure expert

]

Virtual
machines

® =

App Services Storage

accounts

-
B28 Al resources

0 Security Center
Secure your apps and

infrastructure

Recent Azure Updates of
Quickstart Center

<

SQL databases

Azure Cosmos  Mare services

Dashboard

Cost Management
Analyze and optimize your
cloud spend for free

Azure mobile app

& AppStore
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Home >

loT Hub =

Safting Group

+ Create B¢ Manage view v~ () Refresh

%5 Openquery al P Feedback

Filter for any field.. Subscription == all Resource group == all X Location == all X T Add filter

Showing 0 to 0 of 0 records. No grouping ~ | [ istview v

Name T Type T4 Resource group T4 Location T4 Subscription T

LS
No IoT hub to display

Create an IoT hub to help you connect, monitor, and manage billions of your loT assets.

Create 10T hub

Learn more about 10T Hub &

Quickstart: send telemetry from device &

e Press Create loT Hub button

Home > loT Hub >

loT hub

Microsoft

Basics  Netwaorking Management Tags Review + create

Create an ioT hub to help you connect, monitor, and manage billions of your 10T assets. Learn more

Project details

Chaose the subscription you'll use to manage deployments and costs, Use resource groups like folders to help you
organize and manage resources.

Subscription * @ ‘ MNutzungsbasierte Bezahlung ¥4 |

Resource group * @ ‘ s |

‘ Create new '
Instance details
10T hub name * O q Enter a name for your m} |

Region * © ‘ East US A |

Previous Next: Networking > |
R

e Click Create new link and enter resource group name

e Enter name in loT hub name field

e Press Review + create button
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e e [

Home > loT Hub

loT hub b

Microsoft

@ \validation passed,

Basics Networking Management Tags Review + create

Basics

Subscrij Nutzungsbasierte Bezahlung
Resource group SiemensMQTT

Region Germany West Central

loT hub name Siemens§7

Metworking

Connectivity configuration Public access

Private endpoint connections None

Allow public network access Enabled

Management

Pricing and scale tier

Number of 51 10T hub units

Messages per day

Device-to-cloud partitions

Cost per month

Defender for loT See the Defender for loT pricing

Tags

Next > Automatien options

e Press Create button

P Search resourcas, services, and docs [G+/)

Home >
@ | Overview = - *
g
Deployment
2 Search (Ch « [ Delete 1) Redeploy () Refresh
& Overview @ \We'd love your feedback =
E inputs
= Outputs @ Your deployment is complete

Template

Deployment name: Start time: 10/12/2021, &:44:34 AM
Subscription: Nutzungsbasierte Bezahlung Correlation ID: 0
Resource group: SoftingMQTT
Security Center
~ Deployment details (Download) Secure your apps and infrastructure
Go to Azure security center >
~  Next steps

Add and configure IoT Devices Recommended Free Microsoft tutorials
Use IoT Hub message routing to send device-

Canfigure routing rules for device messaging Recommended
‘to-cloud messages to different endpoints

g Gotoresource P Understanding the device identity registry
Understanding oT Hub quotas and throttling

‘Work with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >

e Press Go to resource button
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£ Search resources, services, and docs (G+/)

Azure services

"1 PR — —-—
=% ] 4 — & = a < —3
Create a loT Hub Shared Quickstart Virtual App Services Storage SQlL databases  Azure Cosmos More services
Tesource dashboards Center machines accounts DB

Recent resources

Name Type Last Viewed
|oT Hub 2 few seconds 2go
(%) softingmarT Resource group 2 minutes ago

e Click link of created loT hub

e Navigate to Settings/Shared access policies

£ Search resources, services, and docs (G4/)

Home » Siemens57

SiemensS7 | Shared access policies # - x
loT Hub

P search (C « Shared access policies may be used to generate security tokens to consume 0T hub functionality. Learn more

o Overview ~ Connect using shared access policies

B Activity log E
A Access control (1AM) (@) atow
@ Tags O Deny

/? Diagnose and solve problems
Events Manage shared access policies

~+ Add shared access policy () Refresh

Settings
Shared access policies N o
Palicy Name Permissions
Identity

. . Registry Read, Registry Write, Service Connect, Device Cannect
@ Pricing and scale

<> Netwaorking service Service Connect

A Certificates

device Device Connect
@& Built-in endpoints
. ailover registryRead Registry Read
¢ Properties registryReadWirite Registry Read, Registry Write

e Click iothubowner link

Home > SiemensS7 iothubowner X
SiemensS7 | Shared access policies = - R
loT Hub

@ Regenerate primary key @ Regenerate secondary key 11 Swap keys

«  Shared access policies may be used to generate security tekens to cansume laT hub functiona

2 Overview ‘Connect using shared access policies

@ Activity o D
-1 Yy leg Secondary key
fa Access control (IAM) T T @ | iy
€ Tags
Primat
£ Diagnose and solve problems < . @ | 5 >
Events Manage shared access policies
- Secondary connection string
Settings - - | - G’l |

Shared access policies i i
Policy Name Permissions Permissions

Identity

Registry Read, Registry Write, Service Conneg

@ Ppricing and scale B registry write
ce Service Connect Service Connect

A Certificates Device Connect
Device Connect

%> Networking

@ Built-in endpoints

Registry Read
- Failover Y

1

Properties Registry Read, Registry Write

e Copy Primary key

e Copy Primary connection string
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e Start Azure loT Explorer

e Click Add connection link

Azure loT Explorer (preview) Notifications

Home > loT hubs
Add connection string

Connection string * \

enter a cannection string /

Where do | get an loT hub connection string?
Please do not save your hub connection string to any unsafe locations

— + Ad

s loT hubs
No conn

&7 1oT Plug and Play.. .
You will neg
B o storage and
[1 Notification Center

Help:

e Paste Primary connection string from Azure portal to Connection string field

Azure loT Explorer (preview) Notifications Settings

Home > loT hubs b4
Add connection string

Connection string *

= Add cong
&5 loT hubs
No conne
& 1oT Plug and P
You will neg
storage and
[1 Notification Center
Help:
Where do | get an loT hub connection string?
Where do || Please do not save your hub connection string to any unsafe locations
Host name
‘ Siemens57.azure-devices.net ‘ I}

Shared access policy name

‘ iothubowner ‘ I}

Shared access policy key

&

e Press Save button
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e In Azure portal navigate to Explorers/loT devices

£ search resources, services, and docs (G+/)

Home > SiemensS7

i SiemensS7 | loT devices = - X
" leT Hub

M “« View, create, delete, and update devices in your IoT Hub.

X Overview " Device name

E Activity log | enter device ID

Aa Access control (IAM) /> Find using a query

¢ Tags o@ Refresh [i] Delete

¢? Diagnose and solve problems

Events

Device ID Status Last Status Update Authentication Type Cloud to Device Message ...
Settings
Shared sccess policies There are no 0T devices to display.
5 Identity

@ Pricing and scale
> Networking
A Certificates

& Built-in endpoints

-*+ Failover
= Properties

B Locks
Explorers

B query explorer

@ 10T devices

e Click Add Device link

P Ssearch resources, services, and docs (G+/)

Home > SiemensS7 >

Y Create a device - X
=

o Find Certified for Azure [oT devices in the Device Catalog

Device ID* @
he ID of the new dsvy

Authentication type @

'j EuEE® X500 Self-Signed X509 CA S\gned\\

Auto-generate keys (D

Connect this device to an loT hub ©
e ———

@ o)

Parent device ©

No parent device
Set a parent device

&=

e Enter unique device name in Device ID field
e Do not modify default settings for rest of the fields
e Press Save button

o At Explorers/loT devices page click Refresh link

The added device is shown.
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e In Azure loT Explorer click Refresh link

The added device is shown.

Azure loT Explorer (preview)

Home > SiemensS7 > Devices

New L:'- Refresh

| Query by device ID... L= ‘ (Y Add query parameter)

Device ID Status Connection st...  Authenticatio...  Laststatusup... loTPlugand.. Edge device

Enabled Disconnected Sas -

e Click link of added device
e Navigate to Device Identity

e Expand Connection string with SAS token

Azure loT Explorer (preview) N¢ s Settings

Home > SiemensS7 > Devices > Gateway > Device identity

- @, Manage keys
E| Device identity
Device identity

[ Device twin

Device ID ©
[ Telemetry

| Gateway | ]
< Direct method _,

Primary key
1 Cloud-to-device ... | @ | s
@5 Module identities Secondary key ©
&7 10T Plug and Play ...

Primary connection string ©

Secondary connection string @

/. Connection string with SAS token (@

ymmetric key *

< Expiration (minutes) )

SAS token connection string
| < =[T>

Connect this device to loT hub

0 Enable

{

e Choose Primary key in Symmetric key field

e Enter connection string expiration time in Expiration (minutes) field

(e.g. 525,600, representing 1 year)
e Press Generate button

e Copy generated SAS token connection string
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3. Configure dataFEED OPC Suite
e Open dataFEED OPC Suite configurator

e Navigate to Data Destination/MQTT Broker

* Configuration] - Softing dataFEED OPC Suite” - Stopped

Configuration  View Local Application  Help

¥F & B | P O

Mew Cpen Save Start Stop

=

German

6]

MQTT Broker Help

B Data Source MQTT Broker Connections

= Create and modify connections to MQTT broker(g).
© Data Processing

Eﬂﬂzl:EED(D Data Destination - MQTT

" LS N

N

~+{(x)

4@ Data Destination

———
E0PE oPC UA Client
UA

e
BOPC 0PC Client

ﬁ Tunnel Client
0 MQTT Broker

@ Siemens MindSpher
lg SQL Database

n’ RECT Caruar ¥

< >

MName MOTT Broker URI

Parameters

't
Y
L)

& Settings

Data Destination - MQTT.

e Press 'b (Add a new data source) button
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ﬁ MOTT Broker Connection Wizard

Connection Settings

On this wizard page the connection settings of the data destination connection to an external MQTT Broker for publishing data are
configured.

Connection: MQTT _Broker_Publisher_1

Connection Name

Provide here the connection name which wil identify the current connection. The name must be unique throughout the whale

configuration.
< Eannection name: ‘MQ’IT_Eroker_Puinsher_l >
Cmnechon s« Py client ID
Communication settings € Eient 10 |b1689Fdfffi'a4161£ee > | Generate dient ID
Topic definition -
Connection State
Last Will settings Spedfy here if the connection shall be active.
Edonded =4 ings Connection Active:
Store And Forward

Qo> D oconeel || heb

e Enter unique connection name in Connection Name field
e Enter device name as defined in Azure portal in Client ID field

e Press Next > button
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Configuration Guide — How to Connect dataFEED OPC Suite to Azure Cloud

* MOTT Broker Connection Wizard x

Communication Settings

On this wizard page the communication settings of the data destination connection to an external MQTT Broker for publishing datz are
configured.

Connection: Azure_MQTT_Broker
MQTT Broker Settings

MQTT Broker URL

P
Ceritt D ocathos)sss
CleanSession [ ]

MQTT Broker Certificate

< IP address or hostname with domain of the broker= [ : <port number > ]

Select the MQTT Broker certification handling mode.
AHLLEEEOTE R Accept all Servers Certificates automatically

Communication Accept Trusted Certificates, only '-
settings

Topic definition

Authentication Settings

~ Use Client Certificate
Last Will settings | -
Bxtended settings | 5
Store And Forward Connection Test
Use the button on the right side in order to test the connectivity to the corresponding MGTT broker. @

e Select ssl:// protocol

e Enter hostname as prefix in

< IP address or hostname with domain of the broker > [ : <port number> ] field

NOTE:

The hostname can be copied from the SAS token connection string as generated in Azure IoT Explorer.

(The hostname is the string after the HostName-= identifier, terminated by ; character.)
e Select User name and password in User |dentity field
e Enter string consisting of hostname, the character /and the device ID in User Name field

e Copy complete string after SharedAccessSignature= identifier from SAS token connection string as

generated in Azure IoT Explorer in Password field

e Press J (Connection test for the selected data destination) button

% MQTT Broker Connection Test X

20211013 102431.709 S5L state connect:S5Lv3/TLS write finished:ECDHE-RSA-AES 128-5HA256 &
20211013 102431709 55 state connect:55Lv3/TLS read change cpher spec:ECDHE-RSA-AES 128-5HA256

20211013 102431.709 55L state connect:S5Lv3/TLS read finished:ECDHE-RSA-AES 1253-5HA256

20211013 102431709 550 handshake done write:unknown:unknown

20211013 102431.709 S5L certificate verification: X509_Y_ERR_UNABLE_TO_GET_ISSUER_CERT_LOCALLY

20211013 102431.709 551 connect:SSL negotiation finished successfully

20211013 102431.709 2808 dataFEEDOPCSuite - CONMECT version 4 dean: 0 (0)

20211013 102431.797 2808 dataFEEDOPCSuite <- CONMACK rc: 0

Connection established

Megotigted MQTT version: 3.1.1

Connection successfully tested

20211013 102431.798 2808 dataFEEDOPCSuite -> DISCOMMECT (0)
20211013 102431.798 551 alert write:warning:cdose notify
20211013 102431.798 Mo subbuffer to remove W

D

e Press OK button

e Press Next > button at Communication Settings page
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* MOTT Broker Connection Wizard

MQTT Topic definition
On this wizard page the address space for the current connection can be defined.
Connection: Azure_MQTT_Broker

MQTT Topics

Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imparted fram
an external file, Please define the item mapping into MQTT topics within the configuration of the Exchange function. The
configuration of the Exchange function can be found within Data Processing.

Azure_MQTT_Broker .I ﬁ

Q iAzure MOTT Broker

Connection settings

Communication settings a |
Topic definition ey
Last Will settings E
Extended settings

Store And Forward ﬁ

Ccmsk ([med> |0 e | o | ke

e Define devices/<device ID>/messages/events hierarchy for MQTT connection by pressing

'b (Add a new item) button

e Press rn (Add a new item) button to add all items to be used in the MQTT connection with Azure

cloud

© Copyright 2022 Softing Industrial Automation GmbH 9
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& Topic Properties x

Topic Class
Specify the basic dass for the current topic. Class Node can have any type of children. Class Tag has a value to publish but no children.
Topic dass: |Node w

Topic Identity
Specify the topic name and properties of the current topic.

ame:

Format: 150N string with Item Identifier, value, timestamp and sualilt." — ~

User defined format string: | re1n, " @ITEMID @, "timestamp™: " @TIMEE", value™ "@VALLUE@", "quality s "BQUALITY @

Example for value 1234 | rioin®; 67, TestDB Int", “imestamp™: 20 16-0 1-13T 19:07: 3%:963", "value™"1234", "quality": "good"

Retain:
QoS Setting: QoS0: At most once ~

C o D e | e

e Enter item name in Name field
e Select JSON string in Publish Format field
e Deactivate Retain checkbox

e Press OK button

e Select ssl:// protocol

e Enter hostname as prefix in

e < |P address or hostname with domain of the broker > [ : <port number> ] field

e NOTE:

e The hostname can be copied from the SAS token connection string as generated in Azure loT Explorer.
e (The hostname is the string after the HostName= identifier, terminated by the ; character.)

e Select User name and password in User Identity field

e Enter string consisting of hostname, the character / and the device ID in User Name field

e Copy complete string after SharedAccessSignature= identifier from the SAS token connection string as

generated in Azure 10T Explorer in Password field

e Press (Connection test for the selected data destination) button

© Copyright 2022 Softing Industrial Automation GmbH 9
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ﬁ MOTT Broker Connection Wizard x

MQTT Topic definition
On this wizard page the address space for the current connection can be defined.
Connection: Azure_MQTT_Broker
MQTT Topics
Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from

an external file. Please define the item mapping into MQTT topics within the configuration of the Exchange function. The
configuration of the Exchange function can be found within Data Processing.

Azure_MQTT_Broker 1 I}
v B izure MOTT Broker ?
v X devices
v @ {ataFEEDOPCSuite I 1
2 =..';= messages ra |
b .,g, events =
> B Sawtooth
Connection settings s B Timer
: -
Communication settings a |
Topic definition =
Last Will settings | E
Extended settings
Store And Forward ﬁ

e Once all items are configured press Next > button to proceed to the next MQTT Broker settings or press
Finish button to finish the MQTT Broker configuration.

ﬁ Configuration] - Softing dataFEED OPC Suite - Running (Deme Mode) — O *
Configuration  ¥iew Local Application  Help
¥F & B8 P @ - o
Mew Open  Save Restart  Stop German MQTT Broker Help
FEED® inati TT
Data Destination - MQ

B Data Source MQTT Broker Connections

. Create and modify connections to MQTT broker(s).
© Data Processing

MName MOTT Broker UR] Client ID Parameters

4@ Data Destination

Azure_MQTr_Broke!%ss\:ff‘Siemen;S?.azure-dev[ces‘net:... dataFEEDOPCS... UserMame

-
Z0OPC oPC UA Client
UA
— | % ‘
E0OPC oPC Client |

Tunnel Client I[ei‘

O MATT Broker
'@ Siemens MindSpher ‘ J‘
g SQL Database

i‘ REST Saruar ¥ |

@ Settings -

Data Destination - MQTT.

© Copyright 2022 Softing Industrial Automation GmbH 6



Configuration Guide — How to Connect dataFEED OPC Suite to Azure Cloud

e Navigate to Data Processing/Exchange

ﬁ Configuration] - Sefting dataFEED OPC Suite™ - Running (Demo Mode)

Lonfiguration  ¥iew Local Application  Help

F B B P ©@

MNew Open Save Restart Stop

German

(6]

Exchange Help

e X |FEED®

& Data Source

Activate Exchange

© Data Processing
Source and Destination Selection

Local Namespace - Source Items

.& Store And Forward

s Exchange

~ [ Local Namespace - Configurationl

> _System
> 4% Azure_MOTT_Broker
[ Local ltems

p 3 Siemens57

f:‘ Preprocessing Engine

v

Exchange Data List

Data Processing - Exchange

Activate Exchange for the local application and select the corresponding source and destination items from the trees below.,

Local Namespace - Destination [tems
~ [ Local Namespace - Configurationl

» _System
> i Azure_MOTT_Broker
[® Local ltems

» _@ Siemens57

Source ltem Destination ltem

4l Data Destination

Trigger Ty| Trigger 5 Update Rz Condition Ex. Value(s)

@ Settings

,_
'.‘)
=

1V

=

Data Processing - Exchange.

Drag and drop source and destination items to create new Exchange actions.

e Define mapping of source items (shopfloor data) to destination items (configured MQTT Broker items)

by selecting the appropriate combinations in the Local Namespace - Source Items tree and the Local

Namespace - Destination Items tree and afterwards by pressing the ¥

new Exchange action) button

(Use the selecetd items as a

© Copyright 2022 Softing Industrial Automation GmbH
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ﬂ Configuration? - Softing dataFEED OPC Suite - Running (Demo Mode)

Configuration  Yiew

¥ 0o B 4

Mew Open Save Restart

Ere X |FEED"

@ Data Source

t) Data Processing

Local Application

2]

Stop

Help

Data Processing - Exchange

Activate Exchange

Activate Exchange for the local application and select the corresponding source and destination items from the trees below.

Source and Destination Selection

Local Mamespace - Source Items

.@ Store And Forward

= Exchange

~ [ Local Namespace - Configuration]

> _System
> Azure_MOTT_Broker
@ Local ltems

b 3 SiemensS7
v Q, DataBlocks
v @ B
& sawtooth
& Timer_100ms

f:‘ Preprocessing Engine

v

Exchange Data List

Local Mamespace - Destination Items
v~ [ Local Namespace - Configuration]
> _System
v _5¢ Azure MOTT_Broker
v B devices
~ @ dataFEEDOPCSuite
k- L!,, Messages
e ents

> Sawtooth
> B Timer

@ Local ltems
% s

> 57

Source ltem Destination ltem Trigger Ty

=§ SiemensS7.DataBlock.. L',, Azure_MOTT_Broker....  ltem
.; SiemensS7.DataBlock... & Azure_MOTT_Broker.... Iltem

4l Data Destination

Timer_1... Alias (1...

Trigger 5¢ Update Rz Condition Ex. Value(s)
sawtooth Alias (1.

Alias (Al.. Alias (Data Value,...
Alias (Al... Alias (Data Value,...

# Settings

Data Processing - Exchange.

Source: Timer_100ms - Destination: Timer. Update rate: Alias (1000 ms). Execution condition: Alias (Always). Exchange value: Alias {Data Value, Quality an

Data Destination - MQTT.

e Press

e Press 5:,t (Start) button to start dataFEED OPC Suite

= . . .
save (Save) button to store dataFEED OPC Suite configuration
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4. Test MQTT Connection and Data Exchange

e In Azure portal navigate to Overview

icrosoft Azure B search resources, services, and docs (G+/)
Home >
J SiemensS7 # - %

LR
P Search (Ch « - Move v Delete () Refresh
& Overview ° A Essentials JSON View =
=] Activity log Resource group (change) : SiemensMQTT Hostname : SiemensS7.azure-devices.net
Pa Accass control (IAM) Status : Active Pricing and scale tier
P Current location 1 Germany West Central Number of 10T Hub units :

acs

Subscription (change) : Nutzungsbasierte Bezahlung

& Diagnose and solve problems R
Subscription ID
Events
Tags (change) : Click here to add tags

Settings Usage  Getstarted

Shared access policies

Show data for las

6Hours 12Hours 1Day 7Days 30 Days)

Identity

@ Pricing and scale

&3 Network 2
etworking -,; I loT Hub Usage Number of messages used Q
A Certificates L
@ Built-in endpoints 10
= Messages used today: 10009
- Failover o
% Properties = Daily messages quota: 400000 ©
ok
B Locks
= |oT Devices: 1 e
Explorers
2%
B Query explorer
. 3
W 1T devices 1H20AM 11 Z1E M UTC+0200
Total rumber of messages used
Automatic Device Management I,-m;ﬁn ” wea
9.83.
& 10T Edge
% 10T device configuration
@ Device updates X .
Device to cloud messages P Connected Devices P
Messaging
200
2 File upload i

V. Message routing

i 120
Security -
100
0 Overview - B
@ Security Alerts e
) 02
= Recommendations =
€3 Settings - =
11308 {185 AM 1130AM 1
" Telemetry messages sent (Count) Connected devices (Mad)
Monitoring Semanse? e
9.54« 1
BB plerts
fil Metrics

Various MQTT message KPls are shown for the connected device.
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e In Azure loT Explorer portal navigate to Devices/Telemetry

Azure loT Explorer (preview)

Home > SiemensS7 > Devices > Gateway > Telemetry

M Stop [ Show system properties [§] Clear events {} Simulate a device

B Device identity

Telemetry ©
31 Device twin

Consumer group ©
[ Telemetry

Specify enqueue

<
5% Direct method time

£ Cloud-to-device ...
@7 Maodule identities
&% 10T Plug and Play .. (@ Receiving events...

Wed Oct 13 2021 11:54:42 GMT+0200 (Mitteleuropsische Sommerzeit):

Time": "Wed Oct 13 2021 11:54:42 GMT+0200 (Mitteleuropdische

The data values of the connected device are shown in JSON format.

NOTE:
The given URLs have last been checked on Jan 18, 2022.
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