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Configuration Guide — How to Connect dataFEED OPC Suite to AWS loT

1. Preliminary Remarks

This configuration guide describes how to configure dataFEED OPC Suite as AWS loT device (“thing”) and
thus to tranfer shopfloor data to the AWS /oT cloud using the MQTT standard.

NOTES:

This document is based on the the AWS loT Developer Guide

https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html

It uses the new AWS IoT console experience as available in December 2021.

Additional dataFEED OPC Suite information can be found at the according product web pages.
dataFEED OPC UA Suite Extended: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-extended.html

dataFEED OPC UA Suite Base: https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-base.html

. Configure AWS IloT Thing for Data Exchange With dataFEED OPC Suite

Set up an AWS account, if not yet available

This is done by signing up for an AWS account, creating a user and granting the required permissions.

Open AWS JoT console in Internet Browser using URL https://eu-central-1.console.aws.amazon.com/iot/

home and sign in

Navigate to Manage/Things

Allivity sthed i e o Bl i U ol A Bl deiicE
needs 8 shing regeed rcier to veark with AW 1
¥ Connec t B ¥ e
.

Name Thing type

Ho things

Billing geoups Hethings ta dicplay in this Reg

Create things

Press Create things button

© Copyright 2022 Softing Industrial Automation GmbH o
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AWS loT x

Manitar

Activity

» Connect

¥ Manage Mumber of things to create

e Select Create single thing radio button

e  Press Next button

® WS loT Things Create things
ey i DOt Specify thing properties i«
e Ly Al source s 3 d tan of a physical d
Features such as Di
¥ Connect
¥ Manage Thing properties isfa
Additional configurations
® Thing type - o
» Searchable thing attributes - optional
» Fleet Hub » Thing groups - optianal
® Greangrass * Billing growup - cptiomal
» Secure
* -
Pufend Device Shadow infe
» Act e

O Mo shadow

Namad thadow

Unnamed shadow (classich

e Enter unique name for accessing Softing gateways in Thing name field

NOTE:

The defind thing name can be used in dataFEED OPC Suite as Client ID when configuring the MQTT
Broker data destination.

e  Press Next button
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AWS loT x

AWS T Manage Things Create things Create s

Configure device certificate - optional i

A device mquires a certl

Specify thing propertic

¥ ter £0 connect ta AWS 1aT. You can choose how you 10 register a ertifica

B Cannect e active certificate with an appropriate poli
Configure device vertificate PRISPERTE POtk

¥ Manage

Device certificate

< 0 Auto-generate & new cartificsts (recommendad) >

Jali Use my certificate

Billing groups

Job remplates

Upload CSA

* Flest Hub bk-pl \.I.'c'd-lﬂ."j .1:;‘. et i I.I:‘.> b,

» Greengrass

» Secure Cancel Previous

e Select Auto-generate a new certificate (recommended) radio button

e Press Next button

AWS loT =

AWS 1T Manage Things Create things Create single thing

Manitor

Attach policies to certificate - optional .«

AWS loT policies grant or deny access to AWS o7 res

1g properties

Activity tes. Att

oliches to the device certifi

25 this access to
the device,
» Connedt

¥ Manage o . —
Attach policies to certificate e o o A e e

Name

Jobs N .
ok Ho policies

Job templates No policies could be found in eu-central-1

e Press Create policy button
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AWS loT = AWSIoT 3 Poilcies Create a policy
Manitor
Aetivity Create a policy
» Connect
* Manage Create a policy to define a set of autho £an authorize actions on ane or more resources (things, tapics, tapic filters), To learm

mara about loT policles go to the 4
» Flest Hub
® Greengrass
¥ Secure
Cartificatas

Add statements
Advanced mode

Policy statements define the types of actions that can be pecformad by a resaurce.

Chs
Rale Aliases
» Defend
Resource ARN
» Act - saroes toull inc i dient 10 ARM. tooic AN, of togis lter AL

Frature spotlight Add statement

Documentation [3
D New console experience O
e Enter unique policy name in Name field

e Enter action of first policy statement in Action field and

resource ARN of first policy statement in Resource ARN field

NOTE:
While defining the action as jot:* and the resource ARN as * grants maximum access capabilities, it is
more secure to define the policy statement and the policy resource ARN according to the specific appli-

cation needs.
e Activate Allow checkbox in Effect section of statement
e Add additional statements as required

e Press Create button once all policy statements are defined

AWS 1aT X AWSieT D Manage Things Create things Create single thing
Saep ) - - - o
Mantor = ) Attach policies to certificate - optional ...
Specity thing properties
Activity AWS InT policies grant ar dany access to AWS IaT resaurces. Attaching polickes to tha devica certificats applies this scess o
the devaie.
¥ Connect

Configure divice esificite

¥ Manage
C || createpouey @ |

Policies (1)
o Lt s b 10 prolicies 5 aflath b Ui cortificats

iktach policies to certificate

Q 1 @

Ty

Thing

Namae
Billing groups

SigrensSTItems

Cancel | P;winui‘ Creata thing ’

e Press Create thing button
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Download certificates and keys *

Download cartificate and key files to install on your device 5o that t can connect (@
WS,

Device certificate
Vi cans activate the gertif

WS o

Device cartificate Daactivats cortificats  Download
B16d251bC 24, T pernirt

Key files

M Thisisthe anly time you can downtoad the key files for this certificate.

Public key file B Download

B16d251bc24 186bdabed 6082 4TeeSfhepublic pemicey

Private key file M Downlead |
B816d251hc24 18b2abes 6082 Teo b-private pom.key

Root CA certificates

RiT20 BUSE Servioes endpoint M Download
RSA 2048 bit key: Amazon Root T4 1 =

Amazon trust serices entdpoint [ Downlead
ECC 256 bit key: Amazan Root CA 5 e

H you don't see the root CA certificate that you need here, AWS loT supports additional
oot CA cértificates These voat CA cortificatas 3nd others ané Svailable in ouf developer

guides. Learn mare [

0

e Press Download button for downloading device certificate file
e Press Download button for downloading public key file
e Press Download button for downloading private key file

NOTE:
This is the only time you can download the certificate file as well as the public and private key files for

the auto-generated certificate. Thus store these at a safe place for later use.

e Press Done button

Q £ v Suptw

AWS 10T % @ You ssfully created Mhing Siemenss. X

— @ You successtully created certificate 16425 1bc241Bblabed B0B 2262 eddBIS 225771 4e08 86 5794 sBe 1hATE484T ee b, .
Activity
AWE foT Manage > Things
* Connect
¥ Meammg Things (1) e
Owerview gk n the

Jobe Name Thing type

Job templates @
Tunnets

e Click link of created thing
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AWS loT X RSl

Thin
SiemensS7 . Edit Detete
* Caniict Thing details
¥ Manage
Overview

Stemanssy

RN Billing group

& amawsiovey-central- 1 thing/ Siemenss7

Rttributes © Thing groups Device Shadows Interact Activity Jobs | Alarnis Defender metrics

Certificates (1) wic Create certificate

al

> Floot Hub a, 1 (]

» Greengrass
Certificate ID 4 Status

QA 13Bba29c 65 EaaPoc 764204306200 59235 200G Sca T3 I cabatbdOacd 3 ) Active

¥ Secure

Certifates

e Click Certificates tab

e Click link of auto-generated certificate

AWS loT x WS T3 Cerhei > TR R S A AT OA RO e al SR e o e e ©

2f38ba29c865f2aa%ec2a764204906ae059a35c2006f5de7a3f1cabab49acd3c

i AETWE
¥ Connect Adeasti

¥ Manage
v Policies
hings )
I Folickes There ae no policies attached to this certificate
pes

Donriload

Dbt

e Open Actions menu

e Select Attach policy command

Attach policies to certificatel(s)

1L b Sttached to W following certficate(s)

2i38ba29c865f2aadec 23764 204506320592 550 2006 5de 7a 31 cabab4Yacd Sc

Choose one or mare palicies

View

Activate checkbox of previously generated policy

Press Attach button
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In AWS loT console navigate to Settings

onitor Settings e
ity
» Connect Device data endpoint o c
Vour deviers tan use your awount’s devies data en o A
* Manage

Each of your things has a REST AP available at this endpost. MOTT clients and AWS loT Device SOKs [ also use this
endpaine

ot eu-tentral-1.amazonaws.cam

e Copy Endpoint URL for later use
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3. Configure dataFEED OPC Suite
e Open dataFEED OPC Suite configurator

e Navigate to Data Destination/MQTT Broker

8 Configuration] - Softing dataFEED OPC Suite” - Stopped = m} X
Configuration  View Local Application  Help
¥ B B P © = 6]
MNew Open  Save Start  Stop German MQTT Broker Help
FEED® inati T
Data Destination - MQ

B Data Source MQTT Broker Connections

= Create and modify connections to MQTT broker(g).
© Data Processing

2 Data Destination Name MGITT Broker URI Client ID Parameters 1 ‘f
~
=
EOPEC 0PC UA Client @
UA
e —
EOPC orC Client ¥

%
ﬁ Tunnel Client = =

0 MQTT Broker
@ Siemens MindSpher ‘f
lg SQL Database

s RECT Caruar ¥

& Settings

Data Destination - MQTT.

e Press 'b (Add a new data source) button

© Copyright 2022 Softing Industrial Automation GmbH °



Configuration Guide — How to Connect dataFEED OPC Suite to AWS loT

ﬁ MOTT Broker Connection Wizard

Connection Settings

On this wizard page the connection settings of the data destination connection to an external MQTT Broker for publishing data are
configured.

Connection: MQTT _Broker_Publisher_1

Connection Name

Provide here the connection name which wil identify the current connection. The name must be unique throughout the whale

configuration.
< Eannection name: ‘MQ’IT_Eroker_Puinsher_l >
Cmnechon s« Py client ID
Communication settings € Eient 10 |b1689Fdfffi'a4161£ee > | Generate dient ID
Topic definition -
Connection State

Last Will settings Spedfy here if the connection shall be active.

nded set ve: ]
Bde ings Connection Active:

Store And Forward

Qo> D oencel [[ e

e Enter unique connection name in Connection Name field
e Enter thing name as defined in AWS loT console in Client ID field

NOTE:
The client ID has to be allowed in the according AWS IloT policy statement.

e Press Next > button

© Copyright 2022 Softing Industrial Automation GmbH



Configuration Guide — How to Connect dataFEED OPC Suite to AWS loT

# MUOTT Broker Connection Wizard X

Communication Settings

On this wizard page the communication settings of the data destination connection to an external MQTT Broker for publishing data are
configured.

Connection: AWS_MQTT_Publisher
MQTT Broker Settings

MQTT Broker URI

< IP address or hostname with domain of the broker > [ : <port number=]

11Jq::.[. e Ioo ) 1883

CleanSession  [_])

MQTT Broker Certificate

Select the MQTT Broker certification handling mode.

Connection settings

Accept all Servers Certificates automatically —
Communication Accept Trusted Certificates, only ‘,
settings

Authentication Settings

Topic definition ‘ =

Last Will settings User Name:
Extended settings Passwaord:
Store And Forward Connection Test
Use the button on the right side in order to test the connectivity to the corresponding MQTT broker. v

e Select ssl:// protocol

e Enter copied AWS IoT endpoint URL as prefix in

< IP address or hostname with domain of the broker > [ : <port number> ] field
e Activate Clean Session checkbox

NOTE:
AWS IoT closes connection, if clean session flag is not set.

(see https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html)

e Select Anonymous in User Identity field

e Activate User Client Certificate checkbox
—

e Press | & (Import user client certificates) button

@ Certificates X
User Client Certificates

Set the path to the own dient certificate chain of the MQTT publisher in PEM format. The file may also contain
the (encrypted) private key. Alternativly the private key may be provided in an additonal file.

The file in PEM format containing the
public certificate chain of the dient. It

may also indude the private key of the C |)
dient,

If not included in the KeyStore above,
this setting points to the file in PEM

format containing the private key cfﬂ'le( D
dient,

The password ta load the privateKey of | |
the dlient, if encrypted.

Qo D conce Help

e Select downloaded AWS loT device certificate file
e Select downloaded AWS IoT public key file

e Press OK button
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# MOTT Broker Connection Wizard

Communication Settings

On this wizard page the communication settings of the data destination connection to an external MQTT Broker for publishing data are
configured.

Connection: AWS_MQTT_Publisher
MQTT Broker Settings

MQTT Broker URT

< IP address or hostname with domain of the broker> [ : <port number =]

|sslff v | .iot.eu-central-1.amazonaws.com:88383

CleanSession

MQTT Broker Certificate

Select the MQTT Broker certification handling mode.

Connection settings

(®) Acceptall Servers Certificates automatically

Communication Accept Trusted Certificates, only i‘ |
sEtinGs Authentication Settings
Topic definition User Identity: | Anonymous ~ [] Use Client Certificate
Last Will settings User Name: —t
Extended settings Password:

Connection Test

Use the button on the right side in order to test the connectivity to the corresponding MQTT broker.

< Back Next > | | Cancel Help

e Press « (Connection test for the selected data destination) button

8 MOTT Eroker Connection Test X

y Error WANT_READ]WANT _WRITE -
20211006 114001.120 S5L state connect:SSLv3/TLS write finished:ECOHE-RSA-AES 128-GCM-SHA258

20211006 114001.120 SSL state connect:SSLv3/TLS read change cpher spec:ECDHE-RSA-AES 128-GCM-SHA256
20211006 114001.120 S5L state connect:SSLv3/TLS read finished:ECDHE-RSA-AES 128-GCM-SHA256

20211006 114001.120 S5L handshake done write iunknown:unknown

20211006 114001.120 S5L certificate verification: ¥509_V_ERR_UMABLE_TO_GET_ISSUER _CERT_LOCALLY
20211006 114001.120 550 connect:S5L negotiation finished successfully

20211006 114001.120 2128 SiemensS7 -» COMNNECT version 4 dean: 1 (0)

20211006 114001.201 2128 Siemens57 <- CONNACK rc: 0

Connection established

Negotiated MQTT version: 3.1.1

Connection successfully tested

20211006 114001,202 2128 SiemensS7 -> DISCONNECT (0}
20211006 114001202 550 alert write:warning: dose notify
20211006 114001.203 No subbuffer to remove =

o< |

e Press OK button

e Press Next > button at Communication Settings page
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ﬂ MOTT Broker Connection Wizard

MQTT Topic definition
On this wizard page the address space for the current connection can be defined.
Connection: AWS_MQTT_Publisher

MQTT Topics

an external file, Please define the item mapping into MQTT topics within the configuration of the Exchange function. The
configuration of the Exchange function can be found within Data Processing.

AWS_MQTT_Publisher

B {BWS MOTT. Publisher

Connection settings
Communication settings
Topic definition

Last Will settings

gended settings

Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from

¥

®)
L]

| <gack | [ mext> || Emsh Cancel II

i_._
Press 'b (Add a new item) button to add all items to be used in the MQTT

connection with AWS loT
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B Topic Properties >

Topic Class
Specify the basic dass for the current topic. Class Node can have any type of children. Class Tag has a value to publish but no children.

Topic dass: |Node ~

Topic Identity
Specify the topic name and properties of the current topic.

ame:

Format: JSON string with Item Identifier, value, timestamp and ﬂuahg — ~

User defined format string:

{itemID™: "@ITEMID@", timestamp™: "@TIME@", "value™: "@VALUE®", "quality™: "@QUALITY @}

Example for value 1234 | rqp1n 57 TestDB.Int", "timestamp ™20 16-01-13T14:07: 34:0673", "value™ "1234", "quality s "good}
Retain:
QoS Setting: QoS0: At most once ~

Qo DI conce Help

e Enter item name in Name field

NOTE:

The item name has to be allowed in the according AWS loT policy statement.
e Select JSON string in Publish Format field
e Deactivate Retain checkbox

NOTE:
AWS IoT closes connection, if retain flag is set for MQTT Publish message.

(see https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html)

e Press OK button
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* MOTT Broker Connection Wizard

MQTT Topic definition
On this wizard page the address space for the current connection can be defined.
Connection: AWS_MQTT_Publisher
MQTT Topics
Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from
an external file. Please define the item mapping into MQTT topics within the configuration of the Exchange function. The
configuration of the Exchange function can be found within Data Processing.

AWS_MQTT_Publisher —

~ B AWs MQTT Publisher l?

> Sawtooth ==
> Timer

Connection settings

Communication settings 5
Topic definition

Last will settings l E |
Extended settings

e oo R o D oo || s

Once all items are configured press Next > button to proceed to the next MQTT Broker settings or press
Finish button to finish the MQTT Broker configuration.

# Configuration] - Sefting dataFEED OPC Suite™ - Stopped

= O X
Configuration  View Local Application  Help
F I B P © =
Mew Open Save Start  Stop German MQTT Broker Help
® N B
. - W - M=
FEED Data Destination - MQTT a ..
. T
B Data Source MQTT Broker Connections
. Create and modify connections to MQTT broker(s).
© Data Processing
o o Name MOTT Broker URI Client ID Parameters
4@ Data Destination : 'ﬂ;
AWS_MOTT_Publisher  ssk/f .iot.eu-ce.. Siemens57 Anonymous —
BEOPC h 13
OPC UA Client
UA I._
-
—e N
E00PC OPC Client ¥Zﬁ

%
ﬁ Tunnel Client IS
0 MQTT Broker

@ Siemens MindSpher ‘(f
g SQL Database

s RECT Carvar ¥

< > ﬁ
& Settings

Data Destination - MQTT.
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e Navigate to Data Processing/Exchange

& Configuration? - Softing dataFEED OPC Suite” - Stopped = [m} X
Lonfiguration  View  Local Application  Help
¥F B & P © -
Mew Open  Save Start  Stop German Exchange Help
FEED® i
Data Processing - Exchange
@ Data Source Activate Exchange

Activate Exchange for the local application and select the corresponding source and destination items from the trees below,

© Data Processing
Source and Destination Selection

Local Mamespace - Source Ttems Local Mamespace - Destination Items
Store And Forward 5 : :
~ [ Local Namespace - Configurationl ~ [ Local Namespace - Configuration]
b} _Systemn > _System
> A% AWS_MOTT_Publisher > _me AWS_MOTT_Publisher
“ Eacne @ Local ltems @ Local ltems
“ AT > 5% Siemenss7 > B siemenss7

f:’ Preprocessing Engine

Exchange Data List

Source ltem Destination ltem Trigger Ty| Trigger 5¢ Update Rz Condition Ex. Value(s) 1 ?‘.

o

.G‘I..

4@ Data Destination ﬁ
@ Settings

Data Processing - Exchange. Mo Exchange action is selected.

e Define mapping of source items (shopfloor data) to destination items (configured MQTT Broker items)
by selecting the appropriate combinations in the Local Namespace - Source Items tree and the Local
Namespace - Destination Items tree and afterwards by pressing the v (Use the selecetd items as a

new Exchange action) button
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@ Configuration] - Softing dataFEED OPC Suite” - Stopped = [m} x

Configuration  View Local Application Help

F 0 © - 6]
MNew  Open Stop German Exchange Help

® :
Eﬂﬂz FEED Data Processing - Exchange
& Data Source Activate Exchange
. Activate Exchange for the local application and select the corresponding source and destination items from the trees below,
© Data Processing
Source and Destination Selection
Local Mamespace - Source Items L] Local Namespace - Destination Items
Store And Forward : :
> V| \ ~ [ Local Namespace - Configurationl
> > _System
“ w 3_ ~ AWS_MOTT_Publisher
Room_Temperature » Sawtooth
“ BRI B cawtooth > i Timer
.,; Timer_100ms @ Local ltems
Timer_10ms » 3} SiemensST
: 3 B Timer_1s
Preprocessing Engine B Timer 20ms ==
3 Timer_30ms v
% Timer 40ms | —
Exchange Data List
Source ltem Destination ltem Trigger Ty| Trigger 5 Update Re Condition Ex, Value(s) I ? |
,& Siemens57.DataBlock... g, AWS_MOTT_Publishe.., Item sawtooth  Alias (1., Alias (Al.. Alias (Data Value,... o
.,% Siemens57.DataBlock... ,,!, AWS_MOTT_Publishe... Iltem Timer_1... Alias (1. Alias (AlL.. Alias (Data Value,...
~
F 4
[123]
)
4l Data Destination .
|
@ Settings
Data Processing - Exchange. Source: Timer_100ms - Destination: Timer, Update rate: Alias (1000 ms), Execution condition: Alias (Always), Exchange value: Alias (Data Value, Quality ang

=
e Press save (Save) button to store dataFEED OPC Suite configuration

2
e Press swt (Start) button to start dataFEED OPC Suite
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4. Test MQTT Connection and Data Exchange

e In AWS IoT console navigate to Test

AWS loT ® i

MQTT test client .

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account, Devices publish MQTT messages that are identified by topics to communicate their state to

v

Cannact AWS loT. AWS JoT also publishes MOTT messages to inform devices and apps of changes and events. You can subscribe to MOTT message topics and publish MOTT messages to topics by using
the MQTT test client
¥ Manage

Subscribe to a topic Publish to a topic

® Additional configuration

Fleey metics @

Subscriptions Topic
¥ Fleet Hub P! P!
» Greangrass )
g lrave no topic subscriptions, Subscribe or select & Lopic (o view INGoming messages,
» Secure
» Defend
» Act

e Subscribe to all configured MQTT topics by entering wildcard # in Topic filter field

The received MQTT messages are shown using the defined publish format.

AWS loT =

MQTT test client .«

ity

Yiou can use the MOTT test client to monitor the MOTT messages being passed in your AWS acoount. Devices publish MOTT messages that are identified by topics to communicate their state
Connect to AWS 16T, AWS 10T also publishes MOTT messages to inform devices and apps of changes and events, You can subscribe to MOTT message topics and publish MOTT messages to topics by
using the MOTT test client.

v

¥ Manage

o

Subscribe to a topic Publish to a topic

Thiny
o5
Types
Topic filter 1nta
Thing groups T Mot s

B Additional configuration

Retained messages

5 Tl Subscriptions # Pause || Clear || expore || ait
» Greengrass | ' P X |

v Sowtooth Ortaber 06, 2021, 12:05:14 {UTC+0200)
» Secure
» Defend {
P Act

¥ Timer October 06, 2021, 12:05:14 (UTC+0200)

D "10/06/2021 10:05:14,470 AN
"21718",
@D New comsole caperience “goad®
Till ut bt o Uhink
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NOTE:
The given URLs have last been checked on Jan 05, 2022.
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