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1. Preliminary Remarks

This	configuration	guide	describes	how	to	configure	dataFEED OPC Suite as AWS IoT	device	(“thing”)	and	
thus	to	tranfer	shopfloor	data	to	the	AWS IoT	cloud	using	the	MQTT	standard.

NOTES:

• This	document	is	based	on	the	the	AWS IoT	Developer	Guide 
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html 
It	uses	the	new AWS IoT console experience	as	available	in	December	2021.

• Additional	dataFEED OPC Suite	information	can	be	found	at	the	according	product	web	pages.
dataFEED OPC UA Suite Extended:	https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-extended.html
dataFEED OPC UA Suite Base:	 https://industrial.softing.com/products/opc-opc-ua-software-

platform/opc-server-middleware/datafeed-opc-suite-base.html

2. Configure AWS IoT Thing for Data Exchange With dataFEED OPC Suite

• Set	up	an	AWS	account,	if	not	yet	available 
This	is	done	by	signing	up	for	an	AWS	account,	creating	a	user	and	granting	the	required	permissions.

• Open	AWS IoT	console	in	Internet	Browser	using	URL	https://eu-central-1.console.aws.amazon.com/iot/
home	and	sign	in

• Navigate	to	Manage/Things

• Press Create things	button
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• Select	Create single thing	radio	button

• Press Next	button

• Enter	unique	name	for	accessing	Softing	gateways	in	Thing name	field

NOTE: 
The	defind	thing	name	can	be	used	in	dataFEED OPC Suite as Client ID	when	configuring	the	MQTT 
Broker	data	destination.

• Press Next	button
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• Select	Auto-generate a new certificate (recommended)	radio	button

• Press Next	button

• Press Create policy	button
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• Enter	unique	policy	name	in	Name	field

• Enter	action	of	first	policy	statement	in	Action	field	and 
resource	ARN	of	first	policy	statement	in	Resource ARN	field	

NOTE: 
While	defining	the	action	as	iot:*	and	the	resource	ARN	as	*	grants	maximum	access	capabilities,	it	is	
more	secure	to	define	the	policy	statement	and	the	policy	resource	ARN	according	to	the	specific	appli-
cation	needs.

• Activate	Allow	checkbox	in	Effect	section	of	statement

• Add	additional	statements	as	required

• Press Create	button	once	all	policy	statements	are	defined

• Press Create thing	button
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• Press Download	button	for	downloading	device	certificate	file

• Press Download	button	for	downloading	public	key	file

• Press Download	button	for	downloading	private	key	file

NOTE: 
This	is	the	only	time	you	can	download	the	certificate	file	as	well	as	the	public	and	private	key	files	for	
the	auto-generated	certificate.	Thus	store	these	at	a	safe	place	for	later	use.

• Press Done	button

• Click	link	of	created	thing
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• Click Certificates	tab

• Click	link	of	auto-generated	certificate

• Open	Actions	menu

• Select	Attach	policy	command

Activate	checkbox	of	previously	generated	policy

Press Attach	button
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In AWS IoT	console	navigate	to	Settings

• Copy	Endpoint	URL	for	later	use
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3. Configure dataFEED OPC Suite

• Open	dataFEED OPC Suite	configurator

• Navigate	to	Data Destination/MQTT Broker

• Press (Add a new data source)	button
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• Enter	unique	connection	name	in	Connection Name	field

• Enter	thing	name	as	defined	in	AWS IoT console in Client ID	field

NOTE: 
The	client	ID	has	to	be	allowed	in	the	according	AWS IoT	policy	statement.

• Press Next >	button
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• Select	ssl://	protocol

• Enter	copied	AWS IoT	endpoint	URL	as	prefix	in 
< IP address or hostname with domain of the broker > [ : <port number> ]	field

• Activate	Clean Session	checkbox

NOTE: 
AWS IoT	closes	connection,	if	clean	session	flag	is	not	set. 
(see	https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html)

• Select	Anonymous in User Identity	field

• Activate	User Client Certificate	checkbox

• Press (Import user client certificates)	button

• Select	downloaded	AWS IoT	device	certificate	file

• Select	downloaded	AWS IoT	public	key	file

• Press OK	button
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• Press (Connection test for the selected data destination)	button

• Press OK	button

• Press Next >	button	at	Communication Settings	page
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• Press (Add a new item)	button	to	add	all	items	to	be	used	in	the	MQTT	connection	with	AWS IoT
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• Enter	item	name	in	Name	field

NOTE: 
The	item	name	has	to	be	allowed	in	the	according	AWS IoT	policy	statement.

• Select	JSON string in Publish Format	field

• Deactivate	Retain	checkbox

NOTE: 
AWS IoT	closes	connection,	if	retain	flag	is	set	for	MQTT	Publish	message. 
(see	https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html)

• Press OK	button
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• Once	all	items	are	configured	press	Next >	button	to	proceed	to	the	next	MQTT	Broker	settings	or	press	
Finish	button	to	finish	the	MQTT	Broker	configuration.
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• Navigate	to	Data Processing/Exchange

• Define	mapping	of	source	items	(shopfloor	data)	to	destination	items	(configured	MQTT	Broker	items)	
by	selecting	the	appropriate	combinations	in	the	Local Namespace - Source Items	tree	and	the	Local 
Namespace - Destination Items	tree	and	afterwards	by	pressing	the	 (Use the selecetd items as a 
new Exchange action)	button
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• Press (Save)	button	to	store	dataFEED OPC Suite	configuration

• Press (Start)	button	to	start	dataFEED OPC Suite
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4. Test MQTT Connection and Data Exchange

• In AWS IoT	console	navigate	to	Test

• Subscribe	to	all	configured	MQTT	topics	by	entering	wildcard	# in Topic filter	field 
The	received	MQTT	messages	are	shown	using	the	defined	publish	format.
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NOTE: 
The	given	URLs	have	last	been	checked	on	Jan	05,	2022.
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