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1) Short introduction
The configuration concept of Softing dataFEED OPC Suite is mainly based on so called data
sources and data destinations.

The different data source functionalities are responsible for building up the local namespace
of the corresponding local dataFEED OPC Suite applications. This local namespace is
organized in the form of an item tree with nodes, tags and properties as elements.

The different data destination functionalities use already existing data items from the local
namespace — they do not introduce any data items to the local namespace.

Note: Data Source and Data Destination do not define a data flow direction. These terms
only serve to indicate who is responsible for defining data items and who uses these already
defined data items. In fact, the actual data flow is normally bidirectional, i.e. an OPC client
would be a typical data destination using data items from the local namespace — however it
generally can read from and write to these data items.

Further information on the configuration options can be found in our Help menu of the
DataFEED OPC Suite.
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2) OPCDA and DCOM
DCOM is an object oriented RPC system that enables remote procedure calls. It was defined by
Microsoft to enable the communication of COM based applications over a network. OPC uses the
DCOM protocol for computer-to-computer communication.
DCOM permits only authenticated access between computers. We recommend registering the
computers in the same domain and specifying a user group (e.g., "OPC Users") for OPC
communication on all computers.

Attention: The DCOM configuration "dcomcnfg" reaches deep into the Windows operating system.
Therefore, any wrong adjustment can result in an unstable operating system.

These DCOM settings require lowering the security of the system. The security settings to be selected
in order to allow the communication between distributed computers via DCOM / OPC (e.g.
authentication "None"; access authorization "Everyone") result in giving all users on the network
unlimited access to all data and services provided by the current computer.

In particular the opening of port #135 creates a critical security hole — this allows applications to
interfere with Windows components through "remote procedure calls" via the network without any
restrictions

Actually this results in an open gateway for many computer ®
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Further information can be found in the help of the DataFEED 4] Weleome 0 Solting daaFEED OFC Sute
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2] Previous Versions

[2] Installation

Softing does not support the setup and troubleshooting of 3] Uninstallation
. . =10 DCOM Configuration
cross-computer OPC DA communications! [2] System Wide Secuty Parameters

ﬂ Application Specific Security Parameters
12) Activating Guest Access

DataFEED OPC Suite has other solutions for this: By-passing of (3] Conlguing the Windoms Fiewal
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In order to avoid these security issues you should use the Softing OPC Tunnel protocol instead of
pure OPC communication. By using the OPC Tunnel you will benefit from the following features:

- Data transfer without security holes in your system.

- No time consuming trial-and-error approach to find the appropriate DCOM settings.

- Data communication beyond firewalls.

- Immediate detection of communication breaks (with DCOM this can take several minutes).
- Increased performance due to
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3) Connect to an OPC DA Server
1) Start the e
dataFEED OPC Suite =
and select "OPC

L P 0

Open  Save  Start

Server" as data
source. Create a new
connection and
select the Server
type "OPC Da

e X FEED®

External 0PC

Servers

& Data Source

! Mitsubishi

UA
EOPC 0PC UA Server
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Name

Server". You can
assign the
connection name as
you like. Press
“Next” to confirm
the entries.

-
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Data Source - OPC Server

‘Welcome
Server Type |
Settings 4
@ MQTT Publisher o «f
Authentication
E Local ltems e Ak et
Fiker
© Data Processing
@ Data Destination Back E Cancel e m

2 Settings

Data Source - OPC Server.

——— * 2) Itis possible to Browse the OPC
oo DA Server, but the better Option is
On this wizard page the external OPC server for the actual data source connection is defined. . .
to fill in the IP address, ProgramID
Selctonefth dcovered 0P seers o et b o sy ey o srve s a ot of s and ClassID, which you can find in
e ~ the OPC DA Server.
~ Local
B e The Address looks like this:
P opcda://<IPAddress>/<ProgramlD>/
Welcome i@ Softing dataFEED OPC Suite - SoftingSupport
e . . {ClassiD}
e ;C:Ct;dOKSewer —
Authentication Spedify the address of the external OPC server for this server connection. The address must always be spedified in one of the
following formats:
Store And Forward peda:// {ClassID} or opcda ID>/{ClassID}
Filter Address: [opeda://127.0.0.1/Softing. OPC.OF. DA, 1/{EAB4462D-98 1E-4949-98CD-6F99F 1716 14) Press ”Next” to co nfirm this entry
coos | [ ] | o || oo
@ Server Connection Test X
3) Test the con nection to the Ser‘ver' if Eg%fﬁz?gzﬁr&m@m.DF.Soﬂzrgs:pwt.DA,1/{EAB«620138154949133CD6F994F171514)
. . Connecting...
it is successful. A— o con
State: 1
Press “Next” to continue. gy bW
Vendor info: Softing dataFEED OPC Suite
Product version: 4.60.21282
gr;xnlznguaqes: System Default, User Default, Neutral, en-us, de-de, sv-se
4) You can skip "Store and Forward" er
Authentication info: not authenticated
and press "Next" again. e e E*!|
o]
5) You don't have to set any filter
options and you can finish the
. . e s " <Back Next Cancel Help
connection with "Finish".
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4) Provide Data via OPC DA

& How_to_OPC_Da - Softing dataFEED OPC Suite" - Stopped
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. e Gttt " ° " The OPC endpoint must
| & 2 o | coceains .
be activated at "Data
EED® Data Destination - OPC Client “SOPC . . "
& e Destination".

@ Data Source f for the local server application.

© Data Processing Z:;::“:‘
e petatn o As default setting this
E0IRC orc ua clent ProgramID: [Softing.OPC.OF ion_to_OPC_Da.0A . .

a = — endpoint is already
= o O active.
o0 g ceoom R ecioaNe

@ e s ST TR P ~ww | Hereyou can also find
B oo e out the "ClassID" and
SQL Database TCP/P port number: (3092
i "ProgramID" of the
server endpoint.

" NoSQL Database

N .
& Settings

Data Destnation - OPC Clent.

The DataFEED OPC Suite must be running to connect to this endpoint.

5) Check connection

& You can check the
Server connection with
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Neu Offnen  Speichern Neustart  Stoppen the SOftmg OPCDA
Softing OPC Classic Demo Client - O X Demo Client which is
File Edit Session View Help installed with the

(] = =] & X X &) 123456
| New Open Save I Stop  Connect Start [ﬁ DataFFED
-9 Data Access . Item Value I Quality TimeStamp I B
1@ opcda:///Softing.OPC.DF.5¢ § 5771200 TestRack.... | 123456 GOOD 09:35:18.286
=-@® group
@® S7_1200_TestRack.Dz !
< >
< > | OPC Servers | DA Browse DA Items IAE Browse] AE Evenls] AE Co ¢ | > |
Ready 2 3 B 4

1. Start the DataFEED Configuration and the Softing OPC Classic Demo Client

2. Move to the Demo Client and select: Local -> Data Access V3 -> double click on

your configuration

3. move to chapter DA Browse and browse to an item -> double click to select any

item for testing

4, Now check the item if it is correct.

The Item icon must be green, the value must be correct, and Quality must be

GOOD
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6) Some useful tips
Check that both programs (DA Client and Server) run under the same user and have Admin

rights. &
Configuration View = Local Application Help
New Open Save O Stop

Connection, please try to run the

. . . ’ﬁ Show Web Pages
DataFEED OPC Suit as Application or Emz | & Feature Selection
Service. I Run Mod Y] Applicati
B Data Sourc ne i

If you had some problems with the DA F 0 B§ P s l
‘ Dati

¥ Service
U — Create «
@ Settings Windons cssname: [SofDFSoftngs UA ‘ v Start on Windows Startup
Description: Softing dataFE m OPC UA Server Name
lv, Diagnostics Application Locale: EF: english
Actvate systemitems: [ H n H H Al
p——_ The option "Force interactive user:" may also help.
@ Wb Sarvar Force demo mode: %]
Send initial value: =
Notify all changes: “
Enable OPCbuffering: [
a bl Namespace Delmiter: |~
&‘ Uceiisis Global DS-OPC and DS-Tunnel Setting
In this group some advanced settings con
can be found n the Oriin Hep.
Minimal update rate: 10ms
Tunnel sync. timeout: 500 ms. ~
Validate items: %]
Harmonize update rate:  []
Qatin augh sime: L]
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